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Abstract—This paper introduces a quantum-secured traveling-
wave protection (QDTWP) framework that enhances the cy-
bersecurity of relay-to-relay communication in modern power
grids. QDTWP enables direct protection signaling over standard
packet networks instead of dedicated fibers while preserving
the ultra-high-speed response required by traveling-wave re-
lays. Our contributions include: 1) Developing a lightweight
HMAC-based authentication layer tailored for traveling-wave
relay communication; 2) Integrating real-time quantum Kkeys to
achieve information-theoretic message integrity and resistance
to eavesdropping. Experimental results demonstrate millisecond-
level end-to-end latency and complete protection against message
tampering, validating the feasibility of using Quantum Key
Distribution (QKD) to secure ultra-fast protection channels in
future quantum-resilient power grids.

Index Terms—Quantum key distribution (QKD), traveling
wave protection, cyber-physical security, Hash-based Message
Authentication Code (HMAC).

I. INTRODUCTION

Traveling-wave protection (TWP) has gained increasing
significance in modern power grids, as traveling-wave relays
(TWRs) can identify and locate faults within 1-5 ms by
exploiting the initial wavefront of transient voltage and cur-
rent signals [1]. This fast detection capability helps prevent
disturbance propagation and enhances system stability [2]. In
large interconnected networks, such rapid response is crucial
under severe disturbances or cascading fault conditions. Re-
cent large-scale disturbances, such as the Iberian Peninsula
blackout in 2025, have demonstrated how quickly transients
can escalate in low-inertia grids [3], further emphasizing the
necessity of ultra-fast protection methods like TWP.

Traveling-wave protection can be implemented in either
single-ended or double-ended forms. Single-ended TWP relies
solely on local measurements and must identify reflected
wavefronts, making it less reliable under complex reflections
or waveform distortion [4]. In contrast, double-ended TWP
uses synchronized measurements from both line ends, elim-
inating the need for reflection identification and reducing
errors caused by system non-uniformity or coupling effects
[5]. Given these robustness and accuracy benefits, this work
adopts the double-ended TWP scheme.

In double-ended traveling-wave protection schemes, relays
at each terminal use the travelling-wave arrival information
locally to determine breaker tripping [1]. Each relay also sends
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a transfer trip signal to the opposite terminal. However, if the
local relay fails to operate, the scheme must rely on the remote
relay’s transfer trip signal to trip the breaker [6]. This remote
trip signal is therefore important and must be protected to
prevent breaker misoperation.

Beyond the breaker-relay wiring used for local tripping,
the relay-to-relay communication in existing TWR imple-
mentations usually rely on direct fiber-optic links. Although
these approaches ensure deterministic latency, they require
high installation and maintenance costs due to dedicated
infrastructure, antennas. In existing commercial implemen-
tations, dedicated optical interfaces are typically used for
protection signaling. These interfaces provide reliable low-
latency communication, but are limited to short-range, point-
to-point connections, which increases installation cost and
reduces deployment flexibility.

To address these limitations, this work presents a quantum-
secured traveling-wave protection (QDTWP) framework, as
shown in Fig. 1, featuring:

o Secure relay-to-relay signaling using QKD-generated

keys and lightweight HMAC authentication;

e A low cost communication path implemented over stan-

dard UDP/IP links.
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Fig. 1: Entire system setup

II. QUANTUM SECURED DOUBLE-ENDED TWP

This section introduces the implemented QDTWP frame-
work. Section II-A outlines the system architecture, includ-
ing the double-ended TWR configuration and communication
model used for exchanging the remote trip signals. Section
II-B reviews the QKD security foundation, and Section II-
C explains how quantum-generated keys are integrated with
HMAC® to enable authenticated relay communication.

A. Double-Ended TWR Signal Mode

In a double-ended TWR scheme, a fault introduces a sudden
change in voltage and current that launches traveling waves
toward both terminals at the line propagation velocity v. Each



relay, located at Terminals A and B, detects the first wavefront
arrival and records the corresponding timestamp ¢;. The fault
location, measured from Terminal A, is obtained by comparing
the two arrival times:

l+ (t B—t A)?)

2 )
where [ is the total line length and t4 and tp represent
the wavefront arrival times measured at Terminals A and B,
respectively [7] .

Each terminal performs local fault detection based on its
measured wavefront arrival time. A local tripping decision
TRPL is formed according to the estimated fault location,
and this decision is represented by a binary value: TRPF

(i € {A,BY).

d= (1)

1, if fault is within protection zone,
TRPl = .
0, otherwise.

If TRPE = 1, the relay issues a local trip command to its
circuit breaker. For dependable operation, each relay also sends
a remote trip signal TRP to the opposite terminal. When the
local trip cannot be executed because of communication loss,
missed wavefront detection, or internal blocking, the relay
uses the remote T'RP received from the opposite terminal to
initiate breaker tripping. This exchanged binary signal forms
the protection message that requires secure transmission in the
implemented QDTWP framework.

The communication between relays is implemented as a
UDP/IP link that exchanges message frames:

P = [TRP, Seq, HMACY), 3)

where Seq denotes a sequence counter for packet tracking,
and HM AC® is the integrity tag computed using the Q-key
generated from the QKD process. This lightweight communi-
cation layer is designed to maintain deterministic end-to-end
latency below 5 ms while guaranteeing message authenticity
and integrity [1].

B. QKD Security Foundation

QKD provides the physical-layer security for the imple-
mented QDTWP framework by generating Q-key [8], [9]. Its
security is founded on two fundamental principles:

e Measurement—Disturbance Relation: The key bits are
encoded in quantum states, and any attempt to probe them
introduces detectable errors. Such disturbances increase the
Quantum Bit Error Rate (QBER), allowing the legitimate
users to detect any attempt to obtain the Q-key required to
forge the authenticated T'RP message [10], [11].

e No-Cloning Theorem: Since arbitrary quantum states
cannot be copied, an adversary cannot create a duplicate of
the transmitted quantum signals to extract the Q-key offline.
Any replication attempt requires interaction with the original
states, producing detectable disturbances. As a result, the Q-
key remains inaccessible to an intruder [12].
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C. Q-Key Integration with HMAC®

To achieve low-latency message authentication, the QDTWP
employs a HMAC® using a Q-key. The lightweight nature of
HMACY arises from two aspects.

o Computational Level: HMACY retains the efficiency of
standard HMAC-SHA256 through the following two prop-
erties: First, SHA-256 relies only on lightweight bitwise
operations (XOR, shifts, additions) and executes a fixed
64-round structure with constant runtime on embedded
relay processors. Second, HMAC invokes SHA-256 twice
without introducing additional algorithmic stages, resulting
in deterministic latency and linear computational cost O(n)
[13]. The two SHA256 steps are:

Hiy = SHA256((Kq @ ipad) || M), (4)
T = SHA256((K ¢ @ opad) || Hiy) , (5)

where T is the resulting HMAC® authentication tag. M
is the transmitted relay message containing the T'RP signal
and Seq. And the Q-key, denoted by Ky, is the synchronized
quantum key shared between the two terminals.

« Management Level: The use of Q-key simplifies key han-
dling at the management level. The Q-key are continuously
refreshed by the QKD module and stored in a key pool [14],
eliminating manual key distribution or periodic renewal.
This autonomous key supply reduces operational overhead
and avoids the control delays associated with traditional key
management.

As a result, message integrity is verified at the receiver by
recomputing 7' using the same Q-key. Since Q-key refresh
occurs asynchronously in the background, the authentication
procedure introduces no observable delay to the real-time
requirements of the TWP scheme.

III. IMPLEMENTATION AND EXPERIMENTAL SETUP

—
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N

Fig. 2: HIL setup for verifying QDTWP

This section presents the hardware-in-the-loop (HIL) testbed
developed to evaluate the QDTWP framework under realistic
real-time operating conditions. As shown in Fig. 2, the testbed



integrates RTDS-based double-ended TWR protection environ-
ment, a QKD system for Q-key generation, and a lightweight
HMAC authentication module.

o RTDS-based Protection Environment: The RTDS sim-
ulates a modified NPCC system, where the QDTWP is
deployed at both terminals of a selected transmission line.
The TWP logic runs inside two virtual relays in the RTDS
environment. The relay output, including the local trip
decision and the T'RP message, is forwarded to an external
authentication module running on a host PC. In this module,
each UDP packet is tagged and verified using the current
Q-key before being returned to the RTDS environment.
Meanwhile, the QKD system continuously supplies syn-
chronized Q-key to both terminals, ensuring that the sender
and verifier operate with the same key. This data flow links
the RTDS protection logic, the authentication module, and
the QKD system into integrated and real-time QDTWP test
environment.

¢« QKD System Integration: The QKD system is imple-
mented as an Alice-Bob pair connected via a quantum
channel and an authenticated classical channel. The device
performs the standard BB84 post-processing procedures,
including sifting, error correction, and privacy amplification,
and outputs synchronized Q-key at both nodes [15] [16].
This Q-key is delivered to the protection-layer modules
of the testbed and used as the authentication keys in the
QDTWP workflow.

o HMAC Authentication Module: A lightweight HMAC®

module runs on an external host PC, interfacing with both
the RTDS and the QKD node to authenticate relay-to-
relay trip messages. The authentication workflow operates
as follows:
A lightweight HMAC® module runs on an external host
PC, interfacing with both the RTDS relays and the QKD
node to authenticate relay-to-relay trip messages. When
Relay A issues a UDP trip frame, the PC intercepts the
packet, computes a 256-bit HMACY tag using the current Q-
key, and appends this tag before returning the authenticated
packet to the RTDS environment for delivery to Relay B.
For each packet destined for Relay B, the PC recalculates
the HMAC® with the same Q-key and compares it with
the received tag; only packets with a valid HMAC® are for-
warded, while any forged or altered packets are immediately
discarded. An MITM attacker module is also deployed on
the same PC to modify the T'R P signals for security—testing
purposes.

Two attack scenarios are implemented to evaluate the security
of QDTWP.

o In the first scenario, an eavesdropper (Eve) is introduced on
the quantum channel to test whether the system can prevent
compromised keys from entering the protection workflow.
The intrusion causes a visible increase in QBER; once the
QBER exceeds the preset threshold, the QKD module halts
the key generation process and discards the affected key
round. This ensures that only the uncompromised Q-key is
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supplied to the HMAC® module, thereby guaranteeing that
the TRP messages are never authenticated with insecure
key.

o The second scenario introduces a MITM adversary on the
UDP channel to test whether the system can withstand ma-
nipulation of the trip messages. Using Q-key, the HMAC®
module rejects all altered or injected packets, while only
authenticated trip messages are accepted.

IV. CASE STUDY

This section evaluates the effectiveness and real-time per-
formance of QDTWP. All experiments are conducted on an
RTDS-based test system configured with two TWRs, Relay A
and Relay B, representing opposite ends of a protected trans-
mission line. The RTDS GTNET-SKT module is employed
to emulate a packet-based communication channel between
relays.

In this environment, the trip signal generated by the trans-
mitting relay is sent as a single Boolean value over a UDP
path. Accordingly, this study focuses on message tampering,
evaluating whether the integrity of this trip signal can be
maintained during communication.

Three experiments are conducted to validate the QDTWP
framework: Section IV-A presents QKD-based eavesdropping
detection results; Section IV-B describes HMAC® verification
performance under an MITM attack; and Section IV-C evalu-
ates the system-level stability of a modified NPCC test system
by comparing the protection response with and without the
QDTWP scheme under fault conditions.

A. QKD-based Eavesdropping Detection

This test verifies that any attempt to obtain the Q-key
used for HMAC® is promptly exposed by the QKD channel,
demonstrating that the QDTWP framework can reliably detect
key-extraction attacks.

Fig. 3 shows the behavior of the QKD channel under
normal and eavesdropping conditions. The observations are
summarized below:

o Under normal conditions, both QBER and visibility remain
stable, typically below 5% for QBER and a high visibility
above 95%. In this state, the quantum signals arrive with
consistent polarization, allowing Alice and Bob to generate
matching keys.

« When an eavesdropper is introduced, the QBER increases
sharply from below 5% to more than 20% in a short interval.
At the same time, visibility drops from around 96% to
below 40%, reflecting the loss of quantum coherence and
the polarization disturbance on the quantum channel. These
deviations are indicative of an eavesdropping attempt.

This confims that real-time monitoring of QBER and visi-
bility enables the QDTWP framework to detect eavesdropping
early. As a result, compromised Q-key is never used for pro-
tection signaling, and only secure keys participate in HMAC®-
based authentication.
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Fig. 3: QBER variation under normal and eavesdropping conditions

B. Message Integrity Validation

This test evaluates whether the implemented QDTWP
framework can detect message tampering on the T'RP signal.
On the sender side, Alice transmits a trip signal which is
encapsulated into a UDP frame together with an HMAC® tag
computed using the current Q-key. On the receiver side, Bob
verifies each incoming message by recalculating the HMAC®
with his locally obtained Q-key and comparing it with the
received tag.

Fig. 4 shows the system behavior under both normal and
attack conditions. As the packet sequence increases, an MITM
attack occurred at around the 95th packet and maintained for
about 40 packets. In Fig. 4 (a), the UDP-based trip signals
recorded at Alice and Bob remain identical during the normal
operating operation, indicating successful synchronization and
message authentication. Once the MITM attack is initiated,
Bob’s trip signal is modified to O while Alice continues
transmitting the messages. During the attack period as shown
in Fig. 4 (b), highlighted in gray, the HMAC® validity drops
to 0, indicating that the tampered messages are successfully
detected. And a post detection logic will decide whether to
discard this tampered packet. Together, Fig. 4 confirm that the
quantum-key-derived HMAC® ensures reliable authentication
and resilience against MITM attacks.

Fig. 5 compares the latency components under normal and
MITM attack conditions. The key fetch and HMAC verifica-
tion delays remain in the microsecond range, showing that the
security layer adds minimal computational overhead. A slight
increase is observed in decision delay during attack due to
the integrity verification process. Overall, the end-to-end delay
stays within 0.25-0.4 ms, demonstrating that the QDTWP
scheme maintains deterministic low-latency performance.

C. System Level Stability Validation

The protection architecture is validated on a modified NPCC
system, which is a reduced model for the power grid of
the northeastern United States and Canada. The single line
diagram of the system is shown in Fig. 6. Each synchronous
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Fig. 5: Latency under normal and attack conditions

generator is modeled along with its speed governor, exciter and
the associated automatic voltage regulator. Three aggregated
IBRs, each rated at 0.3 GW (0.9 GW in total), are connected
to the system to account for the effects of increasing inverter-
based resources in modern power systems. The IBRs adopt a
grid-following-based double loop control, and their locations
can be found in Fig. 6.

The double-ended traveling-wave protection is deployed at
both terminals of the 500 kV transmission line, as indicated
by the blue box in Fig. 6. A single-phase short-circuit fault
is applied within the TWR protection zone to evaluate the
scheme. The fault is modeled as a 0.15s permanent fault, which
reflects the real-world behavior of fault arcs that do not self-
extinguish and must be cleared only when the circuit breakers
isolate the faulted section.

Fig. 7 (a) shows that with the QDTWP method, the TRP
message is successfully authenticated and executed, both re-
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Fig. 7: NPCC test results.

lays trip simultaneously. The fault was quickly cleared, and
the active and reactive power exhibit only a brief disturbance
and then settle smoothly, indicating stable system behavior. In
contrast, Fig. 7 (b) shows that without the QDTWP method,
when an attacker block the TRP message so that only one
terminal operates after the fault, the power signals experience
sustained oscillations and eventually lead to collapse. These
results demonstrate that coordinated tripping enabled by reli-
able TRP delivery is essential for maintaining system level
stability.

V. CONCLUSION

This paper presents a QDTWP framework for secur-
ing TWR communication using HMAC®. The implemented
method achieves low-latency deterministic protection perfor-
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mance and reliability over packet-switched networks. Simula-
tion results verify that the HMACY layer effectively detects
message tampering, ensures the integrity of T'RP signal
transmissions, and maintains stable end-to-end delay under
both normal and attack conditions. The results confirm that
the scheme provides a practical and cost-effective solution
for secure TWR communication without relying on dedicated
optical links.

Future work will evaluate the QDTWP performance un-
der practical grid communication conditions, including back-
ground traffic, transient disturbances, and realistic packet-
loss patterns. The robustness of the scheme will also be
examined under traffic surges caused by multi-line fault events,
which impose significant stress on protection communication.
Validation with commercial traveling-wave relays will further
establish the applicability of the proposed framework to field-
deployed protection systems.
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