
Towards Learning-Enhanced Distributed Resilient and Safe Control of DC Microgrids
Under False Data Injection Attacks

Mohamadamin Rajabinezhad, Alaa Selim, Suining He, Junbo Zhao, and Shan Zuo

Abstract— This paper proposes a fully–distributed Attack-Resilient
and Safety-Aware (DARSA) control framework for DC microgrids
subject to diverse false data injection (FDI) attacks on control input
channels. Unlike existing approaches that treat transient-stat safety
and steady-state resilience as separate objectives, DARSA ensures
both simultaneously by maintaining bus voltages within prescribed
safety bounds even at attack onset. This capability is crucial for
low-inertia converter-based microgrids, which are highly vulnerable
to severe overshoots and fluctuations during transients triggered by
disturbances or cyber intrusions. The framework adopts a consensus-
based secondary control strategy with adaptive coupling gains to mit-
igate FDI impacts. Safety and convergence are certified through CBF-
based constraints and Lyapunov stability concepts, ensuring voltage
regulation and uniformly ultimately bounded (UUB) performance. An
ensemble of machine-learning (ML) surrogate models is further used
to efficiently tune controller parameters under a limited simulation
budget. Simulation studies and hardware-in-the-loop validation using
Typhoon HIL demonstrate improved reliability, safety, and resilience
under a broad class of FDI attacks.

I. INTRODUCTION

Distributed control of DC microgrids has attracted significant
attention due to its scalability, reliability, and resilience to single
points of failure compared with centralized schemes. Key objectives
include maintaining the average bus voltage and achieving propor-
tional load sharing among converters [1]. These goals are commonly
addressed through a hierarchical framework: primary droop control
provides fast regulation, while distributed secondary control restores
voltage deviations with low communication overhead [1], [2]. How-
ever, the tight coupling of secondary control with communication
networks exposes microgrids to cyber threats such as false-data
injection (FDI), denial-of-service (DoS), and replay attacks, which
can disrupt voltage regulation and load sharing [3]. Ensuring both
transient stability and transient safety is therefore critical, yet
maintaining states within safe bounds during dynamics remains
less explored. Existing work primarily mitigates cyber–physical
attacks through detection or resilient control. Detection approaches
often require restrictive assumptions on the number of compromised
nodes or network connectivity [4], whereas resilient control com-
pensates attacks in real time without explicit identification. Safety is
especially important in low-inertia microgrids, where cyber-induced
transients can induce harmful voltage excursions [5]. Although
Model predictive control (MPC) can enforce safety constraints, its
computational burden limits real-time deployment. Control barrier
functions (CBFs), widely used for safety-critical control [6], offer
an efficient alternative.

This paper introduces a novel fully distributed Attack-Resilient
and Safety-Aware (DARSA) secondary control framework for DC
microgrids, designed to withstand diverse range of FDI attacks. The
key contributions of this work are:
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1) We propose a fully distributed DARSA framework that ensures
voltage safety and resilient operation of DC microgrids under
diverse FDI attacks. Unlike prior methods limited to steady-
state performance [3], [7], DARSA combines adaptive time-
varying coupling gains with CBF-based safety constraints and
Lyapunov analysis to guarantee UUB voltage regulation and
stable load sharing, mitigating transient overshoots caused by
low inertia and cyber disturbances.

2) We provide a Lyapunov-based analysis establishing uniformly
ultimately bounded (UUB) resilience and integrate an ensem-
ble machine-learning surrogate for sample-efficient controller
tuning under constrained simulation resources, with simulation
and HIL validation confirming improved stability, safety, and
resilience under unbounded FDI attacks.

Notations and Graph Theory: 1N denotes the all-ones vector in
RN , | · | the absolute value, and diag{·} the diagonal map. The
DC microgrid communication graph is G = (W , E ,A) with nodes
W = {0, 1, . . . , N} (leader 0). Its adjacency matrix A = [aij ]
satisfies aij > 0 iff (wj , wi) ∈ E . The neighbor set is Ni =
{j : aij > 0}, the in-degree matrix D = diag(di) with di =∑

j∈Ni
aij , the Laplacian L = D − A, and the pinning matrix

G = diag(gi) with gi > 0 for pinned nodes.
Preliminaries: CBF and ISSf–CBF. Consider the affine system

ẋ = f(x) + g(x)u, (1)
with locally Lipschitz f, g, state x ∈ Rn, and input u ∈ Rm.

Definition 1 ( [6]). A set Ω is forward invariant for (1) if x(t0) ∈ Ω
implies x(t) ∈ Ω for all t ≥ t0.

Definition 2 (CBF [6]). Let Ω = {x | h(x) ≥ 0} for h ∈ C1. Then
h is a control barrier function if there exists a class-K function α
such that supu∈Rm{Lfh(x) + Lgh(x)u+ α(h(x))} ≥ 0.

Lemma 1. [ [6]] Let h be a CBF for system (1) and Ω = {x ∈
Rn : h(x) ≥ 0}. Any locally Lipschitz feedback u(x) satisfying
Lfh(x)+Lgh(x)u(x)+α(h(x)) ≥ 0 for all x renders Ω forward
invariant.

Assume the applied input is affected by a bounded signal µ(t),
so u 7→ u + µ(t) with ∥µ∥∞ ≤ µ̄. Following the Input-to-state
safety (ISSf) [8], formulation for sets, we seek forward invariance
of the inflated set

Cd(µ̄) :=
{
x : h(x) + γ(µ̄) ≥ 0

}
, (2)

for some class-K function γ. Since γ(µ̄) ≥ 0, we have C ⊆ Cd(µ̄);
moreover, if µ̄1 ≤ µ̄2 then Cd(µ̄1) ⊆ Cd(µ̄2), and Cd(µ̄) → C as
µ̄ → 0, i.e., Cd expands with disturbance size and collapses to C
as the disturbance vanishes [8].

Definition 3 (ISSf–BF [8]). h is an ISSf–BF on D ⊃ C if there exist
class-K functions α, ι such that Lfh(x) + α(h(x)) ≥ −ι(|µ|),
for all x ∈ D and bounded µ.

Definition 4 (ISSf–CBF [8]). h is an ISSf–CBF if there exist class-
K functions α, ι such that

sup
u∈U

[
Lfh(x) + Lgh(x)(u+ µ)

]
≥ −α(h(x))− ι(|µ|). (3)
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Lemma 2. [8]. For a continuously differentiable function h defined
in (3), any locally Lipschitz selection u(x) ∈ U that satisfies the
inequality renders Cd(∥µ∥∞) in (2) forward invariant.

II. CYBER-PHYSICAL DC MICROGRIDS

The autonomous DC microgrid (Fig. 2) uses four voltage-
controlled buck converters. Secondary cooperative control regulates
bus voltages and enforces proportional sharing via exchange of
Xi = [V̄i, R

vir
i Ii], where V̄i is the average-voltage estimate, Ii the

output current, and Rvir
i = k/Iratedi . Consensus on Rvir

i Ii provides
proportional load sharing [2], [7]. Primary droop shapes V ∗

i , and
the secondary layer updates Vni . The local voltage setpoint satisfies

V ∗
i = Vni + Vref −Rvir

i Ii, (4)
and differentiating (4) yields the linearized secondary input

V̇ni = V̇ ∗
i +Rvir

i i̇i = ui. (5)
The cooperative secondary controller is

uc
i = ci

gi(Vref − V̄i) +
∑
j∈Ni

aij(R
vir
j Ij −Rvir

i Ii)

 , (6)

with coupling gain ci > 0. The global average voltage estimate
evolves as

V̄i(t) = Vi(t) +

∫ ∑
j∈Ni

aij

(
V̄j(t)− V̄i(t)

)
dt. (7)

Assuming V ∗
i = Vi, combining (5)–(7) yields

˙̄Vi +Rvir
i i̇i = ci

( ∑
j∈Ni

aij

[
(V̄j +Rvir

j Ij)− (V̄i +Rvir
i Ii)

]
+ gi

[
(Vref +Rvir

i Ii)− (V̄i +Rvir
i Ii)

])
.

(8)
Following [1], define Θi = V̄i+Rvir

i Ii,Θref = Vref+kIpuss , leading
to

Θ̇i = ci

∑
j∈Ni

aij(Θj −Θi) + gi(Θref −Θi)

 . (9)

Its compact global form is
Θ̇ = −diag(ci)(L+ G)(Θ− 1NΘref). (10)

where Θ =
[
ΘT

1 , . . . ,Θ
T
N

]T
. Define the cooperative regulation

error
ε = Θ− 1NΘref , (11)

where ε =
[
εT1 , . . . , ε

T
N

]T
, which satisfies

ε̇ = −diag(ci)(L+ G)ε. (12)
Equations (10)–(12) show that consensus-based secondary control
achieves global voltage regulation and proportional load sharing
over a connected communication graph.

Assumption 1. The communication network G is an undirected
and connected graph.

Lemma 3 ( [3]). Given Assumption 1, (L+G) is nonsingular and
positive-definite.

Lemma 4 ( [2]). Under Assumption 1, designing the auxiliary
control input as in (6) and (7) ensures that both global voltage
regulation and proportional load sharing are achieved.

Malicious actors may inject false data into the local control input
of each converter. Thus, instead of (5), the compromised secondary
input becomes

V̇ni = V̇ ∗
i +Rvir

i İi = ūi = ui + δi(t), (13)
where ūi(t) is the corrupted input and δi(t) denotes the unknown
injection, which may be constant, time-varying, bounded, or un-
bounded.

Assumption 2. The p-th order derivative (p > 0) of the locally
injected false data is bounded, i.e., there exists κ̄ > 0 such that
∥δ(p)i ∥ ≤ κ̄.

Remark 1. Most secondary-level works consider only bounded FDI
signals or bounded derivatives [3], [7]. Real attacks may grow
or follow nonlinear patterns (e.g., t sin t, polynomials), potentially
driving V̇ni unbounded. Assumption 2 accommodates such cases
while keeping the analysis manageable; the parameter p trades off
attack coverage and complexity.

Consider the attack injections in (13). Under the conventional
secondary control (6)–(7), substituting into (12) yields the perturbed
error dynamics

ε̇ = −diag(ci)(L+ G)ε+ δ, (14)
where δ = [δT1 , . . . , δ

T
N ]T is the attack vector. If δ is unbounded,

then ε becomes unbounded as well, indicating that the standard
secondary controller cannot ensure stability under general FDI
disturbances. This motivates the need for an attack-resilient design.
For convergence analysis, we adopt the following definition.

Definition 5 ( [2]). x(t) ∈ R is UUB with the ultimate bound b, if
there exist constants b, c > 0, independent of t0 ≥ 0, and for every
a ∈ (0, c), there exists t1 = t1(a, b) ≥ 0, independent of t0, such
that |x (t0)| ≤ a ⇒ |x(t)| ≤ b, ∀t ≥ t0 + t1.

A safe voltage region can be prescribed around the nominal
operating point, and the converter voltages must remain within this
region throughout operation, including under FDI attacks. Each DG
is required to satisfy the voltage bounds [Vl, Vh], determined by
hardware limits and transient safety considerations. The constraint
can be written as

−Vl ≤ Ṽi ≤ Vh, (15)

where Ṽi = Vi−Vnom. In the presence of FDI disturbances, the goal
is to design ui such that all voltages remain within the safety set
and converge to a neighborhood of the leader-issued reference. This
leads to the following attack-resilient, safety-aware control problem
for DC microgrids.
Problem (Distributed Attack-Resilient and Safety-Aware (DARSA)
Control Problem). Under the unknown diverse FDI attacks on local
control input channels, design local control protocols ui in (13) for
each converter, to ensure that (i) the safety constraints specified in
(15) are guaranteed, (ii) ε in (12) is UUB. That is, bounded global
voltage regulation and proportional load sharing are both achieved.

III. FULLY–DISTRIBUTED DARSA CONTROLLER
DESIGN

A. Safety Guarantees Using CBFs

To enforce the voltage bounds in (15), define the CBFs as hV1,i =

Ṽi + Vl, hV2,i = Vh − Ṽi, so safety is equivalent to hV1,i ≥ 0 and
hV2,i ≥ 0, yielding the set ΩVi = {Ṽi | hV1,i ≥ 0, hV2,i ≥ 0}.
Since ḣV1,i = V̇i and ḣV2,i = −V̇i, we employ linear class-K
functions α1 = η1hV1,i , α2 = η2hV2,i , which give the zeroing-
CBF conditions

ḣV1,i + η1hV1,i ≥ 0, ḣV2,i + η2hV2,i ≥ 0. (16)
Substituting V̇i from (5) introduces the unknown term Rvir

i İi. As
load variations are finite, we assume |İi| ≤ dI [9].

ISS-tightened CBF constraints. Let the control channel contain
a bounded perturbation µi(t) with ∥µi∥∞ ≤ µ̄i. Since LghV1,i = 1
and LghV2,i = −1, the global slope bound is ϑV,i = 1, and the
ISS tightening yields

LfhV,i + LghV,i ui ≥ −α(hV,i) + µ̄i.
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Combining the load-rate and input perturbation bounds gives the
robust CBF inequalities

ui −Rvir
i dI − ρ̄i + η1(Vi + Vl − Vnom) ≥ 0, (17)

−ui +Rvir
i dI − ρ̄i + η2(Vh − Vi + Vnom) ≥ 0. (18)

when ρ̄i = 0 these reduce to the standard robust CBF rows; for
ρ̄i > 0 they certify invariance of the inflated set Cd(ρ̄i) from the
preliminaries. To impose safety with minimal deviation from the
nominal controller uc

i , we solve the QP
arg min

u
safe
i

∥usafe
i − uc

i∥2

s.t. Acbfu
safe
i (t) ≤ bcbf

(19)

where Acbf = [−1; 1] and bcbf = [η1(Vi+Vl−Vnom)−Rvir
i dI −

ρ̄i; η2(Vh−Vi+Vnom)+Rvir
i dI − ρ̄i]. Denote ∆ui ≡ usafe

i −uc
i .

In fact, this quadratic programming (QP) problem can be explicitly
solved [9].

B. Fully–distributed exponentially attack-resilient Controller

The formulation and components of the proposed distributed
exponentially attack-resilient controller are now presented. Denote
ζi =

∑
j∈Ni

aij(V̄j− V̄i)+gi(Vref− V̄i)+
∑

j∈Ni

aij(R
vir
j Ij−Rvir

i Ii).

To achieve bounded global voltage regulation and proportional
load sharing in the presence of FDI attacks, a fully distributed
attack-resilient control strategy is introduced, aiming to enhance
DC microgrid robustness:

ui = H(ξi)u
safe
i , (20)

ξ̇i = αi(|ζi| − βi

(
ξi − ξ̂i

)
), (21)

˙̂
ξi = ρi

(
ξi − ξ̂i

)
, (22)

where H(ξi) = (1+ ξi)
p and p ∈ N , p ≥ 1, ξi is adaptively tuned

by (21). αi, βi, and ρi are positive constants. Next, we give the main
result of solving the attack-resilient secondary control problems for
DC microgrid. Since FDI attacks and resilient compensation may
create residual disturbances in the barrier dynamics, an ISS–CBF
is adopted to maintain forward invariance.

Theorem 1. Given Assumptions 1 and 2, for DC microgrid under
the diverse FDI attacks, by applying DARSA control protocols
consist of (7), (20), (21) and (22), the safety constraints specified
in (15) are almost guaranteed all the time, and the cooperative
regulation error ε in (11) is UUB. That is, the DARSA control
problem is solved.
Proof: Please see Appendix. ■

IV. ENSEMBLE MACHINE-LEARNING-BASED TUNING OF

CONTROLLER PARAMETERS

This section presents a data-driven tuning framework for con-
troller parameters based on an ensemble of machine-learning (ML)
surrogate models. The approach treats the closed-loop system and
its time-domain simulation as a black-box oracle and constructs
a regression ensemble that approximates the mapping between
controller gains and a scalar performance index. Let θ ∈ Rd denote
the vector of controller parameters to be tuned. We assume that a
nominal parameter vector θ0 ∈ Rd is available from prior design
or heuristic tuning. To reduce the search space and preserve relative
magnitudes, we introduce a dimensionless scaling vector

s = [s1, . . . , sd]
⊤ ∈ [smin, smax]

d, (23)
and define the actual controller parameters as

θ(s) = diag(θ0) s. (24)
For a given parameter vector θ, the time-domain simulation of

the closed-loop system produces trajectories y(t;θ) over a time

horizon [0, T ]. A scalar performance index J(θ) is then computed
from these trajectories. In tracking problems, a common choice is
a windowed mean-squared error (MSE) with respect to a reference
signal r(t):

J(θ) =
1

Tw

∫ t1+Tw

t1

∥∥y(t;θ)− r(t)
∥∥2
2
dt, (25)

where t1 and Tw denote the start time and duration of the eval-
uation window, respectively. More general performance metrics
(e.g., weighted sums of MSE, overshoot) can be incorporated
into (25) without modifying the proposed tuning pipeline. The
tuning objective is to identify a scaling vector s⋆ that minimizes
the cost in (25) within a prescribed simulation budget Nmax:

s⋆ = arg min
s∈[smin,smax]d

J
(
θ(s)

)
. (26)

Due to the implicit dependence of J on s through a nonlinear
simulation model, gradients are not readily available, and classical
gradient-based tuning is not directly applicable. Given a maximum
number of allowable simulations Nmax, we first allocate Ntrain <
Nmax evaluations to construct a training dataset for the surrogate
models. The first evaluation is performed at the nominal scaling
as s(1) = 1d, which corresponds to θ(s(1)) = θ0. The remaining
Ntrain − 1 points are drawn from a logarithmically uniform design
over the hyper-rectangle [smin, smax]

d, i.e.,
log s

(k)
i ∼ U

(
log smin, log smax

)
, i = 1, . . . , d, k = 2, . . . , Ntrain.

(27)
For each scaling vector s(k), the corresponding controller pa-

rameters θ(s(k)) are injected into the simulation model, the system
response y(t;θ(s(k))) is computed, and the cost J(k) = J(θ(s(k)))
is evaluated using (25). This yields the training dataset

D =
{(

s(k), J(k)) ∣∣ k = 1, . . . , Ntrain

}
. (28)

On the dataset D, we train a collection of M regression models
fm : [smin, smax]

d → R, m = 1, . . . ,M, (29)
each approximating the unknown mapping from scaling factors to
cost,

fm(s) ≈ J
(
θ(s)

)
. (30)

In the proposed framework, fm may include heterogeneous
ML regressors such as: 1 linear or generalized linear models,
2 Gaussian Procress Regression (GPR), 3 support vector regres-

sion, 4 bagged decision trees, 5 boosted decision trees. To assess
the predictive quality of each surrogate, we perform K-fold cross-
validation on D and compute the root-mean-square error (RMSE):

RMSEm =

√√√√ 1

Ntrain

Ntrain∑
k=1

(
J(k) − fm(s(k))

)2
. (31)

These RMSE values are reported for each model, providing a
transparent comparison of their accuracy. We form an ensemble
surrogate by aggregating the individual predictors. A simple yet
effective choice is the unweighted mean:

Ĵens(s) =
1

M

M∑
m=1

fm(s), (32)

although weighted combinations (e.g., with weights inversely pro-
portional to RMSEm) can also be employed. After training the
ensemble surrogate (32), the remaining simulation budget Nmax −
Ntrain is used to refine the tuning. We generate a set of candidate
scaling vectors

{
scandj

}Ncand

j=1
⊂ [smin, smax]

d. for example by
sampling additional points logarithmically uniformly within the
search box or by focusing around the best-performing training
samples. For each candidate, the ensemble surrogate predicts the
cost:

Ĵens

(
scandj

)
, j = 1, . . . , Ncand. (33)
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We then select the most promising candidate according to the
surrogate,

j⋆ = arg min
1≤j≤Ncand

Ĵens

(
scandj

)
, (34)

and evaluate its true cost by running the simulation and computing
J(θ(scandj⋆ )). This evaluation may be appended to the dataset
D and used to re-train the surrogates if additional refinement
iterations are desired. Finally, the tuned controller parameters are
chosen as θ⋆ = θ

(
s⋆
)
, where s⋆ corresponds to the scaling

vector that achieved the lowest observed cost across all evaluated
points (nominal, exploratory samples, and surrogate-guided candi-
dates). The ensemble-based tuner was executed with a budget of

Fig. 1: Voltage signal responses tuned based on Ensemble-ML model.

Nmax = 50 simulations, where Ntrain = 49 evaluations were used
to construct the surrogate and the final simulation was reserved
for an ensemble-guided candidate. The design variables are the
dimensionless scaling factors (sα, sβ , sρ) applied to the nominal
gains (α0, β0, ρ0), and are constrained to [smin, smax] = [0.8, 1.5].
During exploration, one of the last purely exploratory samples (eval-
uation 49) corresponds to (sα, sβ , sρ) = (1.183, 0.9975, 1.105)
and yields a relatively high cost J = 3.947. After training the
five surrogate models on the 49 collected samples, the linear model
was discarded due to a configuration error, while the remaining four
models achieved cross-validated RMSEs of 0.1756 (GPR), 0.7111
(SVM), 0.909 (bagged trees), and 0.4445 (boosted trees). Their
averaged prediction was then used to screen 2,000 candidate scaling
vectors, and the best ensemble prediction led to the final evaluation
(sα, sβ , sρ) = (0.8479, 0.8387, 1.357) with J = 1.594. Over
all 50 simulations, the best observed parameters are α ≈ 203.5,
β ≈ 0.335, and ρ ≈ 0.407, which produce a mean windowed
MSE of 1.59 across the four converters (with individual MSEs of
0.66, 2.47, 2.55, and 0.69 and terminal voltages Vend between
47.5–48.5V). Fig. 1 compares the voltage trajectories under this
best setting with those obtained from the worst-performing setting
in the search (with α ≈ 313, β ≈ 0.576, ρ ≈ 0.26).

V. VALIDATION AND RESULTS

Microgrid Structure

Fig. 2: The tested DC MG physical structure built using Typhoon HIL
devices

A low-voltage DC microgrid (Fig. 2) is used for numeri-
cal and real-time validation. The system consists of four buck
converter–interfaced sources with rated currents (6, 3, 3, 6) A, vir-
tual impedances (2, 4, 4, 2)Ω, and parameters C = 2.2 mF, L =
2.64 mH, fs = 60 kHz, Rline = 0.1 Ω, RL = 10 Ω, Vref = 48 V,
and Vin = 80 V. Simulations are performed in MATLAB/Simulink
with voltage safety bounds Vl = Vh = 1.5 V, while real-time

validation is conducted on a Typhoon HIL 604 platform using
tighter bounds Vl = Vh = 0.5 V and a fixed step size of 0.5 µs.
The bidirectional communication network yields an undirected
Laplacian structure; in the HIL setup, inter-agent communication
uses Typhoon’s internal synchronous data exchange, yielding delay-
free interactions without external protocols. Multiple test cases
assess safety and resilience under unbounded FDI attacks.
A. Simulation-Based Evaluation Under FDI Attacks

This case study evaluates the proposed distributed resilient con-
troller under diverse FDI attacks over a 0–10 s interval, with
attacks injected at t = 1 s as δi = [0.4t2 + 5, 5t sin t +
7, 2t + 3, 0.3t2 + 12]⊤, i = 1, . . . , 4. The proposed controller
is first evaluated without safety constraints and compared with a
conventional distributed secondary controller. As shown in Fig. 3,
the conventional controller becomes unstable after attack onset,
while the proposed resilient controller maintains bounded volt-
age regulation and proportional current sharing. However, without
explicit safety enforcement, transient voltage excursions violate
the prescribed safety limits, indicating that resilience alone is
insufficient to guarantee safe operation. Next, the full DARSA
controller integrates CBF-based safety constraints into the resilient
framework. As shown in Fig. 4, all converter voltages remain within
the predefined safety region while achieving UUB convergence in
voltage regulation and current sharing, including during attack onset
and recovery. This comparison confirms the effectiveness of the
unified safety–resilience design for reliable operation under FDI
attacks.

Fig. 3: Comparative performance of the conventional (left) and proposed
resilient (right) controllers without safety constraints under unbounded
attacks: (a) terminal voltages; (b) supplied currents

Fig. 4: Simulation performance of the Proposed DARSA controller, in
the case of unbounded attack: a) Terminal voltages of Converters , b)
Supplied currents.

B. Hardware-in-the-Loop Validation Using Typhoon HIL-604

To further validate the practical feasibility of the proposed
framework under realistic real-time constraints, hardware-in-the-
loop (HIL) experiments are conducted using the Typhoon HIL-604+
platform. Unbounded FDI attacks are injected into the control input
channels at t = 5 s using linearly increasing signals, δi = [0.4t+
130, 0.3t + 90, 0.3t + 80, 0.35t + 100]⊤, i = 1, . . . , 4. Fig. 5
compares HIL performance of the proposed resilient controller
without safety constraints (left) and the full DARSA controller
with CBF-based safety enforcement (right) under unbounded FDI
attacks. Without safety constraints, voltage regulation and current
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sharing remain bounded, but transient voltage excursions violate
the admissible safety region following attack onset. With the full
DARSA controller, all voltages are maintained within the prescribed
safety bounds while preserving regulation and proportional load
sharing throughout the experiment. These HIL results are consistent
with the simulation studies and confirm the necessity of the unified
safety–resilience design for real-time operation under unbounded
FDI attacks.
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Fig. 5: Comparative HIL performance of the proposed resilient con-
troller without (left) and with (right) safety constraints under unbounded
attacks: (a) terminal voltages; (b) supplied currents.

VI. CONCLUSION

This paper proposes a fully distributed DARSA control frame-
work for DC microgrids under general FDI attacks on control
inputs. DARSA ensures transient safety and steady-state resilience
by enforcing voltage bounds and guaranteeing UUB convergence in
regulation and load sharing. The framework integrates consensus-
based secondary control with smart adaptive coupling gains, CBF-
based safety enforcement, Lyapunov analysis, and an ensemble
machine-learning surrogate for efficient parameter tuning. Both
simulation studies and hardware-in-the-loop validation using the
Typhoon HIL platform demonstrate improved reliability, safety,
and resilience under a broad class of FDI attacks—capabilities not
achieved in prior studies.
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Proof: We leverage the CBF framework from Theorem 2 in [8] for
safety analysis. Defining the safety set ΩV i with barrier functions
hV1,i

and hV2,i
, and applying Lemma 1 and 2, we ensure forward

invariance by satisfying (16). This forms the safety constraints in (19),
guaranteeing that the QP solution usafe

i maintains non-negative barrier
functions, ensuring Ṽi ∈ ΩV i. Using (5), (7) and (13) the global form of
time derivative of ζi is ζ̇ = − (L+ G) (diag(1 + ξi)

p)
(
ζ +∆uf

)
+δ),

where ∆uf =
[
∆uf1 , · · · ,∆ufN

]T. Consider the following Lyapunov

function candidate E (t) = 1
2

N∑
i=1

ζ2i (1+ ξi)
p. Its time derivative along

the system trajectory of ζ is given by

Ė =

N∑
i=1

(
ζiζ̇i(1 + ξi)

p +
p

2
ζ2i (1 + ξi)

p−1ξ̇i

)
=− ζT diag(1 + ξi)

p(L+ G) (diag(1 + ξi)
pζ + δ)

− ζT diag(1 + ξi)
p(L+ G)

(
diag(1 + ξi)

p∆uf

)
+

p

2
ζT diag((1 + ξi)

p−1) diag
(
ξ̇i
)
ζ

(35)

Based on the norm bound property, for (35), by using Young’s inequality
2ab ≤ qa2 + 1

q
b2 where q is a positive number, and Sylvester’s

inequality 0 ≤ σmin(P ) ∥x∥2 ≤ xTPx ≤ σmax(P ) ∥x∥2, where x
is a non-zero vector, and P is a positive-definite matrix. Let W ≜
diag

(
(1 + ξi)

p
)

and Wp−1 ≜ diag
(
(1 + ξi)

p−1
)
. one has

Ė ≤− σmin(L+ G)
∥∥Wζ

∥∥2 + σmax(L+ G)
∥∥Wζ

∥∥ ∥δ∥
+ σmax(L+ G)

∥∥Wζ
∥∥∥∥W∆uf

∥∥+
p

2

∥∥Wp−1ζ
∥∥∥∥ diag(ξ̇i)ζ∥∥,

Assume there exist constants 0 < m1 ≤ M1 < ∞ such that, for all
time, m1 ≤ 1+ ξi ≤ M1. Since 1+ ξi > 0, the matrix W1 ≜ diag(1+

ξi) is invertible. Then ∥Wp−1ζ∥ ≤ ∥W−1
1 ∥ ∥Wζ∥ = 1

m1
∥Wζ∥.

Ė ≤− σmin(L+ G)∥Wζ∥2 + σmax(L+ G)∥Wζ∥ ∥δ∥

+ σmax(L+ G)∥Wζ∥ ∥W∆uf∥+
p

2m1
∥Wζ∥ ∥diag(ξ̇i)ζ∥

≤ − σmin(L+ G)∥Wζ∥ ×

(
∥Wζ∥ −

σmax(L+ G)
σmin(L+ G)

∥δ∥

−
σmax(L+ G)
σmin(L+ G)

∥W∆uf∥ −
p

2m1σmin(L+ G)
∥diag(ξ̇i)∥ ∥ζ∥

)
(36)

Given Assumption 1, σmin (L+ G) > 0. Then, a sufficient condition
for Ė(t) ≤ 0 is

(1 + ξi)
p |ζi(t)| −

σmax (L+ G)
σmin (L+ G)

(1 + ξi)
p
∣∣∆ufi

∣∣
−
σmax (L+ G)
σmin (L+ G)

|δi(t)| −
p
∣∣ξ̇i(t)∣∣ |ζi(t)|

2m1σmin (L+ G)
≥ 0.

(37)

Define ξ̃i(t) = ξi(t) − ξ̂i(t), based on (21) and (22), its time
derivative is

˙̃
ξi(t) =αi |ζi(t)| − (αiβi + ρi)

(
ξi(t)− ξ̂i(t)

)
=αi |ζi(t)| − (αiβi + ρi) ξ̃i(t).

(38)

For (38), based on the integral solution for differential
equations, one has ξ̃i(t) = exp (− (αiβi + ρi) t) ξ̃i (0) +

αi

∫ t
0
(exp (− (αiβi + ρi) (t− τ)) |ζi (τ)|) dτ. Since

limt→∞ exp (− (αiβi + ρi) (t− τ)) |ζi (τ)| dτ = 0, the integral∫ t
0
exp (− (αiβi + ρi) (t− τ)) |ζi (τ)| dτ are UUB. Besides,

limt→∞ exp (− (αiβi + ρi) t) ξ̃i (0) = 0, then the UUB of ξ̃i(t)

is proved. Let bξ̃i to be the upper bound of ξ̃i(t). Given Assumption 2,

one has ∥δ(p)i ∥ ≤ κ̄, also based on (21), by choosing ξi(0) > κ̄−1, and

when |ζi(t)| ≥ max

{
2σmax(L+G)∆ufi

σmin(L+G)
,

pαiβibξ̃i
2m1κ̄p ,

σmax(L+G)
σmin(L+G)

}
,

∃T such that ∀t > T , the sufficient condition (37) for Ė ≤ 0 is
satisfied. Therefore, based on the LaSalle’s invariance principle [10],
ζi(t) is UUB. Since (L+ G) is non-singular and ζi(t) is UUB, based
on lim

t→∞
ζ = −diag(ci)(L+G)ε, ε is UUB, and proof completed. ■
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