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Abstract—The growing deployment of phasor measurement
units (PMUs) and advanced communication technologies has
elevated dynamic state estimation (DSE) as a critical tool
for real-time monitoring and stability assessment. However,
limited PMU coverage complicates the tracking of algebraic
variables, and DSE performance remains vulnerable to false
data injection attacks (FDIAs) and communication losses. This
paper presents a hybrid approach that integrates penalized
weighted least squares (PWLS) with a cubature Kalman filter
(CKF) for DSE. By embedding nonlinear differential-algebraic
equations into the CKF, the method jointly estimates dynamic
and algebraic states, while PWLS enhances robustness by
identifying and down-weighting compromised measurements.
The proposed method is validated on the IEEE 39-bus test
system under diverse attack scenarios.

Index Terms—Dynamic state estimation, cubature Kalman
filter, cyber-security, nonlinear differential-algebraic equations.

I. INTRODUCTION

Modern power systems experience frequent operating-
point changes due to renewable variability, stochastic gen-
eration, responsive loads, and distributed resources, violating
the quasi-steady-state assumptions of traditional static state
estimation. As a result, conventional monitoring tools are
often inadequate. Dynamic state estimation (DSE), enabled
by phasor measurement units (PMUs) and advanced com-
munications, provides real-time tracking of system states,
improving monitoring, stability assessment, and wide-area
control and protection [1], [2].

Several Kalman filter (KF)-based methods, including Ex-
tended KF (EKF), Unscented KF (UKF), Ensembled KF [3],
and Cubature KF (CKF) [4], have been applied to DSE to
estimate the dynamic state variables of synchronous gener-
ators. To further improve these frameworks, the algebraic
equations of the network can also be incorporated, enabling
simultaneous estimation of algebraic variables in addition to
dynamic ones. This provides broader network observability
when optimal PMU placement cannot capture all critical
variables, such as voltage phasors, at every location [5]. Such
DSE frameworks have been proposed in [6]-[8] for the simul-
taneous real-time estimation of both dynamic and algebraic
state variables. However, the performance of DSE remains
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highly dependent on accurate and reliable measurements,
making it susceptible to cyber threats such as false data
injection attacks (FDIAs) [9]; additionally, communication
disruptions—resulting in delays or data loss—can further
deteriorate measurement quality and ultimately compromise
the estimation process [4]. Various strategies have been pro-
posed in the literature to improve DSE robustness under such
adverse conditions. For instance, the method in [10] jointly
estimates system states and the attack vector by using an un-
known input observer for state estimation followed by attack
identification. Other robust statistics—based methods (e.g.,
[11]-[13]) reduce the impact of abnormal measurements
by down-weighting large-deviation data using a generalized
maximume-likelihood Kalman filter (GM-KF). Reference [14]
improves estimation accuracy by embedding equality and
inequality constraints into the DSE framework. Additionally,
authors in [4] propose a resilient CKF-based DSE using the
Cauchy kernel maximum correntropy criterion, which unifies
state and measurement errors via statistical linearization and
fixed-point iteration.

Despite their effectiveness in enhancing accuracy and
mitigating cyber-attacks, existing methods exhibit key lim-
itations: (i) reliance on linearized state-space models for
computational simplicity; (ii) absence of explicit mechanisms
to identify compromised measurements; and (iii) incomplete
integration of algebraic equations, restricting the estimation
of essential algebraic variables. In another approach, the
authors in [9] integrate a PWLS algorithm into the EKF
to detect and mitigate FDIAs by adaptively optimizing and
downweighting measurement weights. However, this method
estimates only the dynamic state variables. To address these
challenges, this paper presents an algorithmic and structural
enhancement of CKF-based DSE. The CKF is reformulated
using a NDAE-based state-space model, enabling the simul-
taneous estimation of dynamic and algebraic state variables.
In addition, the PWLS mechanism [9] is integrated into the
CKF algorithm, improving robustness against corrupted or
missing measurements. The resulting PWLS—CKF frame-
work enhances the detection and mitigation of FDIAs and
data loss while preserving estimation accuracy.



II. THE PROPOSED ROBUST DSE FRAMEWORK

A. NDAE-Based State-Space Model of Power Grid

To estimate the state variables via DSE, the discrete state-
space model of the power system is expressed by

ik = f(Tr—1,Up—1) + pgs (1a)
0=g(xx) + py, (1b)
zp = h(xg) + v, (Ic)

where k is the time step; x4 denotes the dynamic state
vector; u is the input vector; f(.), g(.), and h(.) are the
discretized dynamic, algebraic, and measurement functions,
respectively, with f(.) obtained via 4th-order Runge-Kutta
[15]. The dynamic behavior of each generator is described
by ordinary differential equations of (1a), while the network
power flow is represented using algebraic KCL equations of
(1b). This study employs the standard two-axis, 4th-order
transient model of synchronous generators for accurate state
estimation [15]. Based on this model, the state vector x is
defined as

z=[6" W ETE, Vi VT, )

Here, V', and V; contain the real and imaginary parts of the
non-generator bus voltages (p.u.); d is the rotor angle (rad);
w 1is the rotor speed (rad/s); E; and Efi are the transient
voltages at the ¢ and d axes (p.u.).

The algebraic equations in (1b) are derived by expressing
generator terminal voltages in terms of dynamic states and
non-generator bus voltages using the synchronous generator
transient equivalent circuit [15], and substituting these into
the KCL equations for non-generator buses.

The process and measurement noises, p = [p, p)]" and
v, account for model uncertainties, communication errors,
and sensor inaccuracies, which are independent with covari-
ances Elpp'] = Q,_,, Elvv"] = Ry, [3]. In this study,
the measurement vector zj, which is collected by the PMUs
in the set P, includes the real and imaginary parts of bus
voltages and branch currents, given by

2k =[Vi V] Lip Ijlp (3)
B. The Proposed Robust PWLS-CKF Method

DSE depends on fast, time-synchronized measurements to
monitor system behavior in real time. It determines both
dynamic and algebraic states by solving (1) while mitigating
noise present in PMU measurements [1]. In this paper, the
CKEF is chosen for its nonlinear, derivative-free nature, high
numerical accuracy, ease of scalability to high-dimensional
systems, simple tuning, and robust performance under noise
and strong nonlinearities compared with other KF methods
[4]. In the following, the two-stage implementation of the
proposed robust DSE algorithm is presented:

1) State Prediction: At this stage, the state variables at
time step k are predicted using (la) and (1b), based on the
previously estimated states &1 and the corresponding input
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variables uy_. First, a set of cubature points based on the
spherical-radial cubature rule is generated by

-Xi,kfl :Sk,1Ci+ék,1, 1= 1,2,...,27’1 (4)

where n is the number of state variables. The matrix Si_1
is obtained by the Cholesky decomposition of the state error
covariance matrix from the previous time step (i.e., Pz x—1).
Moreover, ¢; is defined as

ne;, 1=1,2,...,n
=4V . 5)
—vne;,, i=n+1ln+2...,2n

where e; € R™"*"™ represents the identity matrix. Next, each
cubature point is propagated through (1a) and (1b), producing
the corresponding sets of transformed dynamic and algebraic
samples, respectively, given by

Xgiw =T Xig-1,ut-1) (6)
9( X5k X)) =0 7)

Finally, the complete transformed cubature point is formed as
X=X L X ia. « . By using them, the predicted state
variables vector &; and the predicted state error covariance
matrix P__ . can be calculated by

2n
1 e
&y = o ; X7 ®)
1 2n
ok = 5 D [ XX — a3 @) |+ Qe )

i=1

2) State Correction: After the prediction step, the CKF
correction step updates the predicted states using new PMU
measurements. First, based on the state prediction above, a
set of equal-weight cubature points, X, is generated by

X, =5 Ctxz, 1=12,...

.2n (10)

where S, is obtained by the Cholesky decomposition of
P, ;- Then, according to the following relations, the pre-
dicted measurements 2, , the measurement error covariance

P_, ;. and the cross-covariance P__ , are computed.
Zi = X)) (1)
1 2n
B o= Yz, (12)
T i=1
P =50 20200 2 (&) + R 13)
11: 2n
Prw= g 2 [XulZi) -5 @] a9

A linear batch-mode regression (BMR) model is derived
to facilitate matrix-based solutions, improve computational
efficiency, and avoid matrix singularity [13]. Following the
detailed procedure explained in [4], this yields the following
linear regression model:



- [’Iq’f} Ty + ["f} (15)

Ly . €
~—— ~——
N gk €

Here, z; is the BMR measurement vector, consisting of n,,
measurements and n, predicted states; e, is the BMR error
vector that its covariance is defined by (16) [12]; I,,, is
the identity matrix; and H is the statistical linerization

L
regression matrix, defined as Hj, = ((P;m W) TP k)

S, = Blkdiag (Ry + Ry, Py, ) (16)

In (16), Ry, is defined by (17) to compensate for higher-order
Taylor series expansion error terms [12].

Rk: = Pz_z,k - (P_ )T(P;x,k)_l(Pw_ch)

zz,k
To enhance the resilience and robustness against outliers
caused by FDIAs or data loss, this paper employs the
PWLS algorithm, which incorporates a penalty term into the
objective function of the WLS optimization problem [9], as
defined by

a7

(g ,wy) = arg mr:]g}k{(ék - ﬂkwk)T Wi (2, — Hxk)
Nm+MNs
+ > Alog(wsq)|l, } (18)
i=1

where the vector wj contains all the diagonal elements
of W, where wy ; denotes the i-th element of W,. The
parameter A is a tuning (forgetting) factor within the range
of (0, oo), which regulates the detection of outliers. The
term ||.||; represents the norm-1 operator. The penalty term
A |log(wg,i)||, determines the weights for each measurement
between 0 and 1 (ie., 0 < wi,; < 1). A weight close to
0 indicates an attacked or suspicious measurement, while a
value near 1 reflects a healthy, reliable one. By assigning
such weights, PWLS not only detects manipulated or missing
measurements but also suppresses their influence in the final
state estimation [9].

Algorithm 1 shows the solution of the CKF correction step
by incorporating the PWLS technique to solve the bi-convex
objective function in (18) [9]. In this algorithm, € is the
convergence tolerance, and wwy, is the weight vector at time
step k. The iteration index is j, and ® denotes the element-
wise (Hadamard) product. The ¢-th measurement residual 7y, ;
is the ¢-th entry of 2z, — H xj;. The vectors z, and H
are adjusted via element-wise multiplication with the latest
wy, giving ;(,idj and ﬂzdj. Each wy; is kept in [0, 1];
values outside this range are set to 1, ensuring that larger
weights correspond to smaller residuals and higher estimation
accuracy [9]. At the end of the algorithm, the covariance
matrix of the corrected state errors at time step k, Py, k, is
computed [12].

III. CASE STUDIES AND SIMULATION RESULTS

This section evaluates the performance of the proposed
PWLS-CKF algorithm for estimating algebraic and dy-
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Algorithm 1 PWLS-based CKF Correction Step

1: Requirements: S, H,, and 2,

2: Initialize 'w,(go) = [01xn,, Lixn.]"

3: (0) = .’I}k

4: 1et] =1

5: while not converged do
[update &y

6: ézdj _ w,(f_l) oz

7. ﬂzd] 5: 1) ©H,

s o) = (H s HY) CHT S
[update W]

9: ’I“ECJ) = zk Hka:( 2

10: If/\/( ) <lletw() =\/(r)2 else w)) =1

11

12: If ngz ,(j:l)H < ¢, then break the loop.

13: end whlle

14: wy
15: &y = :L'(]I3

-1
16 Poyp = (H{W;'H,)

namic variables under FDIAs and data-loss conditions.
The IEEE 39-bus test system was used as the bench-
mark for the simulations and case studies in this section.
Further details are available in [5]. The PMU set P =
1, 2, 6, 9, 10, 13, 14, 17, 19, 20, 22, 23, 25, 29 is se-
lected based on the optimal placement strategy in [5] to
enhance system observability. In this system, PMUs transmit
measurement data in packets at a rate of 100 frames per
second. Dynamic behavior is simulated by applying 50%
step decreases to the active and reactive power demands
at buses 7, 4, 8, and 39 at ¢ = 0.1 s, followed by 50%
step increases at buses 20, 21, 23, and 24 at t = 0.5 s.
For all simulation scenarios, the DSE parameters are tuned
as follows: R = 1071, «n,, » @ = 10710, ., ,
Py = 10781, «n,, and A\ = 107>, where n, = 98
and n,, = 110 denote the number of state variables and
measurements, respectively. Since KF-based DSE methods
are designed assuming Gaussian noise and may diverge
under non-Gaussian conditions, it is assumed here that, in
all scenarios, the measurements are further corrupted by
Gaussian noise with a standard deviation of 1073,

To assess the estimation performance of the proposed
approach across various scenarios, the mean absolute error
(MAE) metric is employed, defined as

1 &
- Z ||} — @ |2
k=1

MAE =

19)

S

where ||.||1 denotes the Taxicab norm; n; is the number of
samples; and x}""¢ represents the true state at sample k.
A. Performance Under FDIAs

To illustrate the capability of the proposed PWLS-CKF
method in mitigating FDIAs, it is assumed that an at-
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Fig. 1: Algebraic state variables under the FDIA described
in Section III-A: (a) Vg 22, and (b) V7 20.
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Fig. 2: Dynamic states of Generator 10 under the FDIA
described in Section III-A: (a) 4, (b) w, (¢) E!, and (d) E/,.

tacker randomly compromises measured voltage phasors
from PMUs installed at buses 9, 22, 23, and 25. It is assumed
that the attacker has full knowledge of the system and can
intercept PMU data by accessing routers and injecting false
data. Fig. 1 shows the estimated real and imaginary voltages
at bus 22 using both CKF and PWLS-CKF methods, with
the attacked signals depicted in brown. Fig. 2 presents the
corresponding estimates of dynamic variables for generator
10. The results clearly demonstrate that the conventional CKF
algorithm fails to track the true system states under an FDIA,
resulting in significant estimation errors. In contrast, PWLS-
CKEF successfully detects and mitigates the attack, maintain-
ing accurate estimations throughout. As confirmed by the
MAE values reported in Table I, PWLS-CKF significantly
outperforms the CKF algorithm under FDIA conditions.

To further evaluate the accuracy of the PWLS-CKF al-
gorithm, it was tested over 30,090 FDIA scenarios, with
some measurements randomly compromised at each step. It
detected 98.1% of attacks with no false positives; the 1.9%
false negatives were mainly low-magnitude signals. Despite
this, the average state MAE remained low (1.71 X 10~4),
showing that attacks on low-magnitude signals have minimal
impact and that PWLS-CKEF reliably detects mitigates FDIAs
while maintaining accurate state estimates.

B. Performance Under Data Loss

To demonstrate the robustness of the proposed method
against data loss, it is assumed that measurements from
PMUs 1, 2, 9, and 17 fail to reach the control centre
due to communication network failure. Fig. 3 depicts the
estimated real and imaginary voltages at buse 17 using both
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Fig. 3: Algebraic state variables under the scenario described
in Section III-B: (a) Vg, 17, and (b) V7 17.
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Fig. 4: Dynamic states of Generator 5 under the scenario
described in Section III-B: (a) 6, (b) w, (c) E/, and (d) E,.

TABLE I: MAE index for PWLS-CKF and other methods.

CKF | GM-EKF | GM-UKF | PWLS-CKF
FDIA+Noise 0.0532 0.0017 0.00026 0.00018
Data Loss+Noise | 0.1638 | 0.00096 0.00025 0.00023

CKF and PWLS-CKF methods, while Fig. 4 shows the
corresponding dynamic variable estimates for generator 5.
The results indicate that the conventional CKF struggles to
track the true system states under data loss, leading to notable
estimation errors. In contrast, PWLS-CKF effectively detects
and mitigates these issues, maintaining accurate estimates.
As reflected by the MAE values in Table I, PWLS-CKF
substantially outperforms CKF under data loss conditions.

To further assess the accuracy of the PWLS-CKF algo-
rithm, it was tested over 30,090 data loss scenarios, in which
data from a randomly selected subset of PMUs was dropped
at each time step. The algorithm detected 93.9% of missing
measurements with no false positives; the remaining 6.1%
of undetected cases were primarily low-magnitude signals,
similar to the FDIA observations. Despite this, the average
state MAE remained low (1.72 x 10~%), indicating that low-
magnitude data loss has minimal impact and that PWLS-CKF
effectively detects and mitigates data loss.

C. Comparative Analysis

In this section, the proposed method is evaluated against
the GM-UKF-based DSE from [14] and the GM-EKF-based
DSE from [11] under the FDIA and data-loss scenarios
described in case studies III-A and III-B, respectively. Table I
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Fig. 5: Estimated measurement weights from the PWLS and
GM methods: (a) under FDIA, and (b) under data loss.

shows that under both FDIA and data-loss conditions, the
PWLS-CKF method achieves lower MAE, indicating higher
accuracy. The GM-EKEF, relying on Jacobian-based lineariza-
tion, is less effective at mitigating noise, which explains
its higher MAE compared to the nonlinear GM-UKF and
PWLS-CKF methods.

Fig. 5 shows that the GM method reduces not only the
weights of compromised measurements but also of normal
ones, whereas PWLS targets only bad measurements. This
limitation stems from GM’s initial projection statistics (PS)
step, which can mistakenly downweight normal voltages
when their predictions are inaccurate. Such errors produce
larger innovations that violate the Gaussian assumption,
causing PS values to deviate from the expected chi-square
distribution [14]. Consequently, normal measurements may
be underweighted, making it harder for GM to distinguish
true outliers and reliably detect attacks, while PWLS main-
tains accurate detection.

D. Computational Complexity and Real-Time Performance

To evaluate the computational complexity of the proposed
PWLS-CKF scheme, the total number of floating-point op-
erations (FLOPs) per iteration is estimated. Let n and m
denote the numbers of state variables and measurements,
respectively. Under the dense-matrix operation model, the
main components have the following costs: prediction O(n?),
batch-mode matrix construction O(mn?) + O(m?3) 4+ O(n?),
PWLS update O(mn?), and final CKF update O(n?).
Overall, the total complexity per iteration is approximately
30(n3) + O(m?) + 20(mn?).

As an example, for the IEEE 39-bus system with n = 98
and m = 110, the estimated runtime is about 1.57 ms per
iteration. This estimate assumes execution on a processor
described in [16], operating at 2 GHz and capable of 8 FLOPs
per cycle, excludes memory access latency, and assumes the
processor is fully dedicated to computation. Since this is
well below the 10-ms PMU reporting interval, the proposed
scheme is suitable for real-time implementation, enabling
continuous dynamic state tracking and robust operation under
FDIAs and data loss.

IV. CONCLUSION

This paper proposes a robust PWLS-CKF-based DSE
framework that enables simultaneous estimation of dy-
namic and algebraic states through an NDAE-based model.
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By explicitly identifying and down-weighting compromised
or missing measurements, the method improves resilience
against FDIAs and communication failures. Simulation re-
sults on the IEEE 39-bus system confirm that the proposed
approach maintains high estimation accuracy and satisfies
real-time computational requirements, making it suitable for
online monitoring and operation of modern power systems.
The proposed framework is particularly relevant for power
systems with limited PMU coverage, where reliable estima-
tion of algebraic variables is critical for situational awareness
and control.

Future work will investigate the robustness of the proposed
method under coordinated FDIAs that aim to remain stealthy
by keeping measurement residuals small.
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