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Abstract—This paper presents a data-driven transmission sys-
tem protection scheme based on a random forest classifier. Using
voltage and current phasors and their sequence components,
the classifier jointly outputs the fault status (fault/non-fault),
fault type, and fault location. A moving-window architecture
and a fault confirmation logic were employed for real-time
implementation and provide a tunable trade-off between data
efficiency, detection speed, and security. The evaluation on 871
PSCAD simulated fault cases shows 100% accuracy for fault
detection, 97% accuracy for fault type identification, and 94.9 %
accuracy for fault location classification, with the decision time
less than 2.5 cycles.

Index Terms—Data-driven protection, inverter-based re-
sources, random forest, multitask fault classification.

I. INTRODUCTION

Traditional transmission line protection schemes (time-
overcurrent, distance, and differential) are coordinated under
assumptions of well-defined fault currents from synchronous
generators and relatively stable source impedances, which
enable reliable relay operations using current magnitudes,
apparent impedance, and sequence components [1]; however,
the penetration of inverter-based resources (IBRs)—such as
utility-scale photovoltaics, wind, and battery energy storage—
is fundamentally challenging these assumptions. IBRs exhibit
fast dynamics and strictly limited fault currents because their
grid interface is governed by vendor-specific power electronic
control algorithms rather than synchronous machine physics
[2]. As a result, the assumptions of high and predictable fault
current and characteristic sequence behavior no longer hold in
many IBR-rich systems. Numerous studies and reports have
documented underreach, overreach, or failure of distance and
overcurrent elements, and the misoperation of directional and
ground fault functions, when a significant portion of the fault
current is contributed by IBRs [3]-[5].
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To address these issues, recent work has explored advanced
protection concepts, such as time domain and traveling wave
line elements [6]—[8], adaptive or self-tuning protection set-
tings [9], and machine learning-based fault classification for
IBR-connected transmission lines [10]-[12]. Machine learning
techniques are attractive because they can learn complex,
nonlinear relationships between measured signals and fault
classes, potentially capturing subtle patterns that are not ex-
ploited by conventional protection algorithms.

Motivated by these developments, this paper proposes
an inverter-dependent transmission system protection scheme
based on a random forest classifier. Unlike most existing data-
driven schemes that require separate models for each task (e.g.,
[13]), the proposed classifier simultaneously outputs the fault
status (fault/non-fault), the fault location, and the fault type
within a single unified model. To enable practical real-time
deployment, we used a moving window of the most recent
measurements for data acquisition and online analysis, and
we applied a fault confirmation logic to consecutive decisions:
A fault is declared only when consistent classifications are
obtained over multiple detection steps. Together, the moving-
window approach and confirmation logic provide a tunable
trade-off between data efficiency, detection speed, and security.

The main contributions of this work are as follows:

o Transmission line protection in IBR-rich systems is for-
mulated as a multitask classification problem, and a
random forest-based algorithm is developed to produce
the fault status, the fault type, and the fault location
within a single joint classifier. This design avoids multiple
task-specific models and shows that the joint model can
reliably support all three protection decisions.

¢ An online implementation framework tailored for relay
applications is proposed, combining moving-window data
acquisition with a fault confirmation logic. This frame-
work offers tunable knobs—including window length,
decision time step, and confirmation requirement—to
balance data efficiency, detection speed, and security.

o The effectiveness of the proposed scheme is demonstrated
on test data from a PSCAD-modeled transmission system,
achieving fast and accurate classification on the fault
status, the fault type, and the fault location across diverse
scenarios.
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Fig. 1. Transmission system under study.

II. POWER SYSTEM AND FEATURE ENGINEERING
A. Power System Simulation

Fig. 1 shows the schematics of the transmission network
we employed to demonstrate our approach. This is modified
from a realistic transmission system, where we focus on the
protection of the transmission line between Bus 1 and Bus 2.
Bus 1 connects to a 14-MVA battery energy storage system,
and Bus 2 connects to multiple synchronous generators.

To obtain data for this study, we conducted extensive sim-
ulations in PSCAD/EMTDC (with a 79-kHz time resolution)
to examine diverse fault scenarios, as illustrated in Fig. 2:

o Fault types: single-phase-to-ground (AG, BG, CG),
phase-to-phase (AB, BC, CA), double-phase-to-ground
(ABG, BCG, CAG), and three-phase (ABC, ABCG)

o Fault locations: As shown in Fig. 1, Area 1 covers
the forward line section from Bus 1 to 80% of the line
(Bus 1-Bus 2), including eight fault locations in (0, 80]
in Fig. 2. Area 2 spans the remaining forward section
from 80% to 120% of the line length (eight locations
n (80,120] in Fig. 2). Area 3 represents the reverse
direction from Bus 1, from —80% to 0 (8 locations in
[—80,0) in Fig. 2).

o Fault impedance: fault impedance from 0 to 10 €,
representing low- to high-impedance faults.

B. Data Acquisition

In this work, we consider distributed relay decision-making,
where the relay in each bus processes its own measurements
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Fig. 2. Distribution of fault scenarios in the study.

and makes decisions without the measurements of other relays.
In this study, we focus on Bus 1, which connects with the
IBRs and is the challenging part for conventional protection.
At Bus 1, three-phase voltage and current magnitudes v, (t),
b (%), ve(t), 9alt), in(t), and i.(t) are recorded at 9.9 kHz.
In addition, we recorded the information for each fault case,
including the fault time, fault type, and fault location.

Dataset size and split: In total, 2,904 distinct fault cases
were simulated, covering 11 fault types, 24 fault locations,
and 11 fault impedances. The data were partitioned 70:30 for
training and testing.

C. Feature Extraction

For effective protection, the features used in data-driven
algorithms must capture the electrical state of the system under
both normal and faulted conditions. In this work, features
including phasors and sequence components are extracted from
three-phase voltages and currents, which provide a compact
and physically meaningful representation of the system be-
havior.

1) Three-Phase Phasors: The instantaneous three-phase
voltages v,(t), vp(t), ve(t) and currents i,(t), i (t), ic(t), are
represented as complex phasors. For a block of N samples,
the phasors for phase « € {a,b,c} are computed as:
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(1)

where fs and fy denote the sampling and fundamental fre-
quencies, respectively.

2) Sequence Components: To capture system asymmetry
and detect faults, the three-phase phasors are transformed
into symmetrical components: zero sequence (Vj, Ip), positive
sequence (V7, I1), and negative sequence (V3, 1), defined as:

Vo=Va+W+Vo)/3, In=(Ta+ I +1.)/3, 2)
Vi=Va+aW +a®V.)/3, I, = (I, + al, + a*1.)/3, (3)
Vo = (Va +a®*Wi, 4+ aV.) /3, Ir = (I, + a*I, + al.)/3, (4)

where a = ¢/120° is the phase rotation operator. The magni-
tudes and angles of these components—i.e., |Vp|, |V4], |Val,
LV, LV1, LV, for voltages and |Iy|, |I1], |I2|, £1o, £11, L1s
for currents—are employed as features for fault classification.

3) Relative Angle Representation: Instead of using the
absolute angles defined here, relative angles are employed as
features. Specifically, each phase’s phasor angle is expressed
relative to the phase-a voltage angle, and the sequence-
component angles are referenced to the positive-sequence
voltage component. This representation ensures that all angular
measurements are expressed in a consistent reference frame,
reduces sensitivity to measurement offsets, and enhances the
robustness of the features for data-driven classification.

4) Justification: The use of phasors, sequence components,
and relative angles is motivated by several considerations.
Phasors condense high-sample-rate signals into a few repre-
sentative complex values, enabling dimensionality reduction



Features Extraction

Phasors Input
Mo VaVol

o Iy lc

Data Ll Window
Truncation Segmentation

Raw data

Measurements
O VgV

O gy, i

L Sequence Components
o Vo Vo
o Ll

Fault Information
o Faulttype

o Fault location

o Faulttime

label

Labelling Process

Fig. 3. Training data construction process.

without loss of key information. Sequence components effec-
tively present unbalances and fault signatures in the system.
Relative angles preserve the voltage-current and inter-phase
relationships independent of reference choice, improving both
physical interpretability and algorithm robustness.

III. RANDOM FOREST-BASED FAULT CLASSIFICATION

The section describes the design of the random forest-
based protection scheme that simultaneously (i) discriminates
between normal and faulted system conditions; and for faulted
cases, (ii) identifies the fault type and (iii) determines the
faulted area. Rather than employing separate classifiers for
fault detection, fault type identification, and fault area classifi-
cation, we adopt a joint multitask classifier that integrates all
three decisions within a single model. This joint formulation
reduces the overall model complexity and more effectively
exploits the statistical dependencies among the three tasks.

A. Training Data

The raw data obtained from the PSCAD simulations consist
of long time-series records that are not directly suitable for
training. This section describes the construction of the training
dataset, as summarized in Fig. 3.

For each simulated fault case, the dataset contains three-
phase voltage and current measurements over the full simula-
tion horizon. To improve efficiency, the data were truncated to
a five-cycle interval around the fault, with two cycles before
inception and three cycles after. Because the proposed scheme
operates on a fixed-length moving window, the truncated data
were segmented using the same window length, i.e., from each
five-cycle data, one-cycle windows were randomly sampled
to form the training dataset. This randomization enables the
generation of multiple training samples from one fault case
and enhances robustness to variations in the fault inception
time and window alignment.

Following the data truncation and segmentation, feature
extraction is performed to capture key fault response char-
acteristics. As described in Section II-C, voltage and current
phasors are computed, along with their corresponding positive-
, negative-, and zero-sequence components.

Each window data sample is then assigned a class label
to define the target outputs for supervised learning, thereby
formulating the problem as a multiclass classification task.
If the entire window lies before the fault inception, it is
labeled as non-fault; otherwise, it is labeled according to the
combination of fault type and faulted area. For example, the
label ABC_Areal represents an ABC fault located in Area 1.

979-8-3315-8138-1

Input Features

Phasors: Vy, Vi, Vi, Lo, In, I
Sequence Components: V;, V5, Vo, I1, I, Iy

Bootstrap
Sample N
see

| Bootstrap | | Bootstrap
Decision Tree N

Sample 1 Sample 2

I l

Decision Tree 1

&3

Decision Tree 2

a

| Ensemble Output — Majority Vote |

(fault/non-fault, fault area, fault type)

Fig. 4. Random forest algorithm for fault classification.

By pairing the extracted features with their corresponding class
labels, the resulting dataset is prepared for training data-driven
fault classification models.

B. Random Forest Classifier

The random forest classifier was employed for the fault
classification tasks. As illustrated in Fig. 4, the algorithm
creates multiple subsets of the training data using random
sampling with replacement (called bootstrap samples). Each
subset is used to train a separate decision tree. When building
each tree, instead of evaluating all features at each split, it
chooses a random subset of features. Among these features, the
algorithm evaluates possible splits using a an impurity-based
criterion (e.g., Gini impurity, entropy) and choose the best
split. For the classification, each tree independently predicts a
class label, and the final prediction is determined by a majority
vote across all trees. This architecture enhances robustness to
noisy and unbalanced data and mitigates overfitting relative to
a single decision tree. See, e.g., [14] for further details on the
random forest algorithm.

During training, key hyperparameters—including the num-
ber of trees, the maximum tree depth, the minimum number
of samples required to split a node, the minimum number of
samples per leaf, and the split criterion—were optimized via a
grid search procedure. Each hyperparameter configuration was
evaluated using stratified K-fold cross-validation, ensuring
that each fold preserved the class distribution across fault
types. The macro Fl-score was adopted as the performance
metric to account for class imbalance and to provide a bal-
anced assessment across all fault categories. The random forest
model achieving the highest cross-validated macro Fl-score
was selected as the final classifier.

This training strategy enables the random forest to cap-
ture nonlinear relationships among the phasor- and sequence-
component features while maintaining good generalization to
unseen operating conditions. The combination of ensemble
learning, hyperparameter optimization, and cross-validation
ensures a robust and reliable fault classification framework
suitable for transmission system protection applications.

C. Online Testing

The online classification procedure is illustrated in Fig. 5
and comprises the following main components.
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Fig. 5. Online fault classification procedure.

1) Moving-Window Data Acquisition: For real-time fault
detection, a moving-window scheme is employed. A sliding
window of one cycle of the most recent three-phase voltage
and current measurements is continuously collected, and the
window is advanced every 0.5 cycle. This configuration en-
ables near-real-time monitoring and fast protection response.

2) Real-Time Fault Classification: At each detection in-
stant, the most recent one-cycle data are updated. The same
feature-extraction procedure used during the model training
(cf. Section II-C) is then applied to compute the phasor- and
sequence-component features. The resulting feature vector is
fed to the pretrained random forest classifier to produce the
fault classification results.

3) Classifier Output and Fault Confirmation: At every de-
tection step, the classifier outputs three pieces of information:
fault/non-fault status, fault location, and fault type; however,
due to the limited size of the data window, the input might not
fully capture the characteristics of a fault event—particularly
at its onset. In addition, transient or partial responses might
resemble other fault types or locations, potentially leading to
misclassification.

To mitigate this issue, a fault confirmation mechanism is
introduced. A fault is only confirmed if the same classifica-
tion result (fault type and location) is obtained in multiple
consecutive detection steps. The choice of the confirmation
threshold represents a trade-off between detection speed and
classification reliability. In this study, a threshold of two
identical classification results is adopted—that is, a fault is
confirmed only after the same fault type and location are
identified in two different detection steps.

IV. NUMERICAL STUDY

This section presents the numerical results for the proposed
random forest-based protection scheme. The objectives are
to (i) quantify the accuracy of the fault detection, the fault
type identification, and the fault location classification; (ii)
assess the fault detection time under diverse fault scenarios;

TABLE I
HYPERPARAMETERS OF THE RANDOM FOREST CLASSIFIER.
Hyperparameter Value
Split criterion Entropy
Number of trees 200
Maximum tree depth 20
Maximum features per split  \/Nycatures
Minimum samples per leaf 1
Minimum samples per split 2
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and (iii) compare the performance against separate single-task
classifiers.

A. Random Forest Model Configuration

The random forest model used in the numerical experiments
was obtained via a grid search over its hyperparameters. The
final configuration is summarized in Table I. In particular, the
model employs an entropy-based split criterion, a maximum
tree depth of 20, and an ensemble size of 200 decision trees.

B. Online Testing Results

Fig. 6 illustrates the online fault classification process for an
AB fault that occurred at 3 seconds in Area 2. The classifier
performed a fault classification every 0.5 cycle using the most
recent one-cycle window of measurements. Predicted labels
are shown as orange ‘x’ markers, and ground-truth labels are
indicated by blue dots. As expected, no fault was detected
before the fault inception at 3 seconds. At the first decision
instant following the fault inception, the classifier did not
detect the fault due to insufficient fault data. At the next
decision instant (0.5 cycle later), it correctly identified the
AB fault in Area 2. When this output was repeated at the
next decision step, the confirmation criterion was met, and the
fault was confirmed with the correct type and location.

Online Fault Classification

AB_Area2 - = 3
- —8— True Label

Predicted Label

Fault Class

non-fault 4 »::' S - & — -
2.97 2.98 2.99 3.00
Time (second)

3.01
Fig. 6. Example of online fault classification.

The data-driven protection scheme was evaluated on 871
test cases. Under the joint framework, each classification result
consists of three types of information: fault status (fault/non-
fault), fault type, and fault location. The corresponding accu-
racies are reported in Table II: The fault/non-fault detection
achieves 100%, the fault type identification achieves 97%,
and the fault location classification achieves 94.9%. These
results suggest that the proposed framework provides highly
accurate fault detection, type identification, and localization

TABLE II
FAULT CLASSIFICATION ACCURACY.
Fault Status  Fault Type Fault Area
Accuracy 100% 97% 94.9%
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for inverter-dependent transmission systems. In addition, the
fault detection times for the 871 test cases are summarized
in Fig. 7. All fault cases were successfully detected and
confirmed in less than 2.5 cycles (0.0417 seconds), with a
mean value of 1.21 cycles (0.0202 seconds).

Fig. 8 shows the confusion matrices for the fault type
and fault area classifications, respectively. Each matrix entry
reports the number of test cases for which the predicted
class matches (diagonal entries) or differs from (off-diagonal
entries) the true class. For the fault type classification, most
misclassifications arise from confusion between ABC and
ABCG faults, likely due to their highly similar system re-
sponses within the one-cycle data window. For the fault area
classification, the confusion matrix indicates perfect classifica-
tion in Area 3 (the reverse direction), but there are some mis-
classifications between Area 1 and Area 2. The results suggest
that incorporating additional location-sensitive features may
further enhance fault area classification.

C. Comparison with Separate Classifiers

To benchmark the proposed joint fault classification frame-
work, we also trained three task-specific (separate) classifiers,
each dedicated to fault detection, fault type identification, or
fault area classification. The results on the same test dataset
are summarized in Table III. Both approaches achieve strong
performance: The joint model matches the separate models
on fault status (100%), is within 0.1 percentage points (pp)
on fault type, and yields a 0.8-pp improvement on fault area.
These findings indicate that joint learning offers modest gains
for the fault localization task without degrading detection
or type classification. Beyond accuracy, the joint approach
consolidates parameters and inference into a single network,
simplifying deployment and potentially reducing computa-
tional and memory cost, while separate models might remain
preferable when task-specific interpretability or independent
updates are required.
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Fig. 8. Confusion matrix for the fault type and fault area classification.
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TABLE III
FAULT CLASSIFICATION ACCURACY
(JOINT VS. SEPARATE CLASSIFIERS)

Task \ Classifier  Joint  Separate A (pp)
Fault status 100% 100% 0.0
Fault type 97% 97.1% -0.1
Fault area 94.9% 94.1% +0.8

V. CONCLUSION

This paper introduced a joint random forest classifier for
transmission line protection in IBR-dependent systems. By
using a single model with phasor- and sequence-component
features, embedded in a moving-window structure with fault
confirmation logic, the scheme achieved fast and accurate
decisions on fault status, fault type, and fault location while
avoiding the complexity of designing and coordinating multi-
ple separate protection functions.

Future work will focus on (i) integrating additional location-
sensitive features to further improve fault location accuracy
and (ii) validating the approach using hardware-in-the-loop
studies to assess robustness to measurement noise, model
mismatch, and communication constraints.
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