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Abstract— Differential protection is increasingly deployed in
power systems and microgrids due to its high sensitivity,
security, and dependability. Yet, differential protection is
vulnerable to false data injection attacks. This paper proposes
integrating an intrusion detection system (IDS) with software-
defined networking for operational technology (OT-SDN) to
strengthen the cybersecurity posture of differential protection.
The proposed IDS employs a Discrete Fourier Transform
(DFT)-based transient monitor at each terminal of differential
protection to evaluate the presence of a fault using the quality of
locally measured currents. If differential protection is activated
in the absence of fault signatures detected by the transient
monitor, or if fault signatures are detected while differential
protection remains inactive, the proposed IDS issues an alert to
the OT-SDN controller to switch from the compromised
communication channel to another channel. The proposed
integrated IDS and OT-SDN strategy is validated through a co-
simulation environment using Typhoon HIL and OMNeT++.
The simulation results demonstrate the effectiveness of the
proposed strategy in detecting and mitigating false data
injection attacks against differential protection, significantly
enhancing its cybersecurity resilience.

Keywords— Cybersecurity, differential protection, intrusion
detection systems, transient monitor, software-defined networking
for operational technology, resilience.

. INTRODUCTION (HEADING 1)

Substations are moving toward digitization and
deployment of the IEC 61850 standard to streamline
maintenance, improve reliability, and enhance interoperability
between protection and control devices from different
vendors. Despite the unquestionable benefits of digitization,
the reliance on advanced information and communication
technologies in substations introduces new cybersecurity
vulnerabilities, which should be addressed properly.
Otherwise, the reliability and security of power systems will
be jeopardized [1]-]3].

Concerns about the cybersecurity of substations have been
on the rise in recent years, in particular, after the cyberattacks
on the Ukrainian power grid in 2016 and 2017 [4]. The
cybersecurity of protection systems in substations has
received a particular attention due to their role as the last line
of defence against abnormal conditions in power systems. To
address the cybersecurity concerns in power systems, the
North American Electric Reliability Corporation (NERC) has
mandated critical infrastructure protection (CIP) standards

[5].

Differential protection is widely employed in power
systems and microgrids. If an attacker manipulates current

XXX=-X-XXXXK-XXXX-XIXX/$XX.00 ©20XX IEEE
979-8-3315-8138-1

measurements or communication packets, differential
protection may misinterpret the system state, leading to
misoperation—either tripping under normal conditions or
failing to operate during an actual fault [6], [7]. To address
cybersecurity vulnerability of protection, recent studies have
explored data-driven anomaly detection and network-based
security mechanisms. Machine learning and signal-processing
approaches can identify inconsistencies in measurement data
[8], but they often require centralized computation or large
historical datasets.

In addition, software-defined networking for operational
technology (OT-SDN) has emerged as a promising solution
for enhancing the cyber resilience of protection relays [9],
[10]. By decoupling the control and data planes, SDN enables
whitelisting of traffic flows, attack isolation, and real-time
reconfiguration of communication paths. However, most
SDN-based solutions solely focus on cyber-layer rather than
cyber-physical-layer intrusion detection systems.

This paper proposes a detection and mitigation strategy
based on integrating an intrusion detection system (IDS) with
OT-SDN for enhancing the cybersecurity of differential
protection. The proposed IDS employs a local Discrete
Fourier Transform (DFT)-based transient monitor to detect
false data injection (FDI) attacks from genuine faults. During
a fault, transient components in the measured currents exhibit
physically consistent spectral characteristics. This is while
local measurements lack such transient behavior during FDI
attacks. By computing a local signal quality index (SQI) using
DFT analysis, the proposed IDS can distinguish genuine faults
from FDI attacks.

If the proposed IDS detects an FDI attack, the IED
communicates with the OT-SDN controller to switch from the
compromised communication channel to another channel.
This ensures that the relay remains secure and dependable
even under ongoing FDI attacks. The proposed strategy is
tested and validated using a co-simulation environment based
on Typhoon HIL and OMNeT++. The main contributions of
this paper are as follows:

e An intrusion detection system is proposed based on
local DFT-based transient monitor at each terminal of
differential protection.

e The proposed intrusion detection system is integrated
with software-defined networking for operational
technology to isolate the cyberattack vector.

e The proposed integrated IDS and OT-SDN is tested
and validated using a co-simulation environment based
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on Typhoon HIL and OMNeT++. It is demonstrated
that the proposed strategy significantly enhances the
resilience of differential protection to cyberattacks.

The remainder of this paper is organized as follows.
Section 1l presents a threat model for false data injection
attacks against differential protection. The proposed
integrated IDS and OT-SDN strategy for detecting and
mitigating cyberattacks against differential protection is
explained in Section I11. The description of the co-simulation
environment and the simulation results are provided in Section
IV before concluding the paper in Section V.

Il.  THREAT MODEL FOR FALSE DATA INJECTION
ATTACK AGAINST DIFFERENTIAL PROTECTION

False data injection attack targets the integrity of current
measurements transmitted between differential protection
relays. In this paper, we assume the attacker compromises the
communication channel between differential protection relays
and the local measurements are assumed to be secure. The
objective is to deceive the differential relay into issuing a false
tripping command in the absence of fault or to stay inactive
when there is a fault on a feeder.

We assume that a cyberattacker has remote access to the
substation communication network through a malicious
device which is connected to the inter-substation
communication network. The cyberattacker is assumed to
recruit a substation employee who has authority to access
inter-substation communication network to install a malicious
device. The cyberattacker with access to the inter-substation
communication network disrupts the flow of SV packets
between differential relays and forwards the SV packets with
falsified payloads using a combination of MITM and FDI
attack (Fig. 1.).

This attack further can be implemented through a malware
installed on the inter-substation communication devices to
inject a replay attack by replacing SV packets transmitted
between differential relays. The malware can be installed on
the inter-substation communication devices through a supply
chain attack or a threat agent with physical or remote access
to the substation automation system. The malware can then
eavesdrop and disrupt the information exchange between the
differential relays.
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Fig. 1. Evaluation of the transient monitor of the current signal

I1l.  PROPOSED INTEGRATED IDS AND OT-SDN FOR
DIFFERENTIAL PROTECTION

A. Intrusion Detection System Using Local Transient
Monitor

During normal power system operation, the current
waveforms after preprocessing are steady state sinusoids that
can be accurately represented by a single phasor estimate
within each data window. When a fault occurs, however, the
waveform contains both pre-fault and post-fault components
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within the same estimation window. As a result, the phasor
estimated by the DFT no longer represents the steady-state
value of the signal.

To evaluate the quality of the phasor estimate, the
proposed IDS reconstructs a “reproduced” signal from the
estimated phasor and compares it to the actual measured
waveform. If the reproduced signal closely matches the actual
measurement, the phasor quality is high and the system is
considered to be in a normal state. Conversely, when a fault
occurs, the discrepancy between the actual measurement and
the reproduced signal increases sharply [11, 12, 13].

Let i(t) denote the measured current and i(t) the signal
reconstructed from the estimated fundamental phasor. We
define e(t) as

e(t) = i(t) —i(t) M)

The magnitude of e(t) over a DFT window serves as a
signal quality index (SQI) that indicates the presence of a fault
[14]. A low SQI implies high phasor quality and normal state,
whereas a high SQI reveals a faulty state. This method avoids
the need for conventional superimposed current calculations
and directly quantifies the quality of the phasor [15]. It is
shown in Figure 2 that immediately after fault occurrence, SQI
increases significantly. Before fault and sufficient time after
fault its value is zero.

If the locally measured current exhibits high signal quality,
the transient monitor in the IDS concludes that no disturbance
exists in the system. Therefore, even if the differential relay
receives falsified measurements from the remote relay
suggesting a fault, the relay does not initiate a trip command.
Instead, the local IED communicates with the OT-SDN
controller, instructing it to switch from the compromised
communication channel to another channel. Conversely, if the
transient monitor detects a low signal quality, this indicates
that the local current waveform contains transient components
associated with a real fault. In such a case, the relay logic
proceeds normally, allowing the differential element to
operate. This mechanism ensures that protection actions are
only based on trustworthy local measurements, thereby
maintaining security under FDI attacks and dependability
during faults. Similarly, if the locally measured current
exhibits low signal quality, the transient monitor in the IDS
concludes that a fault exists in the system. In this case if the
differential relay is inactive, the IDS detects a false data
injection attack and then, the IED communicates with the OT-
SDN controller to switch from the compromised
communication channel to another channel.
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Fig. 2. Evaluation of the transient monitor of the current signal

B. Integration of IDS with OT-SDN

The proposed IDS is integrated with software-defined
networking for operational technology as illustrated in Fig. 3
to isolate the attack vector and mitigate the false data injection
attack. In the proposed strategy as illustrated in Fig. 3, SDN
switches supervised by the OT-SDN controller can rapidly
reconfigure communication channels when abnormal
behavior is detected.

Intrusion Detection ‘
System

‘ Differential
Relay

Measured
Current

Calcuation
of the SQI

|
4{ Network Interface card }7\

Fig. 3. Integration of the proposed IDS with OT-SDN for resilient
differential protection

IV. SIMULATION RESULTS

To test and verify the effectiveness of the proposed
integrated IDS and OT-SDN strategy in detecting and
mitigating false data injection attacks against differential
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protection, a co-simulation environment based on Typhoon
HIL 604 and OMNeT++ is developed.

A. Co-Simulation Environment

The setup, illustrated in Fig. 4, consists of two Typhoon
HIL 604 devices representing the two ends of a protected line
section. Each HIL device includes a model of a current
differential relay (IED) configured according to the IEC
61850 standard.

e HIL Device 1 (Publisher): Publishes real-time
Sampled Value (SV) packets representing local
current measurements.

e HIL Device 2 (Subscriber): Receives the SV packets
and performs differential current calculation.
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Fig. 4. The provided co-simulation setup for testing the proposed method

B. Case Studies

Two case studies are considered here. In the first case
study, we investigate a scenario where there is no fault in the
system, but the attacker injects falsified measurements to force
the differential protection to operate. In the second case study,
we consider a scenario, where there is a fault in the differential
protection zone, but the attacker injects falsified
measurements to prevent the differential protection to operate.
In both case studies, we assume that the attacker intercepts the
SV packets transmitted from the publisher to the subscriber
and manipulates current measurements before forwarding
them to the receiving IED.

1) Case Study |

To illustrate the security wvulnerability of differential
protection to FDI attacks, a baseline simulation was
performed without the proposed integrated IDS OT-SDN
mitigation strategy. Fig. 5 shows the current measurements
and relay response when an FDI attack is introduced at 1.32 s.
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Fig.5.a) Local current measurement; b) Manipulated current
measurements under FDI attack; c) Differential relay trip signal.

In Fig. 5 a), the local current measurement remains intact
and consistent with system behavior. However, as shown in
Fig. 5 b), the received current measurements from the remote
end is manipulated by the attacker to emulate an internal fault
condition. As aresult, the differential protection interprets this
difference between the local and remote measurements as a
real fault and initiates a trip command, as illustrated in Fig. 5
c). The simulation results confirm that in the absence of the
proposed detection and mitigation strategy, differential
protection misoperates.

To demonstrate the effectiveness of the proposed
integrated IDS and OT-SDN strategy, the same FDI attack
scenario was simulated. The attack again occurs at 1.32 s,
during which the attacker manipulates the transmitted SV
packets between the two IEDs. The corresponding results are
shown in Fig. 6.

In Fig. 6 (a), the local current measurement remains
consistent with system conditions. In Fig. 6 (b), the received
current measurement from the remote differential relay is
again manipulated by false data injection attack. However, in
this case, the IDS correctly evaluates the local signal quality
as high as illustrated by the SQI in Fig. 6 (d), which remains
close to zero throughout the event.
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Fig.6.a) Local current measurement; b) Manipulated current
measurements under FDI attack; c) Differential relay trip signal, and d) Signal
Quality Index (SQI).

Consequently, the relay blocks its trip command, as seen
in Fig. 6 (c), and simultaneously communicates with the OT-
SDN controller to switch from the compromised
communication channel to another channel. The FDI attack is
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therefore unsuccessful, and the differential relay remains
secure while the system continues normal operation.

2) Case Study Il

To illustrate the dependability vulnerability of
conventional differential protection to FDI attacks, a baseline
simulation was performed without the proposed integrated
IDS OT-SDN mitigation strategy. Fig. 7 shows the current
measurements and relay response when an FDI attack is
introduced at 1.32 s.
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Fig.7.a) Local current measurement; b) Manipulated current

measurements under FDI attack; c) Differential relay trip signal.

In Fig. 7 a), the local current measurement changes
abruptly when the fault occurs. However, as shown in Fig. 7
b), the received current measurement from the remote end is
manipulated by the attacker to conceal any a fault within
differential protection zone. As a result, the differential
protection cannot detect the fault and remains inactive, as
illustrated in Fig. 7 c). The simulation results confirm that in
the absence of the proposed detection and mitigation strategy,
differential protection remains inactive and misoperates.

To demonstrate the effectiveness of the proposed
integrated IDS and OT-SDN strategy, the same FDI attack
scenario was simulated. The attack again occurs at 1.32 s,
during which the attacker manipulates the transmitted SV
packets between the two IEDs. The corresponding results are
shown in Fig. 8.

In Fig. 8, the local current measurement changes
consistently with the faulty system condition. In Fig. 8, the
received current measurement from the remote differential
relay is again manipulated by false data injection attack.
However, in this case, the IDS correctly evaluates the local
signal quality as low as illustrated by the SQI in Fig. 8 (d),
which changes significantly after the fault occurrence.
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Fig.8.a) Local current measurement; b) Manipulated current

measurements under FDI attack; c) Differential relay trip signal, and d) Signal
Quality Index (SQI).

Consequently, the IDS communicates with the OT-SDN
controller to switch from the compromised communication
channel to another channel. The FDI attack is therefore
unsuccessful, and the differential relay operates and clears the
fault.

V. CONCLUSION

A detection and mitigation strategy is proposed in this
paper based on integrated IDS and OT-SDN to improve the
resilience of differential protection to cyberattacks. The IDS
employs DFT-based transient monitor for detecting false data
injection attacks and communicates with the OT-SDN
controller to isolate the attack vector. The simulation results
using Typhoon HIL and OMNeT++ demonstrate the
capability of the integrated IDS and OT-SDN to effectively
detect and isolate attack vectors for two case studies. In the
first case study the security vulnerability of differential
protection to FDI attacks is demonstrated. Furthermore, the
capability of the proposed integrated IDS OT-SDN strategy to
detect and mitigate FDI attacks is tested and verified. In the
second case study the dependability vulnerability of
differential protection to FDI attacks is demonstrated. It is
shown that the proposed integrated IDS OT-SDN strategy
again successfully detects and mitigates FDI attacks.
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