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Abstract—In this paper, a method is proposed to detect
False Data Injection Attack (FDIA) in decentralized DC Mi-
crogrids based on partial load measurements. The proposed
attack detection scheme is capable of identifying the presence
of attacks on the local current/voltage sensors of the converter
units through state estimation based on load flow analysis and
tracking the error between the estimated and sensor-sent values
for converters’ voltage and currents. The method can detect
and/or identify FDIA within the microgrid merely through
measurements from the load smart meters. Detailed simulation
work has been conducted to showcase the effectiveness of the
proposed attack detection method.
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IXIEX, paper, template, typesetting.

I. INTRODUCTION

ONVERTER dominated standalone nature of DC micro-

grids yields several inherent advantages which include
efficient integration of renewable energy sources, reliable and
economic operation, and simpler control structures [1], [2]. To
establish robust control and seamless operation of the DCMG
entities, increased penetration of software-based controllers for
DCMG converters and networked communication structures
has become inevitable. As a result, DCMG systems have
also been evolving as complex cyber-physical systems with
the dynamic interaction between cyber and physical hardware
layers.

Distributed control mechanism for cyber-physical DCMG
operation has become an attractive choice of action due to
its scalability, robustness, and economic nature of operation
because of the transmission of a lesser amount of data traffic
among the neighboring converter units [2]. However, the
control and coordination of converter units in DCMG under a
distributed control approach is challenged in the event of any
sensor measurement imperfections, tampering, and compro-
mise of the sparse communication link. Additionally, since the
distributed control structures function via the propagation of
participating converter units’ voltage and current information
over the sparse communication link, any external intrusion in
the transmitted information and in the link itself will affect the
operation of neighboring nodes. The external intrusion eventu-
ally leads the overall system towards destabilization, deviated
performance due to violation of the control law, and ultimately
untimely shutdown of the total system [3]. These incidents of

This paper was produced by the IEEE Publication Technology Group. They
are in Piscataway, NJ.
Manuscript received April 19, 2021; revised August 16, 2021.

0000-0000/00$00.00 © 2021 IEEE v

979-8-3315-8138-1

external communication link tampering and intentional alter-
ation of the sensor/actuator data to degrade the DCMG system
performance are termed cyber-attacks. The cyber-physical
characteristics and the deliberate deployment of distributed
control schemes within the DCMG system in recent days have
made these systems vulnerable to cyber threats/attacks. Model-
based approaches that studied the detection of False Data
Injection Attacks (FIDA) in [4] inherently assume the nature
of attack vectors (bounded/unbounded/constant/time-varying)
and the network topology of the DCMG under consideration.
Some of the well-adapted model-based methods have been
described in [5], [6]. Recently, artificial intelligence (AI)
based reference tracking methods of FDIA detection schemes
have been developed in DC microgrid systems in [7], [8].
However, these strategies pose additional challenges due to
the requirement of an increased computational burden.

An estimation-based control protocol and concurrent FDIA
attack mitigation rule have been proposed in [9] and [10],
respectively. This paper proposes an FDIA attack detection
strategy for DCMG systems using Load flow analysis (LFA)
based estimator for converter voltage and current measure-
ments, which are used to detect a mismatch between the
actual converter output quantities and LFA-based estimated
quantities. The proposed method is based on using partial
load measurements to perform LFA, such that its signal
communication requirement is reduced and its robustness
against FDIA on load sent measurements is enhanced. With
the application of this proposed detection principle, the secured
DCMG operation in local mode will be ensured with a great
enhancement in its operational reliability. The rest of the
paper is organized as follows. Section II addresses the concept
of the droop control mechanism in DC microgrid operation.
Section III describes the approach to detecting FDIA based on
partial load measurements. Section IV shows detailed small-
signal modeling and simulation results, respectively. Section
V concludes the paper with the performance analysis of the
developed attack detection method and concluding remarks.

II. DECENTRALIZED DROOP CONTROL IN DC
MICROGRIDS

The droop controller block of DC/DC converters operating
in DCMG acquires the local converters’ output current and
the droop settings to generate the required converter output
voltage reference for the voltage controller as seen from Fig.
1. The output voltage reference of the ith converter vj ; can
be expressed as

= Vyesi — LiRa;, i =1,2. (D

0,1



Converter

o S “
i s S
{ ) S
! S £
i B
[ i =
N\ 1 =
i 2
3 1 Q
d; i =
i Voltage i S
Controller i )
! <
T ! 3
Droop setting 2 H =
O

Iog :
; ,i | Low-pass Q

Vg Rai | Yo =V ~LorRy i) 2020 i

1

Droop Controller

Fig. 1. Converter control diagram of a decentralized controller-based DCMG.
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Fig. 2. Simplified block diagram showing the presence of an FDIA attack in
the DCMG system model/plant.

where V,..r; is the desired output voltage global set point in
each converter, I; is the output current of the it" converter, and
Rg; is the virtual resistance/droop coefficient. The converter’s
outputs have approximately the same voltage, ideal conditions,
the relationship in ?? applies

U:,i = vZ,j

I Ry )
LRy =Ry — = = =%
iLdi 74 Ij Rdi

Generally, DCMG converters can be exposed to FDIA where
exogenous signals modify the sensors’ measurements locally
or when being transported over communication networks. A
simplified block diagram of the FDIA model is shown in Fig. 2
below. Suppose a DC microgrid with a decentralized control
structure under consideration has N DC/DC converter units.
Then, an FDIA in sensor of the i** i = 1,2.3,--- N, of the
microgrid can be modeled as:

foIA _ ZL’?Ct +

z;" 3)
where, 78! is the sensor measurement on the ‘" converter
unit which can be either of the voltage or current sensor
and z;" represents the attack vector, which, depending on
the attacker, can be a DC offset, unbounded ramp signal,
sinusoidally varying signal or randomly changing signal. FDIA
on the voltage sensor affects the accuracy of the converter
voltage controller, while FDIA on the current sensor impacts
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the droop relationship. Assume there are FDIA on the voltage
and current sensors of the i*" converter, 2 becomes 2 applies

LRy + i;n]Rdi + U;m = Idej
-inj nj
I; . Rdj 1; Ry + v;

I;  Rau  IjRa

“4)

Having nonzero i/ and v!™ not only impacts current sharing
accuracy among converters but also leads to poor voltage
regulation at the converter outputs.

III. FDIA DETECTION THROUGH PARTIAL LOAD
MEASUREMENTS

Consider the radial DCMG in Fig. 3. The droop relationship
of the i*" converter susceptible to FDIA can be expressed as

Vo i = Viepi — isillai + i %)

0; = 1; TRa; + v, J

where §; is a parameter produced due to FDIA. Usually, all
converters have the same value for V;..r;. Then, from Fig.
3, considering the converters’ voltage in III along with the
loads’ currents and line impedance. Accordingly, the LFA of
the system after rearranging the terms can yield the following
equations:
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02,1151 + Q2 2052 + Q2 3153 =
B2,101+B2,202 + P3,103 + V2,212 + V2,303

QNg,Ng—1tsN.—1 + ONg,NslsN, = BNg,Ng—10Nz—1

+ONg,NgONy + YNg, Ng—18LNp—1 + VNg,Ns LNy

where
Ra —Rgo

— 1 —

1.1 + R2 +R37 1,2 R2 +R3
1 -1
61,1 R2 +R37ﬁ1,2 R2 +R3’
1 R
1,1 » V1,2 Ry + Rs
—Rap Rao Ra

= -, = ]_ s
@21 Ry + R3 @22 + Ry + R3 * R4+ R5
Qg3 = —Ras Boq = -t

ST Ri+ Ry T Ry+ Ry
1 1 -1
+ , = -

b= e T R R T Wt R

_ Ry R;5
V2,1 R2 n R3a72,3 R4 n R5,
o _ _RdNR—l

Ns,Ns—l RNR71 + RNR bl
—Ry

QNg,Ng Tu

Rny,—1+ Ry



Source; Load, Sourcey Loads Sourceyg Loady,

Fig. 3. Radial DCMG with Ng converters and Ny, loads.
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In general, the z*" equation for this system has the form
az,zflis(.r—l) + az,a:is(x) + aa:,:v+1is(ac+l) = ﬂx,mflém’fl
+Bz,m51+ﬂm,m+15m+l + ’Yx,TZL(a,) + ’Y:zc,m—&—liL(m-&-l)
Q1,0 =aNs Ns+1 = 1,0 = BNs Ns+1 =0

In a matrix format, the system equations can be formulated as

Als = BA+T1Iy (6)
a1 a2 O 0 0
g1 Qo2 a3 0 0
A=
0 0 0 QNg,Ns—1 ‘Ng,Ng
[ 51,1 51,2 0 0 e 0
B21 Boo P2z O o 0
B = . . . . . .
L 0 0 0 ﬁNs,stl BNS,NS
[ v1 me2 00 0
0 Y2 723 0 0
I' = . . . . . .
| 0 0 0 YNs,Ns—1 7YNg,Ns
Z'sl (51 iLl
iso D) ir2
IS = aA = 7IL =
Z.SNS 6NS‘ iLNL

These are Ng equations in (6) which can be used to determine
the of Ng unknowns. The variables in these equations are i,
r=1,2,...,Ns,iry, y=1,2,...,Np, and 6, = 1,2, ..., Ngs.
The FDIA detector receives measurements for ig,.from the
sources and for i, from the loads. In the ideal case, all source
and load currents are sent to the FDIA detector such that it can
estimate 0,x = 1,2,..., Ng. However, the method presented
in this section shows that FDIA can be detected with fewer
measurements.

The ability to detect FDIAs with fewer load measurements
provides valuable support, especially for large networks. As-
sume the Ng converter measurements are available, but only
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the measurements of Ny loads are available. Let the number
of unavailable load current measurements Ny, = N — N1
be smaller than Ng. It is possible, in this case, to detect the
presence of any FDIA in the system. If, besides that, the FDIA
are in dispersed converters, the method can identify up to
Ng — N — 1 concurrent FDIAs.

Let the set of unmeasured loads be included in L, then
the set Sp for the converters whose FDIA can be identified
satisfies the relationships in (7) for any value of = and y.

. I:Fbu |B5/D] Fqu |B5/D

{1>27---7Ns}\$‘ % ’[ ]{1127---,Ns}\y¢1 7&(2)

[[X]| is the determinant of X, {1,2,---, Ng}\z means the
set of the rows from 1 to Ng except the 2" one, and M is
the sub-matrix of M whose columns indexes are included in
the set S. In other words, [[“[B*], , .y, is a matrix
formed by augmented the columns of I' includes in the set
Lq; with the column of B included in the set S, in (6) after
eliminating the 2" row from each of them.

In above equations, a number of Ny, load currents are
unknown, thus (6) can be used to determined these Njpo
currents and since (6) can be used to determine Ng variables,
additional Ng — Ny, variables can also be determined and
these can be from the FDIA parameters d,.. Usually, there can
be a few FDIAs in the DCMG, since finding security gaps in
converters provided by different manufacturers can be chal-
lenging. Moreover, attaching several converters at the same
time is associated with abnormal traffic in the communication
network, which can easily be detected at the communication
level. Thus, attackers usually target and carefully select a few
resources for attack. Therefore, it is reasonable to assume most
of the &, are 0, but a few of them can have a nonzero value.

Equation (7), indicates there are at least two selections for
a Ng — 1 subset of the equations in (6) that yield a unique
solution for the same elements in £y and Sp. Note that the
0s not included S, are assumed to have zero values. The
first selection is {1,2,---, Ng}\z and the second selection
is {1,2,---, Nsg}\y, and the solution provided by these two
selections can be identical or different. If the solutions pro-
vided by the two selections are identical, then the determined
values for the elements in Ly and Sp are valid, but if the two
solutions do not match, this indicates one or more FDIAs in
the DCMG, but the considered selection for the elements in
Sp is invalid.

A special case of (7), is when the current measurements
for the loads 1,3,5,---, Ny are available and L which
corresponds to the elements 2,4,6,---, Ny, — 1 is shown in
(8). In this case, the FDIAs can be detected by algorithm 1.

B V2.1 0 0o - 0
Y22 0 0o - 0
0 43 0 -- 0
Tl — 0 Yaa 0 - 0 (8)
0 0 0 YNvp—1,N.—1
L 0 0 0 7NL7NL—1 i




Algorithm 1 FDIA Detection with Partial Load Measurements
A. Include the loads 2,4,6,..N;, — 1 in the set Ly and let
Ny be the number of elements in Lg;.

B. determine the current measurement of the loads not
included in Lq.
C. Assume there are FDIA in Nyy = Ng — Ny — 1 of the
converters
D. For various combinations of selecting Ny out of the Ng
converters
D.I. Include the selected converter in the set Sp
D.II. Find values for x and y that satisfy (7).
D.III. Determine for the variables for the elements in Ly
and Sp by solving.

It 1—
] = 1B Y o
D.IV. validate the results obtained in D.II by solving
Ifﬂ — [[tu BSZ} -1 Y
ASo =[] ]{1,2,~~~,Ns}\y[ ]{1,27"'71\75}\?1

D.V. If the results in D.III match those obtained in D.IV,
then save the obtained solution as a potentially valid set
of ds. Select another combination and go to D.I.
E. If only one valid solution is identified, then this repre-
sents the actual FDIA and it is successfully identified.
F. If several potential valid set are identified, Ny, concurrent
FDIAs are detected within these potential valid sets.
G. If none of the combinations in step D produces a valid
set, then more than Ny concurrent FDIAs are detected.

The [Y](1,2,....Ns}\~ in step D is a vector that includes all
the element in Y except the 2! element. Y = AIg — '] fﬂ
where L5 is the loads with available measurement. In this
approach through N ; load measurements, up to Ng—Npo—1
concurrent FDIA can accurately be identified.

The condition in F occurs when the converters with FDIAs
are not adequately dispersed within the DCMG. In this case,
the matrix [[“#|B*?] comprises two decoupled sub-matrices,
where the sub-matrix associated with S, in step D.III is
identical to that in D.IV. Accordingly, these two steps produce
the same results, which satisfy the condition in D.IV for
some of the adjacent converters. In this case, Ny FDIAs
within this subset of converters are detected, but cannot
be identified. This indicates that the proposed approach can
isolate the group of impacted converters by the FDIAs even
when these converters are not optimally positioned in regard
to the method’s effectiveness. Section IV demonstrates this
capability through a representative example.

In practical systems, it is unlikely to experience a large num-
ber of concurrent FDIAs on dispersed converters, especially
when these converters are from different providers. Thus, the
proposed approach in this section can be effective in identify-
ing FDIAs with a reduced number of load measurements. This
approach is not limited to the radial topology; it can rather be
extended to address networks with different typologies where
the same principle applies in all these cases.
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TABLE I
SIMULATION PARAMETERS FOR THE FDIA DETECTION THROUGH
PARTIAL MEASUREMENTS

[ Parameter [ Value [[ Parameter | Value [[ Parameter | Value |
Vier 48V Rg1-Rgs 0.1Q Ldy 5A
Lda 4A Lds 10A Ldy TA
Lds 2A Ldg 6.0A Ldr 8A
Ry 0.5Q Ro 0.3Q2 R3 0.2Q2
Ry 0.15Q Rs 0.1Q Rg 0.2Q
Ry 0.2 Rg 0.2Q Ro 0.4Q
Rig 0.3Q2 R11 0.3Q2 Rio 0.25Q2

TABLE II
FDIA DETECTION WITH PARTIAL MEASUREMENT (NO FDIAS)
l [51:0[(52:0[63:0[5410155:0[56:0]
1 2 3 4 5 6
1 0,0 0,0 0,0 0,0 0,0
2 X 0,0 0,0 0,0 0,0
3 X X 0,0 0,0 0,0
4 X X X 0,0 0,0
5 X X X X 0,0

IV. SIMULATION RESULTS

In this simulation, a radial network similar to the one in
Fig. 3 with 6 converters and 7 loads is considered with the
parameters listed in Table I. In this case, the measurements of
Loads 2,4, and 6 are unavailable. For this system Ny = 2
and accordingly up to 2 FDIAs can be detected.

Various FDIAs scenarios are then implemented in voltage
sensors and the results are shown in Table II - VI In these
tables, the imposed FDIAs are shown at the top of the table
and the element in cell x,y is the value of (d,, J,) determined
by the method in Section III. If this cell contains "-", this
indicates a non-valid solution, while "X" is not considered, as
this case is covered in the upper triangle of that table.

Table II shows the results for the no FDIA scenario in the
system where the selections of any two converters produce

TABLE III
FDIA DETECTION WITH PARTIAL MEASUREMENT (CONVERTER 1)

l [(51:1.0[52:0[ 03 =0 [5420[6520[5620]

1 2 3 4 5 6

1 1.0, 0.0 1.0, 0.0 1.0, 0.0 | 1.0, 0.0 | 1.0, 0.0

2 X -0.7, -0.3 - - -

3 X X - - -

4 X X X - -

5 X X X X -

TABLE IV

FDIA DETECTION WITH PARTIAL MEASUREMENTS (CONV. 1 AND 3)

[ ]81=107] 62=0 [ 63=20 [64=0]065=0]d6=0 |
1 2 3 4 5 6
1 55, 45 1.0, 2.0 - - -
2 X -0.69, 1.69 - - -
3 X X - - -
4 X X X - -
5 X X X X -




TABLE V
FDIA DETECTION WITH PARTIAL MEASUREMENTS (CONV. 1 AND 4)

[ [8:1=10[0:=005=0[82=20]0=0]06=0 |

i 2 3 1 5 6

1 - N 10,20 -

2 X - - - -

3 X X - - -

4 X X X - -

5 X X X X .
TABLE VI

FDIA DETECTION WITH PARTIAL MEASUREMENTS (CONV. 1, 4 AND 5)

l [6121.0[6220[5320[5422.0155230[56:0]
1 2 3 4 5 6

U W N -
el

X
X
X

ol

a valid estimation (0.0,0.0), which represents an accurate
estimation from the proposed method.

Table III shows the results for a single FDIA scenario
in convertery with §; 1.0. The algorithm considers all
possible combinations of 2 concurrent FDIAs, and Table III
shows that whenever converter; is considered, the algorithm
produces a valid estimation. However, when the combination
of convertery and converters is considered, the algorithm
produced a wrong estimation for FDIAs in these two con-
verters. Note that this wrong estimation is obtained since the
shape of Y = Alg—T*I;" shown in 9 has the first four rows
decoupled from the last two. Then solving for ips, 414, d2 and
03 is limited in the first four rows of Y. Steps D.III and D.IV in
algorithm 1, accordingly, use the same sub-matrix to solve for
i12,1r14, 02 and d3 which leads to identical solutions. However,
in this scenario, a single FDIA converter; is identified since it
produces the same result whenever this converter is considered
in the set Sp.

Y21 0 0 Bip O ino
Y22 0 0 Bop fos ia
0 M3 O 0 P33 .
: : -y ©
0 a4 O 0 Pz Z(gLﬁ ©)
0 0 w5 O 0 52
0 0 e O 0 3

The third scenario considers FDIAs in converter; and
converters. This scenario includes converters inadequately
dispersed in the DCMG. The obtained results are shown in
IV. Note that whenever two converters among converteri,
converters, and converters are selected, a potentially valid
solution is obtained; however, the obtained estimations do
not match. Accordingly, the algorithm declares two or more
FDIAs contained in the set of converter;, converters, and
converters.

The fourth scenario considers FDIAs in converter; and
convertery. This scenario represents a case of FDIAs in
converters adequately dispersed in the network. Table V shows
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that a single valid solution is determined by the algorithm, and
accordingly, the proposed method successfully identified the
imposed FDIAs.

The last scenario considers three FDIAs in converter,
convertery, and converters. In this case, all combinations
of converters produce a non-valid solution, which indicates a
case of more than two FDIAs.

The results in this section show that the proposed method
in Section III is effective in identifying, isolating, or detecting
any number of concurrent FDIAs in DCMGs through partial
load measurements.

V. CONCLUSION

This paper presented an FDIA attack detection algorithm
on decentralized standalone DCMG systems using partial load
measurements. The proposed algorithm adds an extra layer
of resiliency in communication-based DCMG systems during
an attack on the link or in applications. Detailed simulation
results in MATLAB/Simulink environment and correspond-
ing results have been provided under different FDIA attack
scenarios to verify the effectiveness of the developed attack
detection/identification scheme.
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