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Real-Time PMU Data Integrity Attack Resilience
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Abstract—The growing possibility of data anomalies origi-
nating from PMU measurements can significantly affect wide-
area protection and control applications. This paper presents
a physics-informed, hardware-native sparse recovery framework
for reconstructing PMU data anomalies in real-time. The pro-
posed method formulates anomaly detection as a compressed-
sensing problem and employs an ¢;-minimization-based re-
construction that runs deterministically on a substation-grade
automation controller. A physics-informed dynamic subspace
enables the algorithm to reject physically inconsistent measure-
ments while preserving actual system dynamics. The approach
is validated on an RTDS-SEL hardware testbed under multiple
data integrity attacks and across dynamic operating conditions.
Experiments on eight PMUs show 96-99.5% reconstruction accu-
racy, near-zero error, and low computational overhead, making
the approach suitable for practical deployment.

Index Terms—Physics-Informed, Compressive sensing, Dantzig
selector, PMU, Sparsity, Automation controller

I. INTRODUCTION

Phasor Measurement Units (PMUs) have become a critical
sensing backbone of modern power grids, providing high-
resolution, time-synchronised measurements that enable wide-
area monitoring, protection, and real-time control. Never-
theless, even within dedicated Operational Technology (OT)
infrastructures, PMU data streams remain vulnerable to qual-
ity degradations, missing data, and cyber-induced integrity
attacks [1]. Notable examples of control layer attacks are:
Stuxnet malware [2] and a cyberattack on Ukraine’s power
grid [3]]. In substations, Real-Time Automation Controllers
(RTACs) and other Intelligent Electronic Devices (IEDs) are
utilised for protection and automation tasks [4], serving as the
last line of defence against cyber intrusions and the first layer
of resilience to contingencies [S]. Embedding cybersecurity
solutions within the IED itself is therefore critical to prevent
compromised PMU data from propagating into protection
automation and control functions executed.

As reported in [6], approximately 10%-30% of PMU mea-
surements in China’s transmission grids exhibit data anomalies
or missing samples on a daily basis, which significantly
degrades the performance of online data-driven monitoring
and control methods [7]. The anomaly detection and re-
construction of compromised signals in the literature can
be broadly classified into system-oriented and IED-oriented
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approaches. Most of the works on data anomaly detection
[8], 9], [10], [11] and reconstruction [12], [13], [14], [L15]],
[L6], [17] approaches are system-centric, executed on external
computational resources without data being pulled live from
a Phasor Data Concentrator (PDC). In contrast, this paper
presents an IED-oriented solution in which the reconstruction
algorithm is deployed directly on an IEC 61131-3 Structured
Text (ST) logic engine—compliant SEL-RTAC acting as a PDC,
enabling embedded, real-time reconstruction of compromised
synchrophasor data.

Gao et al. [12] proposed a nuclear-norm-based matrix com-
pletion to reconstruct missing or corrupted PMU measurement
frames. References [13]], [14] exploit the low-rank structure
of Hankel matrices to detect and reconstruct the random
outliers in synchrophasor data. Although the above approaches
provide superior oscillatory mode extraction and are effective
for recovering missing entries in system matrices, they incur
significant computational overhead and are unsuitable for
practical deployment. To address the compressed sensing and
recovery problem [18]], references [15]], [16], [[17] proposed
an interface layer based on Robust Principal Component
Analysis (RPCA), implemented in MATLAB, which pre-
processes vectors of synchrophasor voltage samples to detect
malicious measurements and reconstruct the compromised
signals. However, the reliance on the YALLI MATLAB solver
for the ,—norm (0 < p < 1) minimisation step introduces
significant computational overhead and software dependency,
making their RPCA approaches impractical for real-time ex-
ecution on resource-constrained substation IEDs for practical
applications.

Huang et al. [5] were the first to implement an IED-oriented
multitagging defense on an SEL-RTAC, but remain to fuse
cyber—physical information for contingency detection. In con-
trast to [15], [L6], [17] and other works that focus mainly on
anomaly detection without on-device reconstruction, this paper
addresses that gap. It introduces the first end-to-end, real-
time, physics-informed synchrophasor data reconstruction us-
ing a LASSO-inspired Edge-Based Sparse-Low-Rank (EDGE-
SLR) framework deployed natively on a substation-grade
SEL-RTAC. The proposed EDGE-SLR leverages the inherent
low-dimensional power system dynamics, passing through a
learned low-rank subspace, to guide the reconstruction process,
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Fig. 1. Proposed real-time edge-embedded sparse recovery framework for anomaly detection and reconstruction of PMU data.

ensuring that only physically inconsistent measurements are
treated as anomalous. The sparse-plus-low-rank separation is
executed directly within the IEC 61131-3 ST environment,
eliminating the need for an external solver and enabling
execution on live PMU streams. The feasibility of the proposed
approach is demonstrated on a Real-Time Digital Simulator
(RTDS)-based testbed with live synchrophasor data streamed
to an SEL-RTAC. The method accurately reconstructs the
original PMU signal vector from the compromised signal,
considering two PMU signals (=~ 25%) are simultaneously
compromised.

The remainder of the paper is organised as follows: Section
[ outlines the proposed architecture; Section [[TI] describes
the problem formulation and deployment; Section [[V] presents
experimental results; and Section [V] concludes the paper.

II. PROPOSED ARCHITECTURE AND SYSTEM
INTEGRATION

Figure[T]illustrates the system architecture and integration of
the proposed EDGE-SLR framework, enabling practical reali-
sation of attack-resilient synchrophasor data reconstruction at
the substation edge. In the proposed framework, a substation-
grade automation controller functions as PDC configured
to receive high-resolution (20 ms frames/second) streaming
synchrophasor (voltage magnitudes) data from remote PMUs
deployed at different locations. The proposed EDGE-SLR al-
gorithm operates directly on the streaming voltage magnitudes
at the edge controller, eliminating the need for an external
preprocessor, as referenced in [15]], [16]], [17]. Data anomalies
in synchrophasor measurements—arising from noise, device
failures, communication interruptions, or cyber-induced at-
tacks—are assumed to occur prior to the data being processed
by the proposed EDGE-SLR framework.

The following realistic attack types are examined under
ambient and dynamic operating conditions:

1) Man-In-The-Middle (MIMT) Attack: An inline SNORT
Intrusion Prevention System (IPS) is used to perform protocol-
level manipulation of PMU streams.

2) Topology-resembling attack: Archived data segments
corresponding to grid events are injected.
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3) Data replay attack: Blocks of past PMU data are re-
played to the PDC during an N —1 generator trip.

4) Data missing entries attack: An inline SNORT IPS
injects missing measurements by replacing live PMU frames
with Not-a-Number (NaN) or zero values before they reach
the PDC.

III. PROBLEM FORMULATION AND SPARSE RECOVERY
ALGORITHM DEPLOYMENT

Let V, = [v41,V1.2,...,v.n]  denote the high-resolution
PMU voltage magnitude vector received at time t. During
operations, a set of V; streams may contain noise (n;) and
cyber-induced anomalies (s;). Thus, V; signal can be better
represented using (T)).

Vt = lt+St+nt (1)

where I, € RV*! is the low-rank dense component, s; €
RV X1 is the sparse anomaly component, and n; € RV*! ig
small additive noise component.

Therefore, the target here is to detect the corrupted entries
and estimate their amplitudes (i.e., the sparse vector (s;)),
at each time instant using an LASSO-based optimisation
scheme. We assume that no more than 25% of the PMU
channels are compromised at a given time instant, although an
individual compromised PMU may exhibit a high percentage
of anomalous samples. During normal operation, when there
are no anomaly entries and noise, then V; := ;.

In the literature, the problem of recovering sparse anoma-
lous samples in s; is presented as an online RPCA problem
using the Recursive Projected Compressed Sensing (ReProCS)
approach [15], [16l], [L7], [19]. Since their work relies on the
YALLI-¢; minimisation toolbox [20] and involves iterative con-
vex optimisation with non-deterministic execution time, mak-
ing them unsuitable for real-time deployment on substation-
grade controllers. To make real-time feasible, inspired by the
projection step of ReProCS, we replace its computationally ex-
pensive Least Squares (LS) support refinement with a solver-
free, fixed-iteration gradient-descent-based sparse—low-rank
reconstruction scheme suitable for deployment on a substation-
grade controller.



As detailed in reference [15], [19]], for a given training
voltage measurements from dynamic event (generation loss),
Viain = [Vi;0 < tg < tyain] With Vi := [;, estimate
the initial subspace U where [; lies. Thus, from a training
set Vian € RNM*% containing N PMU signals (voltage
magnitude) of sample length (¢5), we decomposed the Vi, set
using Singular Value Decomposition (SVD) as in [15] below.

Firue

Viin = »_ 03 uiv] )
=1

Here, ke denotes the full rank of the data matrix. A reduced
subspace U is obtained by retaining the first kypprox < Kirue
dominant singular vectors that capture at least 95-99% of
the total spectral energy, thereby preserving the true system
dynamics while suppressing noise present.

Perpendicular Projection onto Subspace: The learned
physics-informed subspace U is deployed within the IEC
61131-3 ST controller, and each incoming voltage vector V,
is projected onto the orthogonal complement of the learned
subspace via projection matrix ®; = Iy — U7, to get the
measurement vector y;.

v =0V, =0l +s; + 1) = &5y + D4 (L, +ny) (3)
~—_————

It

This equation helps retain the sparse anomaly component s;
and nullifies the contribution from the residual term I';.
Sparse Recovery (s;): To recover s; from y,, unlike [[15],
[16]], [17], [19] which rely on YALLI-based ¢;-minimisation,
we employ LASSO-inspired, a fixed-iteration, iterative thresh-
olding—based gradient shrinkage scheme. This eliminates
solver dependency and ensures deterministic execution on
IEDs. We solve ¢;-minimisation using Dantzig selector [21]]:

8¢ = min [[x¢[ s.t. 1@ (®x — yi)lloo <6 (4)
where || - ||; promotes sparsity and || - ||oo norm enforces a
bound on the maximum projected residual. The noise bound
0 is estimated offline from PMU data, following the Dantzig
selector formulation [21]], which ensures the feasibility of the
true signal and stable deployment. Since ®; is symmetric
(®,] = ®;) and idempotent (®? = @), the Dantzig-selector
residual satisfies: ®; (®;x; —y, ) = @, ((IDtxt - yt).
Iterative Gradient Descent Steps: During sparse recovery,
the descent variable X,Eh) is iteratively updated, initialised with
XEO) = y;. At each iteration h, the update direction is com-
puted as a smooth-approximation of the ¢1-subgradient as @

A tentative update is then formed as zgh) = xg ) +v,©d;
where v, denotes the step size.
(h) (h) (h)
d;" = ————~—sign(xy ) )

|X1t|‘~‘E

To enforce the Dantzig feasibility constraint, the algorithm
computes the first residual: rglft) = ((I)tzgh) — yt), and,
exploiting the fact that: ®; := ®; := ®2, if the projected
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residual: rgft) = @trg}ft) is > ¢, then a diagonal correction is

applied in (6), otherwise thH) = z,gh).
xth) = z,gh) (rg’t) &gn(ré t)) 5) © @, (6)

This update ensures that each iterate satisfies the Dantzig
constraint || ®] (®;x; — y,)|lcc < & while preserving the
sparsity-promoting behaviour of the ¢;-minimisation.

Recover (l})' Once h,q. descent iterations completes, the

(h+1) .

anomalous presence is estimated as §; ~ x; . Using the
§; estimate, lt is estlmated as lt := V; — §;. Once the §; is
accurately estimated, so I; will. This recovery procedure is
executed at every time step in a substation-grade controller.

Proposed Algorithm: In contrast to [15], [16], [17]
(YALLI-based), and following [19]], we propose a physics-
informed, LASSO-inspired EDGE-SLR algorithm for detect-
ing anomalous synchrophasor streaming data on-the-fly. The
procedure for recovering a clean signal vector from the com-
promised signal is detailed in Algorithm []

Algorithm 1: Proposed LASSO-Inspired EDGE-SLR

Input: Streaming PMU voltage vector V; € RN Output: 3¢, [t
Data: Apply SVD on Vimm to obtain U and > ; Choose
subspace approximate: U € RV X Kapprox
1 Parameter: €, hmax, Yh, Kapproz (k); Variables: h, med(-),
RealArr[], L, i, j, Clock_tick
2 fori=1to N do
3 Validate: isValid[i] := fun_IsValidReal(V[i]);
4 Set the initial support
o [1], ®[i, 5], weli], v xS =1
5 For each isValid[i] := TRUE Count L := L + 1; Store
RealArr[L] := V¢[i]; Sort fun_SortReal(ADR (RealArr), L)
6 Compute median of valid entries as med(-) := RealArr(-); For
each isValid[i] := FALSE perform V[i] := med(-)
7 fori=1to N do
8 for j =1to N do

1))

9 for i = 1 to k do ®+[i, 5] := ®+[i, 5] — (U[4, k]) - U[J, k];
10 | if i = j then ®[4, j] := ¢[i, 5] + 1;
1 if Clock_tick then
12 for i =1to N do
13 for j =1 to N do y:[i] := y¢[i] + Pels, j] - Ve[i];
Initialised x(h) [7] := yeld];
14 whlle h < hmax do
15 fori =1to N do
h)r. h)ra. (h)r h .
16 xi i) = 2 [ifs vV 1i) 1= 2" 6] = yelils
aM . —xﬁ"’ NEN
o =

t = (h)
[H
sign(r{" m> z ’”m = xM [i] + yn - A [

17 for j =1 to N do rghg [i] :== r(lht) [i] + ®¢[3, 5] -
2 [ (1) o= oS i)+ @eli, ) - ) [

18 if |rgft) [{]] > ¢ then
xMi] o= x(M i) - ) [0 - (5 6) - B, a):

19 | Next iteration h:=h+1;

20 Estimate §¢[¢] := x [z] Recover [3[i] :=
next iteration [z, [z] = I4[4]

V¢[i] — 8¢[¢], Save for

IV. EVALUATION: TEST SYSTEM AND USE CASES

To realise the proposed EDGE-SLR and its effectiveness,
the IEEE-39 bus network is considered, and a total of eight



PMUs (N = 8), including a SEL-421-4 relay, have been
deployed across the network as reported in reference [22], as
shown in Figure [I] In the experimental setup, eight synchro-
nised voltage magnitude measurements, sampled at a reporting
rate of 50 frames per second, are streamed to the SEL-3530
RTAC. The incoming signals are de-trended prior to entering
the sparse-recovery algorithm to remove steady-state biases.
An N-1 generation trip event (825 MW) is simulated to gener-
ate raw training data comprising approximately 4792 samples.
A Singular Value Decomposition (SVD) is then applied to ex-
tract a physics-informed dynamic training subspace U, which
provides a low-rank approximation of the raw data. The tuned
parameter values used in the implementation are: € = 1074,
hmax = 10, v, = 0.005, and kypprox = 3. To evaluate
robustness, two PMU signals are deliberately compromised,
and their reconstructions under ambient and dynamic operating
conditions are obtained following Algorithm [T} Reconstruction
accuracy is computed from the reduction in Root Mean
Squared Error (RMSE) between the original-compromised
and original-reconstructed signals. Accuracy is first computed
per PMU using RMSE reduction, and the global accuracy is
obtained by averaging across all N = 8 PMUs.

For brevity, only representative reconstruction results are
illustrated; however, the proposed framework is applicable
across a wide range of operational and attack scenarios.

1) Ambient Condition: To mimic real-world ambient vari-
ability, Gaussian noise with SNR = 1 and zero mean is added
to the three-phase voltage inputs of PMU 1 and PMU 5. Under
ambient conditions, two use cases are presented to evaluate the
performance of the proposed algorithm.
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Fig. 2. Case-I: Correlated MITM attack via SNORT IPS on PMU 1 and PMU
5: (a) reconstruction profile, and (b) reconstruction error.

MITM Attack (Case 1): Figure 2] shows the parameter-
manipulation (MITM) attack injected via SNORT IPS inline
mode in PMU 1 voltage magnitude |Vas| signal. The attack
consists of an upward distortion from 15:29:20 to 15:30:06
(2300 samples at 50 fps) followed by a downward distortion
from 15:30:37 to 15:31:24 (2350 samples). Only the deviations
in the voltage magnitudes from the nominal condition have
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been shown. Figure [2] (b) shows the degree of reconstruction
error, i.e., measured by subtracting the compromised signal
from the original signal. The error remains close to zero,
except for bounded shifts during attack periods, which demon-
strates very good reconstruction in real-time at the SEL-3530
RTAC. Overall, it is observed that the EDGE-SLR method
achieves a reconstruction accuracy of 99.52%. PMU-1 and
PMU 5 — the only affected devices — achieved 98% and
98.29% accuracy, respectively.

Topology Resembling Attack (Case I1): Figure [3] shows the
grid-topology-resembling (generator-trip) attack—mimicking
the 825-MW G9 trip—applied to the PMU-5 voltage mag-
nitude |Vy1|, occurring from 16:13:49 to 16:14:28 (1950
samples). Despite the large attack magnitude, the proposed
algorithm effectively learns the underlying system dynamics
and rejects the injected artificial disturbance, as evidenced by
the near-zero reconstruction error shown in Figure [3(b). Under
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= Data Resembling Attack
5 -0.0200
2 -0.0350 Gen (G9) trip
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: > mimicking data repetition attack
-0.0650
0.0069 X —
> 0.0039] (®) i e
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Fig. 3. Case-II: Correlated data resembling attack on PMU 1 and PMU 5:
(a) reconstruction profile, and (b) reconstruction error.

ambient conditions with a data-resembling attack, the overall
reconstruction accuracy remained high at 96.32%. The two
targeted devices—PMU 1 and PMU 5 achieved reconstruction
accuracies of 81.19% and 89.42%, respectively.
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Fig. 4. Case-III: Correlated data repetition attack on PMU 1 and PMU 5: (a)
reconstruction profile, and (b) reconstruction error.

2) Dynamic Condition: A dynamic disturbance is emulated
by initiating an N-1 contingency in which the 8§25 MW
generator (G9) at Bus 29 is tripped. Two representative attack



use cases are presented under this condition to evaluate the
performance of the proposed algorithm.

Data Repetition Attack (Case II1): In this case, an archived
segment of data—shown in Figure [3—was repeated six times
and injected into the PMU-5 voltage-magnitude signal |V |
to mimic the data repetition attack as illustrated in Figure
Even though the repeated sequence was inverted relative to
the original data to induce a large deviation, the proposed
algorithm still tracks the underlying physical system dynamics,
resulting in near-zero reconstruction error, as shown in Figure
Mb). Under dynamic operating conditions and in the presence
of this data-repetition attack, the proposed method achieved
an overall reconstruction accuracy of 97.21%, with the two
affected PMUs—PMU 1 and PMU 5—achieving accuracies
of 81.11% and 96.64%, respectively.

Data-Missing Attack (Case 1V): During the dynamic event,
|V11| was compromised via SNORT IPS by injecting NaN and
zero samples, producing the green dashed missing-data gaps
shown in Figure [5] The algorithm’s resiliency under missing
data—with near-zero reconstruction error—is illustrated in

Figure [3(b).
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5 -0.0070
£.0.01601 (a)
5-0.0250 )
3-0.0340 Gen (G9) trip —— Original Signal
1 -0.0430 —— Compromised Signal V;
g -0.0520 A —— Reconstructed Signal
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-0.0700
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Timestamp (IST)
Fig. 5. Case-IV: Correlated data missing attack on PMU 1 and PMU 5: (a)
reconstruction profile, and (b) reconstruction error.

Remarks on Memory Footprint: On the SEL-3530 RTAC,
the algorithm ran at a 20 ms cycle using only 27% CPU and
215 MB RAM (29%). This demonstrates that the anomaly-
detection and sparse-recovery pipeline operates effectively
within device limits, leaving ample headroom for real-time
deployment.

V. CONCLUSION

This work presented a physics-informed, LASSO-inspired
sparse-recovery algorithm deployed natively on an SEL-
3530 RTAC for real-time PMU data anomaly reconstruction.
Hardware-in-the-loop evaluations under multiple data integrity
attack scenarios showed near-zero reconstruction error and
96-99.5% accuracy across the PMU signals, including un-
der dynamic grid events. The algorithm’s fixed-iteration and
solver-free designs ensure deterministic execution on SEL-
RTAC, with a memory footprint of 27% CPU and 215 MB
RAM, making it suitable for practical deployment in con-
trol centres, which can significantly enhance cyber-physical
resilience in wide-area monitoring and control applications.
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Future work will explore advanced sparse-recovery formu-
lations to improve performance and extend the framework to
jointly reconstruct multi-domain PMU measurements.
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