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Abstract—The reliability and robustness of the communica-
tion network are critical to ensure that the smart grid operates
seamlessly with little to no interruptions. Cyber-attacks like
False Data Injections compromise packets in the communication
network, making the smart grid vulnerable. Hence, it is impor-
tant to ensure data integrity and reliability of the network. In
this work, we present and implement a weighted-voting hybrid
framework that combines network physics-informed models
(conventional and extended) with IsoForest-LSTM (Isolation
Forest plus LSTM). The extended network physics-informed
model enhances detection of previously masked gross errors by
achieving 70% recall, more than twice that of the conventional
model. IsoForest-LSTM captures subtle anomalies to improve
recall by 90%. Combining decisions from these models and
applying weighted voting, the proposed hybrid framework
achieves a near-perfect performance by significantly improv-
ing recall and F,-score compared to the standalone models.
Hence, the experimental results validate the effectiveness of the
hybrid framework to provide reliable decisions in securing the
communication network.

Index Terms—cyber-attacks, reliability, weighted-voting, com-
munication network, smart grid, hybrid framework

I. INTRODUCTION

Modern network technologies have significantly con-
tributed to the realization of the smart grid, which comprises
grid components, sensors, and communication network de-
vices for real-time data transmission. The increasing inter-
connection and digitalization of modern power systems have
expanded the attack surface of smart grids. Power outages
from vulnerabilities in the smart grid are estimated to cost
the United States $80 billion annually [1]. This can serve as a
motivation for terrorism-based cyber-attacks. Hence, anomaly
detection to assess the state of the communication network
is a critical component of smart grid reliability.

Previous works in [2], [3] have shown that Machine Learn-
ing (ML) methods like Isolation Forest (IF), AutoEncoders
(AE), and Support Vector Machines can spot irregularities in
sensor data, but they treat the grid as a black box and ignore
its physics. Likewise, a study in [4] on class imbalance for
intrusion detection did not exploit measurement redundancy
or observability to improve accuracy. Studies in [5] improve
residual-based detection in [1], [6] by introducing Composed
Measurement Error (CME) that combines detectable and
undetectable errors for robustness. However, the standalone
models in [1]-[4], [6], while effective in capturing anomalies,
are limited by model and data dependencies.
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Recent research has introduced ensemble methods that
combine multiple models for more reliable anomaly detec-
tion. The authors in [7] present Ensemble CorrDet with
Adaptive Statistics (ECD-AS), which aggregates multiple
CorrDet detectors and demonstrates improved performance
by learning statistical features from grid and communication
networks. However, [8] questions the robustness of ECD-AS
to stealthy False Data Injection (FDI) attacks, presenting that
intruders aware of these statistics can craft undetectable FDIs.
They propose an encryption framework to modify measure-
ment statistics and enhance detection. But since ECD-AS
detectors use the same logic, they share the same biases,
limiting improvements in decision reliability.

The need for a more reliable anomaly detection has driven
research toward hybrid frameworks combining heterogeneous
models. In [9], a hybrid statistical-ML model was presented
that uses the Seasonal Autoregressive Integration Moving
Average and Long Short-Term Memory (LSTM) to detect
anomalies in industrial cyber-physical network traffic (i.e.,
packet and arrival time distributions). While effective for
forecasting-based detection, it neglects the system’s underly-
ing physics in decision-making. Studies in [10] and [11] in-
tegrate ECD-AS with physics-informed models for improved
anomaly detection in [7], but their fusion method suffers
when one model underperforms. Research in [11] ignores
undetectable errors, making the communication network vul-
nerable, while [10] addresses this with CME only for the
power grid, not the communication network.

Overall, prior works apply ML or physics-informed mod-
els, and some use ensemble and hybrid methods, but rarely
tackle the communication network layer, where data in-
tegrity and latency are critical. Also, others ignore CME
that enhance robustness. These gaps motivate our research
in this unexplored area, where we combine the extended
Network Physics-Informed (NPI) and ML models through
a weighted-voting scheme for reliable anomaly detection in
the communication network.

The contributions of this work to the state-of-the-art are
outlined as follows.

o Formulate a normalization strategy to standardize net-
work statistics for robustness against scaling inconsisten-
cies and poor conditioning from measurement variability
across heterogeneous communication channels.

o Design an application of the extended Network Physics-
Informed model for FDI detection in communication
networks by integrating detectable and undetectable er-
ror components in the measurement model.



o Implement an IsoForest-LSTM model useful for fore-
casting time series data for FDI anomaly detection.

e Develop a novel weighted-voting hybrid framework,
combining extended and conventional NPIs with
IsoForest-LSTM models for reliable FDI detection.

The remaining sections of the paper are organized as fol-
lows. Section II provides the background information on the
baseline models relevant to this study. Section III describes
the proposed hybrid framework for detecting anomalies.
Section IV presents a case study and discusses the research
findings. Section V summarizes the findings of the work.

II. BACKGROUND INFORMATION

A. Measurement Error Detection: From Conventional to Ex-
tended Network Physics-Informed Models

Detecting Gross Error (GE) in measurement data requires
distinguishing between detectable (ep) and undetectable er-
rors (err). Detectable errors affect measurement residuals and
can be identified through statistical tests, whereas Unde-
tectable errors remain hidden within the estimation process.

State estimation minimizes the weighted squared residuals
between measurements z and predicted values h(z), as in (1).

3= argmtin J(x), J(z)= Z(Z’z - hi(x))QQz‘_il )

i=1

where z € R™ is the measurement vector, z € R is the
state vector, h(z) : RY — R™ is the nonlinear measurement
function, and € is the residual covariance, E[rr’] = (I —
P)cov(e), with mean E(e) = (I — P)E(e) = 0. The
measurement error e is assumed Gaussian with zero mean and
standard deviation 0. Measurements are normalized by their
maximum values for consistent scaling and proper numeri-
cal conditioning across heterogeneous units and magnitudes.
The normalized measurement vector represents the observed
communication-layer parameters: Inter-Arrival Time (IAT),
Transmission Delay (TD), Packet Count (PC), and Roundtrip
Time (RTT), defined in (2).

_IAT
IAT, orm = maz(IAT)
TD
- TDyorm = ‘mazx(TD)
L ot (2)
PCnoT’I’I’L = W
_ __ RIT
RTTnorm - m

The network state vector, x from the normalized network
measurements, is given in 3, where A, oy, and fiporm, are the
normalized arrival and service rates, respectively.

e Morm = ﬁ x min(IAT) 3
tnorm = (75 + 747 ) X min(TD + IAT)
The mapping from state to measurements follows queueing
theory, which describes how observable metrics depend on
the underlying arrival and service rates, as shown in (4).

IATno'r‘m /\nirm
D [ S
7 — norm _ h(X) + e — ,ltnnrm_Anorm + e
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Similar to [11], the mean waiting time is W = 1/pnorm +
W,, with queueing delay Wy = 1/(tnorm — Anorm), and
propagation delay is @ = d/s, where d is transmission
distance and s link speed.

The measurement space R™ can be decomposed into
detectable and undetectable errors [12]. Mathematically, the
space decomposes into the range of the Jacobian, R(H),
containing undetectable errors er;, and its orthogonal com-
plement, R(H )l, containing detectable errors ep:

R™ =R(H)DRH), e=ey+ep 5)
Residuals depend only on ep, so a small residual does
not guarantee accurate estimation. The weighted error norm
separates as:

lellf- = levliz-+ + llenllz- (6)

The Innovation Index (II) links detectable and undetectable
components [13]:

I — ||€33HR*1 _ V1—- Py )
llet[lr— VP
where P is the projection matrix.
The CME captures the total error magnitude :
2 2 2 1 2

Incorporating the CME into a chi-square test extends gross
error detection from the conventional residual space R™~V
to the full measurement space R"":

& = argmin Jo(2)
x

st J, (@)—i(CMEi)Q Jo(&) > x3,., (GE),
o _izl i " | Je(@) < x2,, (No GE).

€))

where ~ is the confidence level of the test, e.g., 98%.

Since direct computation is costly, [12] introduced an II-
based formulation that implicitly represents the undetectable
subspace and extends the estimation space to R™. The
processing steps are summarized in Algorithm 1, applied here
to the communication layer.

Algorithm 1 Processing a New Data Set [12]

1) Normalization: Normalize all measurements to system
base values.

2) Covariance estimation: Assume any measurement
may contain a GE and set its standard deviation as a
small fraction of the nominal value to get R.

3) State estimation: Using normalized measurements z,
measurement model h(z), and an initial flat start of x,
minimize the cost function in (9).

4) Gross error detection: After convergence (or iteration
limit), apply the chi-square test in (9) to detect GE.

B. IsoForest-LSTM

The IsoForest-LSTM framework referred to in this work
integrates LSTM Autoencoder and Isolation Forest models,
leveraging their complementary strengths, which are temporal
feature learning and structural outlier detection, respectively.



1) LSTM Autoencoder: 1t is designed to capture temporal
dependencies and reconstruct normal behavior patterns from
multivariate time-series data.

o Encoder: Two stacked LSTM layers (128 — 48 units)
compress 200 x 7 input sequences to low-dimensional
latent representations, with dropout (0.1) and layer nor-
malization to curb overfitting and stabilize features.

o Decoder: The latent vector is repeated across time-steps
and passed through symmetric LSTM layers to recon-
struct the input, with Mean Squared Error quantifying
reconstruction accuracy for normal data.

e Anomaly Score (AE;,,i): The AE anomaly score is the
mean of the top 10% reconstruction errors per sample,
capturing local deviations indicative of anomalies.

2) Isolation Forest on Latent Space: The encoder’s latent
outputs train an IF that isolates anomalies through random
feature space partitioning. Anomalies require fewer splits
than normal samples, producing scores inversely related to
normality, which are min-max normalized to [0, 1].

3) IsoForest-LSTM (AE x IF): To utilize both
reconstruction-based and structure-based information, a
weighted hybrid score is computed:

SirLst™M = W - Sag,,,, + (1 —w) - SiF (10)

The weight w, optimized via grid search to maximize Fj
score, determines the AE’s contribution and balances tempo-
ral error sensitivity with IF’s structural outlier detection.

4) Threshold Optimization: The threshold 7 is optimized
by sweeping quantiles (0.500-0.999) to maximize F5-score,
prioritizing recall. The selected optimal value 7 = 0.951
balances precision and recall.

III. WEIGHTED-VOTING HYBRID FRAMEWORK FOR
ANOMALY DETECTION

To the best of our knowledge, this is the first study to
provide a unified framework that combines network physics-
informed models with the IsoForest-LSTM model and ap-
plies weighted voting for more reliability in anomaly de-
tection. Hence, this section discusses the novel weighted-
voting hybrid framework introduced in this work for detecting
anomalies in the communication network of the smart grid.
Fig. 1 shows the workflow of the proposed hybrid anomaly
detection framework that utilizes the weighted-voting scheme.
The hybrid framework combines NPI models with machine
learning models to complement each other’s strengths. As
discussed in Sections II-A and II-B, the NPI models capture
interpretable unexpected behavior using the deviations from
residuals, while the IsoForest-LSTM model captures subtle
anomalies in temporal data patterns. Weighted voting, as
proven in [14] has demonstrated more effectiveness in pro-
viding reliable decisions to detect anomalies than the majority
rule voting method. It is considered in this work, especially
when these models have unequal performances.

In the weighted-voting scheme, each model is assigned
a weight, w;, based on its classification performance on
samples. The weighted scores are aggregated to obtain a final
score, Shyb. The final decision, Dyy, on normal or anomalous
samples, is obtained by thresholding the sum of the weighted
scores, which is the class with the highest votes. This ensures
that under-performing models have less influence in the final
decision, whereas high-performing models strongly impact
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Fig. 1: Overall Flowchart of the Proposed Weighted-Voting
Hybrid Framework for Detecting Anomalies

the final decision for classification. The process for the
weighted-voting is mathematically modeled in (11).

Diw — 1, if Shyb > Thyb
hyb = .
Y 0, otherwise

K
Shyb = E w; Sy
i=1

K
s.t.  w; Z 0, sz =1
i=1

1)

Where K is the total number of models, and i = 1,2,..., K
indexes each model. The weight w; assigned to the ith
model is constrained to be positive and normalized to sum
up to 1. The decision threshold is denoted as Tyy, and is
used to determine whether the final decision on a sample is
anomalous (1) or normal (0).

IV. CASE STUDY IMPLEMENTATION

The framework is tested on a 14-bus network architecture
as in [11]. To emulate a realistic communication network
behavior, we utilize SimPy, which is an open-source dis-
crete event simulator, to generate the network parameters:
IAT, TD, PC, and RTT considered in this work. These
normalized network measurements represent the temporal and
statistical behavior of packets in the communication network
under normal and anomalous cases. The dataset consists of
200,000 network measurements embedded with Gaussian
noise, spread across 250 samples, where each sample has
200 measurements for each of the four defined measurement
types. The Gaussian noise added to the measurements for
uncertainties has zero mean and a standard deviation of 0.5%.

The FDI implementation involves compromising a single
measurement from 4% of the total samples consecutively
to evaluate the sensitivity of these models in detecting bad
data. The size of the FDI attack is generated as a zero-mean
Gaussian noise with a standard deviation proportional to the
measurement magnitude scaled by 8% + 0.01, sampled from
a Gaussian distribution. This allows the injected FDI to vary
slightly across different measurement samples. The size of
the state vector is 28, resulting in a Global Redundancy
Level (GRL = m/N) of 7.14. For the conventional NPI,
the Chi-square threshold is 854.828 (normalized value is
0.992), corresponding to 772 degrees of freedom (m — NN)
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Fig. 2: False Data Injection Attack Detection Comparison Across the Models

at 98% confidence level. The extended NPI has a Chi-square
threshold of 884.279 (normalized value of 0.995) with 800
degrees of freedom (m) at 98% confidence level.

LSTM AE trained on normal data captures temporal pat-
terns, while IF detects structural anomalies in latent space.
Their weighted fusion yields the IsoForest-LSTM anomaly
score. The fusion weight (w) and threshold (7) were opti-
mized through grid search and Fh-score maximization, re-
spectively, emphasizing recall for reliable anomaly detection.

Parameter Discussion: Several parameters in the IsoForest-
LSTM framework significantly influenced performance:

« Latent Dimension (48): A 48-dimensional latent space
was chosen to balance temporal features with model
generalization, avoiding underfitting from small values
and high reconstruction variance from large values.

o Top-k Fraction (10%): AE anomaly scores used the
top 10% reconstruction errors per sample, amplifying
sensitivity to short-term deviations.

o Fusion Weight (w): Reducing the AE weight empha-
sized IF’s structural anomaly detection, enhancing recall
without significantly compromising precision.

o Threshold (7): Optimized F thresholds prioritize recall
to capture subtle anomalies, improving precision-recall
balance over fixed cutoffs.

The weighted-voting hybrid framework assigns weights
(0.175,0.375, and 0.448) based on the F5-score performance
of each of the three models (conventional NPI, extended
NPI, and IsoForest-LSTM). The threshold, 7y, is set as
0.652 using the midpoint method, which has been proven to
effectively classify slightly distinguishable data distributions.

A. Results and Analysis

The performance of the proposed weighted-voting hybrid
framework is compared with conventional NPI, extended NPI,
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and IsoForest-LSTM. Figure 2 illustrates the residuals and
decision scores obtained from the presented hybrid model and
the three baseline models (conventional NPI, extended NPI,
and IsoForest-LSTM) against their thresholds. The models
classify samples as anomalous when their residuals or de-
cision scores exceed the threshold value, indicated as a red
line. Samples with residuals or decision scores below the red
threshold line are detected as normal. The conventional and
extended NPIs show high sensitivity to large-magnitude FDIs,
assigning high penalties to these errors from the models.
This results in large residuals for anomalous samples and
small residuals for normal samples, depicting a separation
between the anomalous and normal samples. The extended
NPI detects more large-magnitude FDI than the conventional
NPI from its inclusion of previously undetectable errors.
However, both NPIs assign low residuals to subtle FDI and
fail to detect them. The IsoForest-LSTM learns temporal
patterns to detect the subtle FDIs improving on the number
of detected anomalous samples. The proposed hybrid frame-
work integrates insights from the baseline models to provide
superior performance in distinguishing normal and anomalous
samples.

We evaluate these models using precision, recall, F;-Score,
accuracy, and confusion matrix (true negative (TN), false
positive (FP), false negative (FN), true positive (TP)) met-
rics. Table I summarizes the performance outcome for these
models. All models generally demonstrate high precision and
accuracy in detecting normal samples. The NPIs correctly
classify normal samples with high TNs but miss anomalies
with low recall (from low TP) and Fj-score (from low TP
and high FP). The extended NPI improves the anomalous
class performance of the conventional NPI (with TP= 3) by
detecting more than twice as many anomalies (with TP= 7),



TABLE I: Performance of Models for Bad Data Detection

Model Class Prec. Rec. F1 Ace. TN FP FN TP
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koot O L O e 20 1 0 s
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resulting in a recall from 30% to 70% and an Fj-score from
46% to 82%. It achieves this by incorporating previously
undetectable errors in the detection process. However, it
still misclassifies three anomalous samples due to its limited
ability to detect subtle FDI attacks.

The IsoForest-LSTM outperforms the NPIs by resolv-
ing their limitation using temporal patterns and scoring to
improve the detection of subtle FDI attacks. Out of the
250 total samples, only one was misclassified (a high-
magnitude FDI), resulting in an overall accuracy of 99.6%.
For the anomalous class, the model achieved a precision of
100%, a recall of 90%, and an Fj-score of 94.74%. These
results indicate that IsoForest-LSTM effectively combined
the LSTM’s reconstruction-based detection with the IF’s
structure-based scoring. The adaptive threshold selection and
weighting improved recall while maintaining high precision,
demonstrating the model’s robustness in identifying temporal
and distributional anomalies compared to the NPIs.

The hybrid framework achieved the highest performance.
It leverages the complementary strengths of the NPIs and
IsoForest-LSTM with weighted voting to provide more reli-
able decisions for detecting anomalies. It maintains a high
accuracy (from high TN), precision (from high TP and
low FP), recall (from high TP), and Fj-score (from high
TP and low FP) of 100%. While the NPIs demonstrated
reliable detection of normal samples and the IsoForest-LSTM
effectively identified subtle FDIs, the hybrid model achieved
near-perfect discrimination between normal and anomalous
samples. This result validates the effectiveness of the pro-
posed framework.

V. CONCLUSION

This paper presents a novel hybrid framework with
weighted-voting to improve robustness in detecting FDI at-
tacks at the communication network layer of the smart grid.
The proposed framework integrates the physics-informed
models (conventional and extended), which perform residual-
based Chi-square analysis with IsoForest-LSTM (combined
IF and LSTM), which leverages temporal pattern and decision
scoring for reliable anomaly detection. The weighted voting
scheme is applied for high-performing models to have a
stronger influence on the final decision. A case study is
presented to test the hybrid framework on a 14-bus network
architecture. The results show that the extended NPI improves
detecting gross error by over twice that of the conventional
NPI but misses subtle FDIs. The IsoForest-LSTM demon-
strates its ability in detecting subtle FDIs to improve recall.
When these models were combined, the proposed hybrid
framework achieved near-perfect classification, validating its
effectiveness and offering a promising direction for reliability
and robustness of the communication network.
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