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Abstract—Integrated Energy Systems (IES) combine electric-
ity, heat and natural gas through digital control to coordinate
multi-energy operation. The resulting cyber-physical coupling
improves flexibility but also enlarges the attack surface and
accelerates cross-domain propagation of cyberattacks. This pa-
per proposes a Bayesian game-theoretic defense framework for
electrical-thermal coupled IES that captures attacker-defender
interactions, asymmetric utilities and physical coupling con-
straints under incomplete information. On this basis, an adaptive
defense module is designed by integrating Q-learning with
dynamic state estimation, enabling online policy optimization
and fast convergence under uncertain, time-varying conditions.
The framework is validated on a micro gas turbine (MGT)-
based IES platform using empirical electrical-thermal mea-
surements, including exhaust temperature, thermal inertia and
NOx emissions, together with comparative simulations on a
modified IEEE 33-bus test system. The results show that the
proposed method significantly reduces attack-induced power and
temperature deviations, improves the defender’s expected utility
and enhances overall system resilience, providing a scalable and
experimentally verifiable active defense approach for digitalized
electrical-thermal IES.

Index Terms—AI-enabled defense, Bayesian game theory, inte-
grated energy systems, cybersecurity, electrical-thermal coupling,
reinforcement learning.

I. INTRODUCTION

The rapid digitalization and intelligent transformation of
global energy systems are driving the deep integration of
cyber and physical domains, enabling more efficient moni-
toring, coordination, and optimization across electricity, heat,
and gas networks. However, this convergence also reinforces
the interdependencies between information infrastructures and
physical assets, thereby expanding the potential attack surface
of modern energy systems [1], [2]. Among these, Integrated
Energy Systems (IES)—which coordinate the multiple energy
subsystems through digital control [3]—represent a typical
form of such coupling. While this architecture enhances en-
ergy management flexibility and cross-domain coordination,
it simultaneously exposes IES to cascading disruptions trig-
gered by cyber threats such as false data injection (FDI) and
distributed denial-of-service (DDoS) attacks.

In recent years, numerous large-scale cyber incidents have
revealed the fragility of energy cyber-physical systems. The
2015 cyberattack on Ukraine’s power grid caused large-scale
blackouts [4]; the Stuxnet malware compromised operations
at Iran’s nuclear facilities [5]; and in 2025, a cyberattack
reportedly led by Pakistan paralyzed approximately 70% of
India’s national power grid [6]. These incidents underscore
the escalating threats posed by cross-domain cyber intrusions:
once malicious signals are injected into a single subsystem,
they can propagate across coupled energy domains and result
in cascading failures. Consequently, the secure operation of
digitalized IES requires not only conventional intrusion detec-
tion and control recovery but also an intelligent defense strat-
egy capable of adaptive decision-making under uncertainty.

Early cybersecurity studies mainly examined thermal or
Heating, Ventilation, and Air Conditioning (HVAC) control
loops, identifying vulnerabilities through man-in-the-middle
and threat-injection attack analyses [7]–[9]. However, these
works focused on isolated thermal subsystems and did not
consider cross-domain interactions or the feedback effects of
defense responses. With the rise of multi-energy coupling,
cybersecurity analysis has expanded to IES. Recent efforts
include resilience assessment and coordinated defense for
electricity-heat systems [10], [11]. However, these models
typically depend on simplified thermal assumptions and lack
validation using realistic electrical-thermal interactions. In
game-theoretic defense research, Bayesian methods have been
applied to model decision-making under incomplete infor-
mation [12]. Existing approaches, however, mainly address
single-domain electrical networks and overlook the interde-
pendent dynamics of electrical-thermal systems.

To address these limitations, this study proposes a Bayesian
game-theoretic defense framework for electrical-thermal
coupled IES. The framework characterizes attacker-defender
strategic interactions and asymmetric utility trade-offs under
incomplete information, allowing each side to consider both
gains and associated costs. Specifically, the attacker’s utility
incorporates induced load deviations and operational perturba-
tions, while the defender’s cost includes recovery time, fluc-
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tuation range, and control resource limitations—collectively
capturing the thermal inertia and physical coupling character-
istics of the system. Building on this formulation, an adaptive
strategy learning module combining Q-learning and dy-
namic state estimation is developed to achieve online policy
optimization and rapid convergence of defense strategies in
uncertain and dynamic environments.

Experimental validation is performed using empirical
electrical-thermal data from an MGT-based IES platform,
where measurable indicators such as exhaust temperature,
thermal inertia, and NOx emissions are employed to evaluate
disturbance sensitivity and defensive adaptability under opera-
tional perturbations. Additionally, comparative simulations on
a modified IEEE 33-bus IES test system demonstrate that the
proposed approach effectively mitigates attack-induced devi-
ations, improves learning convergence, and enhances overall
system resilience and defense efficiency—providing a scal-
able and data-driven pathway toward secure operation in the
emerging Digital Energy Network Era.

The main technical contributions of this work are summa-
rized as follows:

1) A Bayesian game-theoretic defense framework is
proposed for IES, jointly considering electrical–thermal
coupling and modeling attacker–defender interactions
under incomplete information.

2) A reinforcement learning-based adaptive strategy
module is developed by integrating Q-learning with
dynamic state estimation, enabling efficient policy ex-
ploration and fast convergence of defense strategies in
uncertain and dynamic environments.

3) The proposed framework is validated using empiri-
cal electrical-thermal data from an MGT-based IES
platform and comparative simulations on a modified
IEEE 33-bus system, demonstrating its effectiveness in
mitigating attack-induced deviations, improving conver-
gence, and enhancing overall system resilience.

The paper is organized as follows: Section II formulates the
system model and problem, Section III presents the proposed
algorithms, Section IV reports simulation and experimental
results, and Section V concludes the paper.

II. SYSTEM DESIGN AND PROBLEM FORMULATION

A. System Dynamics and Attack-Induced Perturbation of
States

The IES consists of an electrical subsystem and a thermal
subsystem coupled through an energy conversion unit such
as an MGT. The dynamic behavior of the system can be
expressed by a set of coupled state equations describing both
electrical and thermal interactions.

1) Electrical Subsystem: The electrical dynamics are gov-
erned by the power flow equations:

Pi = Vi

∑
j∈Ωi

Vj(Gij cos θij +Bij sin θij)

Qi = Vi

∑
j∈Ωi

Vj(Gij sin θij −Bij cos θij)
(1)

where Pi and Qi denote the real and reactive power injections
at bus i; Vi and θi are the voltage magnitude and phase angle;
and Gij and Bij represent the conductance and susceptance
between buses i and j, respectively.

During normal operation, system states x = [Vi, θi]
T are

estimated from measurement data:

z = h(x) + e (2)

where e represents Gaussian measurement noise. Under an
FDI attack, a malicious vector a is injected into the measure-
ment stream:

z′ = z+ a (3)

leading to a perturbed state estimate x̂′ = x + ∆x. The
resulting power imbalance is approximated by the linearized
relation:

∆P ≈ JP∆x (4)

where JP = ∂f(x)
∂x is the Jacobian matrix of the power-

flow model. Hence, ∆P represents the sensitivity of power
deviations to the injected attack vector.

2) Thermal Subsystem: The thermal subsystem is modeled
by the first-order thermal inertia equation:

Cth
dT

dt
= Qin −Qout −Hloss (5)

where Cth is the equivalent thermal capacitance, Qin and Qout
denote the heat inflow and outflow, and Hloss accounts for
thermal dissipation. In the case of an MGT-based IES, the
heat inflow is proportional to the turbine’s electrical power:

Qin = ηthPGT (6)

where ηth is the thermal efficiency coefficient. When an FDI
attack or denial-of-service event disturbs the electrical output,
the resulting thermal response satisfies:

Cth
d(∆T )

dt
+

∆T

Rth
= ηth∆P (7)

where Rth represents the equivalent thermal resistance of the
heat network. This relationship describes how electrical dis-
turbances propagate through the electrical-thermal coupling,
producing measurable temperature deviations ∆T [13].

3) Coupled Perturbation Model: By combining the above
formulations, the cyber-induced perturbations can be expressed
as:

∆x(t) =

[
∆P (t)

∆T (t)

]
(8)

which jointly characterize the dynamic deviations of electrical
and thermal domains under cyberattack conditions. These
quantities serve as the state variables for evaluating the sys-
tem’s vulnerability, including the cross-domain propagation
captured by ∆T , and form the basis for the attacker-defender
game-theoretic model developed in Section II-C.
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B. Bayesian Game Model under Incomplete Information

In an IES, both the attacker and defender operate under
uncertainty due to the incomplete observability of system
states and the stochastic nature of cyber-physical disturbances.
To model this interaction, a Bayesian game framework is
adopted, where each player maintains a probabilistic belief
about the opponent’s type and chooses actions accordingly.

1) Game Structure: The Bayesian game can be defined as:

G = ⟨P,A,D, R, U⟩ (9)

where:
• P = {PA, PD} represents the set of players, with PA

denoting the attacker and PD the defender.
• A = {A1, A2, . . . , AI} and D = {D1, D2, . . . , DJ} are

the finite sets of attack and defense actions, respectively.
• R(Ai, Dj) denotes the reward or cost incurred by the

interaction between strategies Ai and Dj , which is em-
bedded into the subsequent utility.

• U = {UA, UD} represents the expected utility functions
of the attacker and defender.

Following Harsanyi’s transformation [14], the incomplete-
information static game is converted into a complete but
imperfect-information game by introducing a fictitious player
”Nature.” Nature randomly selects each player’s type τA ∈ TA
and τD ∈ TD according to a joint probability distribution
Pr(τA, τD), representing the likelihood of different attacker-
defender type combinations. Here, τA and τD characterize the
attacker’s capability and the defender’s resource availability,
respectively. The joint probability Pr(τA, τD) can be estimated
from historical operation data, intrusion records, or expert
assessments [15]. Each player maintains a prior belief distri-
bution b = {bA, bD} about the opponent’s type, which can be
initialized from empirical statistics or simulation results and
iteratively updated through Bayesian inference using observed
responses. This formulation captures the information asymme-
try of real IES security scenarios, where attackers infer system
vulnerabilities from limited signals, while defenders estimate
threat levels from sparse intrusion data.

2) Utility Functions: The attacker’s utility reflects the ben-
efit gained from perturbing the system, while the defender’s
utility quantifies system stability and the efficiency of coun-
termeasures. Let the utility functions be defined as:

UA(Ai, Dj) = α1 |∆P |+ α2 |∆T | − CA(Ai),

UD(Ai, Dj) = −β1 |∆P | − β2 |∆T | − CD(Dj),
(10)

where α1, α2, β1, β2 are weighting coefficients calibrated
through sensitivity analysis and normalization [16], ensuring
comparable influence between electrical and thermal devi-
ations on system stability. CA(Ai) and CD(Dj) quantify
the resource consumption or operational overhead associated
with executing attack and defense actions, respectively. For
instance, CA may represent computational or bandwidth costs
during an FDI attack, while CD captures control reconfigu-
ration costs or recovery delays due to defensive countermea-
sures. The system is modeled as a constrained non-zero-sum

game, capturing the predominantly competitive nature of cyber
conflicts in IES while still allowing for asymmetric costs on
both sides.

3) Expected Utility and Nash Equilibrium: Set πA =
[πA1

, . . . , πAI
] and πD = [πD1

, . . . , πDJ
] as the mixed strate-

gies of the attacker and defender, respectively. Their expected
utilities are given by:

EUA(πA, πD) =
I∑

i=1

J∑
j=1

πAi
πDj

UA(Ai, Dj),

EUD(πA, πD) =
I∑

i=1

J∑
j=1

πAiπDj UD(Ai, Dj).

(11)

The Nash equilibrium (π∗
A, π

∗
D) represents a stable state

where neither player can improve its expected utility by
unilaterally deviating:

EUA(π
∗
A, π

∗
D) ≥ EUA(πA, π

∗
D), ∀πA,

EUD(π∗
A, π

∗
D) ≥ EUD(π∗

A, πD), ∀πD.
(12)

At equilibrium, the defense strategy minimizes the expected
deviations {|∆P |, |∆T |} while optimizing resource allocation,
achieving a balance between cyber-resilience and operational
efficiency. To capture the adaptive evolution of strategies
and belief updates under uncertainty, Section II-C introduces
a reinforcement learning mechanism that dynamically ad-
justs mixed strategies and accelerates convergence toward the
Bayesian equilibrium.

C. Adaptive Strategy Learning based on Q-learning and Dy-
namic State Estimation

To achieve real-time adaptability beyond the static Bayesian
equilibrium, an adaptive defense mechanism is introduced by
integrating Q-learning with dynamic state estimation, which
approximates equilibrium behavior under uncertainties. The
defender interacts with the environment to iteratively update
its mixed strategy πD. At each time t, the defender observes
the system state st, performs action at, receives reward rt,
and updates the Q-value as:

Qt+1(st, at) = (1−λ)Qt(st, at)+λ[rt+γmax
a′

Qt(st+1, a
′)],

(13)
where λ and γ are the learning rate and discount factor. The
reward is defined as

rt = −(β1|∆Pt|+ β2|∆Tt|+ CD(Dj)), (14)

penalizing system deviations and resource usage. The system
state xt = [Pt, Tt, Vt, . . .] is recursively estimated using an
Extended Kalman Filter (EKF) [17], ensuring that policy
updates reflect both cyber and physical variations:

x̂t|t = x̂t|t−1 +Kt(zt − h(x̂t|t−1)). (15)

An ϵ-greedy policy ensures exploration during learning, and
convergence is achieved when ∥Qt+1−Qt∥ < ε. This integra-
tion enables the defender to approximate the Bayesian equi-
librium adaptively, achieving resilient and efficient decision-
making under dynamic uncertainties in IES.
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III. GAME MODEL SOLUTION AND ALGORITHMS

The proposed Bayesian game model is solved using a two-
stage process combining data-driven state estimation and re-
inforcement learning. First, the pre-collected operational data
are filtered using the EKF to remove noise and infer system
deviations ∆Pt and ∆Tt caused by cyberattacks. Then, the
Q-learning algorithm iteratively updates the defender’s mixed
strategy πD toward the Bayesian equilibrium under uncertain
and dynamic conditions.

Algorithm 1 Adaptive Q-learning-Based Defense Strategy

Require: Learning rate λ, discount factor γ, exploration rate
ϵ

Ensure: Optimal defense policy π∗
D and equilibrium utilities

EUA, EUD

1: Initialize Q(Ai, Dj) = 0 for all (Ai, Dj) ∈ A×D
2: repeat
3: Observe state st via EKF, receive Ai, and select Dj

using an ϵ-greedy rule
4: Compute instantaneous reward rt = −(β1|∆Pt| +

β2|∆Tt|+ CD(Dj))
5: Update Q-value:

Qt+1(Ai, Dj) =(1− λ)Qt(Ai, Dj)

+ λ
[
rt + γ max

A′,D′
Qt(A

′, D′)
]

6: until ∥Qt+1 −Qt∥ < ε
7: return π∗

D = argmaxQ(Ai, Dj)

This approach allows the defender to approximate equi-
librium strategies through online learning, while EKF-based
estimation ensures that cyber-physical feedback is reflected
in real time. Compared with traditional static optimization,
the proposed algorithm enhances adaptability and convergence
efficiency under time-varying attack environments.

IV. EXPERIMENTAL VALIDATION AND PERFORMANCE
EVALUATION

A. Simulation Experiment Validation

Simulation experiments were conducted on a modified IEEE
33-bus system with an electrical-thermal coupling module,
where an MGT unit fueled by compressed hydrogen (700 bar)
was modeled as the core combined heat and power (CHP)
device. The empirical MGT dataset, summarized in Table I,
and the corresponding physical hydrogen-fueled micro gas
turbine are shown in Fig. 1.

These parameters are directly derived from experimental
measurements on the laboratory MGT platform and are em-
ployed to calibrate the thermal side of the coupled system and
the thermal ∆T dynamics in (7). Specifically, the generation
efficiency (26%) and output power (30 kW) define the steady-
state reference operating point, while the total available heat
energy (208 kWh) bounds the feasible energy conversion re-
gion. The runtime constraint (1.6 h) under two 80 L hydrogen
bottles serves as a practical endurance limit and is used to

TABLE I: Experimental Parameters of the
Hydrogen-Fueled MGT

Parameter Value

Lower heating value (LHV ) 33.3 kWh/kg
Fuel density 39.1 kg/m3

Total heat energy 208.1 kWh
Generation efficiency 26.0%
Electrical output power 30.0 kW
Thermal input power 115.4 kW
Actual runtime (2 bottles, 10% reserve) 1.6 h

Fig. 1: Hydrogen-fueled micro gas turbine and experimental
parameters.

verify the stability of control and defense algorithms during
long-term operation.

Electrical network simulations adopt MATPOWER 7.1, with
SCADA measurement noise σSCADA = 0.02 and PMU noise
{σV , σθ} = {0.005, 0.002}. An EKF is employed for state
estimation to track coupled electrical-thermal dynamics. All
experiments are implemented in MATLAB R2021a on an i7-
9700 CPU with 16 GB RAM.

B. Performance Evaluation

The proposed Bayesian defense framework is evaluated
through both iterative game dynamics and its convergence be-
havior under multiple cyberattack scenarios. The attacker and
defender strategy spaces are discretized into s levels, forming
mixed strategies πA, πD ∈ {0, 1, . . . , s − 1}, where a larger
s provides higher action granularity without compromising
computational efficiency.

Fig. 2a illustrates the evolution of mixed strategies for
both players. Initially, the attacker frequently alternates among
high-impact actions, while the defender explores countermea-
sures of varying intensity. As learning progresses, feedback
from electrical deviations ∆P and thermal variations ∆T
gradually steers both players toward stable probability distri-
butions. The curves eventually flatten, indicating that neither
player can further increase its expected utility and that a Nash
equilibrium is reached, corresponding to stabilized coupled
electrical–thermal states.

Fig. 2b presents the expected-utility trajectories. Early it-
erations exhibit sharp oscillations because small disturbances
in ∆P or ∆T amplify utility changes. As Q-learning refines
the defense policy and EKF improves state estimation, the
defender’s utility rises while the attacker’s declines. Both
eventually stabilize, confirming convergence to equilibrium
and suppression of coupled electrical–thermal deviations.

Table II provides a quantitative comparison of five repre-
sentative attack scenarios. A clear trend is observed: higher
attack intensity results in larger electrical deviations ∆P , more
pronounced thermal responses ∆T , and increased attacker
utility. Notably, ∆T rises faster due to the thermal inertia
captured from the MGT measurements.

Across all scenarios, the proposed defense converges within
approximately 1.3×104 iterations. Mild FDI attacks converge
the fastest, while hybrid attacks require more iterations due to
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(a) Convergence of Mixed Strategies During Iterative Learning

(b) Convergence of Expected Utilities for Attacker and Defender
Fig. 2: Experimental Results: Convergence Behavior of Mixed
Strategies and Expected Utilities

TABLE II: Cyber-Physical Impact Across Different Attack
Scenarios

Scenario ∆P (kW) ∆T (°C) UA Iter. to Conv.

Mild FDI 2.4 3.1 5.8 11,950
Strong FDI 5.1 7.4 12.6 12,220
Mild DDoS 3.0 4.2 7.2 13,080
Strong DDoS 6.4 9.1 14.8 14,380
Hybrid FDI+DDoS 7.8 10.6 18.3 14,540

compounded disturbances. This consistent convergence behav-
ior demonstrates the robustness of the reinforcement learning
module and the effectiveness of the Bayesian decision-making
framework under dynamic cyber-physical uncertainties.

Overall, the results show that the proposed approach effec-
tively suppresses attack-induced deviations, stabilizes coupled
electrical-thermal states, and achieves rapid convergence. The
incorporation of empirical MGT thermal data further enhances
situational awareness, providing a practical and scalable active
defense solution for digitalized IES.

V. CONCLUSION

This paper presented a Bayesian game-theoretic defense
framework for electrical-thermal coupled IES under incom-
plete cyber-physical information. By combining physical

coupling constraints, MGT-based electrical-thermal measure-
ments, and a Q-learning adaptive strategy module, the frame-
work provides a unified and data-driven approach for defense
optimization under uncertainty.

Simulation and experimental studies show that it suppresses
attack-induced deviations, enhances system resilience, and
achieves fast convergence to stable defense policies. Future
work will consider coordinated multi-attacker scenarios, multi-
agent reinforcement learning for distributed defense, and scal-
able deployment for real-time operation in IES control centers.
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