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Abstract—While blockchain provides a decentralized and
transparent framework for peer-to-peer (P2P) energy markets,
existing consensus mechanisms fail to simultaneously satisfy the
low-latency and high-security requirements of real-time energy
trading. We propose the novel Quantum-Seeded VRF (QSV) con-
sensus mechanism, where VRF is a verifiable random function.
QSYV integrates physical-layer randomness from Quantum Key
Distribution (QKD) into the leader election process. It enhances
security against computational manipulation and bias by replac-
ing predictable pseudo-random generators with quantum-derived
randomness, ensuring fair market participation. The practical
viability of QSV is evaluated through extensive P2P market
simulations. The results confirm robustness to grinding attacks
and a significant reduction in imbalance costs across multiple
market scenarios. Consequently, QSV improves fairness and
the timeliness of transaction finality in P2P energy markets by
combining physical-layer randomness with a low-latency finality
mechanism.

Index Terms—Quantum Key Distribution, Blockchain, P2P
energy trading

I. INTRODUCTION

The accelerating transformation of modern energy systems,
driven by rapid deployment of distributed renewable gener-
ation and local storage, has reshaped how electricity is pro-
duced, traded, and managed at the distribution level [1]. His-
torically, distribution networks have depended on centralized
authorities to coordinate generation, balancing, and market-
clearing results. That centralized model presents significant
risks for distributed resources: single points of control, opaque
clearing and reconciliation processes, and limited opportunities
for P2P energy trading. As more households and businesses
become prosumers, P2P energy markets have emerged. P2P
market features frequent and bidirectional power flows that
are tightly coupled to physical delivery. These characteristics
increase operational complexity and raise strict requirements
for the timely finalization of trades [2]. To meet these needs,
blockchain has been proposed for P2P markets [3], [4]. It lets
participants maintain a shared, tamper-evident ledger of trades
without a single trusted intermediary, enabling transparent
trade resolution, automated billing, and direct trade between
peers [5], [6].

However, deploying blockchain in real-time P2P energy
markets faces a latency problem at the consensus layer.
The consensus mechanism is responsible for agreeing on the
definitive order and validity of transactions [7]. Any delay
in finalizing a transaction on the blockchain, caused by high
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latency or low throughput, can lead to a mismatch between
the digitally recorded trade and the physical delivery schedule.
For instance, if a trade is finalized after its intended delivery
window has passed, it creates an imbalance between the
scheduled energy exchange and the actual power flow in
the grid. Grid operators must then activate expensive reserve
power to correct this imbalance, incurring imbalance costs that
are ultimately borne by market participants. Therefore, most
existing consensus protocols, with their high latency, cannot
support large-scale, time-sensitive P2P energy trading [8], [9].

Moreover, existing consensus models suffer from a security
problem rooted in pseudo-randomness. To achieve low latency,
many protocols employ Verifiable Random Functions (VRFs)
for leader election, as demonstrated in [10]-[12]. In these
consensus models, leader election is the process of selecting a
single validator node that is temporarily granted the authority
to propose the next block of transactions for the network
to approve. This approach avoids the slow, energy-intensive
computational races found in Proof-of-Work, enabling faster
block creation. However, their security relies on pseudo-
randomness derived from public on-chain data. This creates
a critical vulnerability: an adversary with sufficient computa-
tional power can pre-compute election outcomes by ’grinding’
through potential inputs, thereby biasing the process to their
advantage [13]. This risk of computational manipulation is
unacceptable in P2P energy trading. Therefore, P2P energy
trading requires a fast consensus mechanism founded on an
unpredictable source of randomness to prevent computational
manipulation.

To overcome these shortcomings, we leverage quantum
mechanics by using Quantum Key Distribution (QKD) to
provide unpredictable, physical-layer randomness that replaces
algorithmic pseudo-randomness in leader election [14]. While
current research on quantum and blockchain technologies
focuses on applications like quantum signatures or storage,
the potential of using QKD-derived randomness to secure the
consensus layer has been largely overlooked. Our approach
leverages physical-layer randomness from QKD for leader
election, achieving two critical properties simultaneously: ver-
ifiable fairness through an unpredictable selection process, and
low-latency finality essential for P2P markets. The contribu-
tions are summarized as follows:

(1) To provide an unpredictable and secure leader election,
we propose a physically grounded randomness-driven consen-
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Fig. 1. The workflow of the proposed QSV consensus mechanism

sus protocol. We design a Q-Seed VRF (QSV) consensus,
a novel consensus framework that employs physical-layer
entropy as the foundation for leader election. The proposed
scheme inherently enhances fairness and strengthens security
by preventing bias through the use of physical randomness
rather than algorithmic pseudo-randomness.

(2) To achieve near real-time finality for P2P trading,
we design a lightweight finality model that achieves rapid
block finalization. The model’s low latency is realized by
integrating the QKD-driven leader election with a minimal-
message validation scheme. The fairness of the quantum-
seeded leader election prevents consensus delays caused by
forks or manipulation, while the lightweight validation process
significantly reduces the communication overhead inherent in
conventional PoS and BFT systems.

(3) We empirically validate the framework through multi-
scenario P2P market simulations that model the entire work-
flow, from the generation of physical-layer randomness via
QKD to its application in the QSV consensus. The results
demonstrate the framework’s robustness against grinding at-
tacks, thereby preserving market fairness. Furthermore, the
simulations confirm a significant reduction in imbalance costs
under volatile conditions, such as high renewable penetration
and network stress, validating the practical viability of QSV.

II. QSV CONSENSUS ON P2P MARKETS

In this section, we present the QSV consensus framework
as shown in the Fig.1. Inspired by Proof-of-Work (PoW) and
Proof-of-Stake (PoS), we propose a lightweight consensus
protocol, termed QSV consensus, to determine how distributed
nodes reach agreement on energy transactions. To ensure
that the leader election remains unpredictable and verifiable,
QSV relies on high-quality random seeds obtained from a
physically grounded entropy source, rather than relying solely
on algorithmic pseudo-random generators. QSV derives this
seed from QKD and releases it as a signed broadcast seed (a
signed public seed message) to the network. Validators use the
published seed as the input to the VRF to elect the leader for
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each round, while other nodes only verify the signature and
the VRF proof in proposed blocks.

Once the leader is elected, it collects pending transactions
and assembles them into a candidate block. The leader then
constructs a valid block that satisfies the current consensus
conditions (e.g., block validity, timestamp alignment, and
reference linkage) and broadcasts this proposal to all validator
nodes. These nodes, referred to as followers, independently
verify the correctness of the received block, including its
transaction integrity, cryptographic signatures, and linkage to
the previous block. Each follower subsequently exchanges
validation messages with peers to ensure consistency. Through
this exchange process, followers can also detect malicious
behavior or computational errors originating from the leader.
Any dishonest or inconsistent leader is immediately removed
from the active validator set, preserving the reliability of the
network under Byzantine conditions.

When more than two-thirds of the validators have approved
the correctness of the proposed block, the block is considered
finalized and is officially recorded in the blockchain ledger.
This loop process then restarts with a new round of random-
ness generation and VRF-based leader election, enabling the
system to continuously produce secure and verifiable blocks
in near real time.

III. SYSTEM MODEL AND SECURITY ANALYSIS

In this section, we formalize the system model and security
objectives for analyzing QSV, and summarize the timing
assumptions, randomness properties, buffering analysis, and
security arguments.

A. Network Entities and Architecture

The market is comprised of a network of key participants,
which are grouped into logical entity sets:

(i) Market Participants (Operational Nodes, N): This set
represents the core entities engaged in energy trading. It
primarily includes Prosumers (e.g., households with rooftop
solar panels and battery storage) who both generate and
consume electricity, and consumers who only consume.



(ii) Validators (V): This is a subset of the Market Partic-
ipants responsible for maintaining the distributed ledger and
executing the consensus protocol.

(iii) Adversaries (A): This set represents potentially Byzan-
tine participants from set N who may attempt to manipulate the
market, for example, by trying to influence the leader election
to prioritize their own transactions.

In this architecture, QKD generates a public random seed
R(t) for the consensus process. The seed is released to the
network as a signed broadcast seed. Validators use the seed
R(t) to run the VRF-based leader election. End users (pro-
sumers/consumers) do not require direct access to QKD; they
submit transactions and verify standard digital signatures as
usual.

B. Timing and Communication Model

To follow typical sub-second control intervals adopted in
real-time microgrid coordination, the simulation operates in
discrete control cycles of 120 ms, each representing one
market update cycle.

A logical communication link between nodes ¢ and j has a
baseline delay d. and a bounded jitter &;;, such that

RTTU = dc + gija 0 < gij < Emax = 20 ms (1)
The expected time to complete a handshake or block proposal
round is modeled as

E[T,,] = RTT;; + O(1) 2)

where O(1) represents lightweight cryptographic computation
that is negligible compared to propagation delay.

C. Model of QKD-Derived Randomness

A QKD session generates a raw bit sequence of length
Ly at time t. The quantum channel exhibits a bit error rate
€4(t) (QBER). The remaining uncertainty of the raw bits
conditioned on the observed error is expressed by the J,-
smooth min-entropy:

HY

1
min(X|E) = Lo[1 — Hy(eq)] — logz(;— 3)
where Hy(-) denotes the binary entropy function.
After privacy amplification via a universal hash extractor,
the resulting uniform key length L. satisfies

1
L. < Lo[1 — Hy(eq)] — 210g26— -I 4

where I is an implementation margin (typically 64 bits), under
standard QKD post-processing. For instance, with Ly = 256,
eq = 0.015, 65 = 2749 Eq.(4) yields an upper bound of
L. ~ 84 bits of usable uniform randomness, sufficient for
short-term consensus seeding. In practice, the consensus seed
can be obtained by concatenating multiple extracted blocks.
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D. Randomness Buffering and Availability Analysis

As the QKD source generates random bits continuously
while the consensus layer consumes them in bursts, a buffering
mechanism at the seed publisher (the module that releases the
signed broadcast seed to the network) is required to ensure
sustainable operation. The seed publisher maintains a finite-
capacity queue with size Cl,f, replenishment rate p (bits/s),
and consumption rate A (bits/s). The load factor is defined
as ¢ = M/p. In our simulation, we set u = 5 x 106
bits/s (effective rate entering the buffer), and each transaction
consumes k£ = 256 random bits. Therefore, the consumption
rate satisfies A = Ak, where Ay denotes the transaction
arrival rate (tx/s).

Assuming Poisson replenishment and Poisson consumption,
the steady-state occupancy distribution is approximated by an
M/M/1/Clyuy model:

(1-9¢)¢°

Rg == 41 — (bcbuf""l 9

5=0,1,...,Chyur 5)
The probability that the buffer becomes empty (no random bits
available) is

-9

Pale = 7 GCour+1

(6)
To guarantee availability, we impose Piqie < 7 for a design
target ) (e.g., 1079). This yields the minimum required buffer
capacity:
. In(1 - 122)
wf > ——————— —1 7
buf = mo (7
valid for 0 < ¢ < 1. This model allows the system designer
to trade off QKD generation rate, consumption intensity, and
buffer size to avoid entropy starvation.

E. QSV Consensus: Randomness-Driven Agreement

We propose QSV consensus, a lightweight finality protocol
integrating QKD-derived seeds into the leader election process.
Given the RTT regime assumed in Section III-B, the block
interval is taken as 70 ms to accommodate a proposal-and-
vote exchange with sufficient margin for propagation and
verification.

At block height ¢, each validator holds its own VRF keypair
and forms a slot-specific seed

or = Hash(h:—1 || R(t)) (8

where h;_; is the previous block header. R(t) denotes the
public random seed derived from QKD-generated entropy and
published to the network as a signed broadcast seed for round
t. Each validator computes

nt = VRF g (o) 9

and is elected as leader if 1, < 7¢,, where 7y is tuned to
achieve the desired expected proposer rate. As o; incorporates
fresh QKD-derived randomness via R(t), the adversary cannot
bias or precompute leader outcomes before R(t) is released.
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Fig. 2. Heatmaps of QSV improvement over PRNG-based system in imbalance-cost reduction under four scenarios: (a) Baseline, (b) High-renewable, (c)
Attack-dominant, and (d) Network-stress. The horizontal axis represents the grinding budget (grind;) , which denotes the number of attempts or the attack
budget an adversary can use for repeated random trials to bias leader election. The vertical axis corresponds to the QKD random buffer capacity, where a
larger value means more available quantum random resources. The color scale in each figure shows the average improvement percentage of QSV relative to

the PRNG-based system.

Let X; € {+1, —1} represent block outcomes, where +1 in-
dicates an honestly confirmed block and —1 indicates a surviv-
ing fork. Define S; = Zle X, as a martingale with bounded
increments |X;11 — X;| < 2. By the Azuma-Hoeffding
inequality,

52
2tc? )

with ¢ = 2. For target fork persistence probability 277, the
confirmation depth satisfies

Pr[S, < 3] < exp( ~ (10)

to > B2 (11)
ﬁn_2(

1—2a)?
where « is the adversarial fraction. For « = 0.2 and B = 40,
one obtains tg, ~ 39 blocks. Under the assumed 70 ms block
interval, finality is reached in approximately 2.7 s, consistent
with grid-level timing constraints.

QSV consensus integrates physical-layer randomness with
verifiable computation, offering fast, bias-resistant, and au-
ditable agreement for P2P energy market.

IV. EXPERIMENTAL EVALUATION

Building on analytical models in Section III, We evaluate
QSV’s practical viability across three critical dimensions.
First, we assess its economic benefits via multi-scenario.
Second, we validate its low-latency finality using Monte-Carlo
analysis. Finally, we confirm its operational robustness by
modeling the randomness buffer to quantify the risk of entropy
starvation.

A. Multi-Scenario Case Study

We evaluate QSV under four P2P market scenarios: (i) a
Baseline market with stable demand and minor renewable fluc-
tuations; (ii) a High-renewable scenario characterized by large
renewable penetration and output volatility; (iii) an Attack-
dominant scenario where grinding is the primary stressor,
modeling adversarial manipulation of leader election through
repeated random trials; and (iv) a Network-stress scenario with
increased communication latency and congestion.

The resulting heatmaps depict its improvement over the
pseudo-random number generator (PRNG)-based system in
imbalance cost, as shown in the figure 2. In P2P trading,
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imbalance cost refers to financial penalties arising from dis-
crepancies between scheduled on-chain transactions and the
actual physical delivery of energy. This cost arises from
consensus failures: a grinding attack can induce forks or
delay finality, causing a participant’s transaction to miss the
physical delivery window. This failure forces them into a high-
penalty real-time balancing market, converting a consensus-
layer vulnerability into a direct financial loss.

In the Baseline scenario, QSV provides a significant 45%-
57% reduction in imbalance costs under low grinding budget,
highlighting the benefits of quantum-seeded randomness for
enhancing settlement consistency.

In the High-renewable scenario, we simulate a residential
P2P market with a high penetration of rooftop photovoltaics,
where the intermittency of renewable sources leads to sig-
nificant volatility in energy generation and market prices.The
heatmap shows that QSV consistently achieves larger improve-
ments in imbalance cost.

The Attack-dominant scenario directly validates QSV’s core
security advantage. As grinding budget grows, the PRNG-
based system’s imbalance cost rises sharply. In this context, an
adversary attempts to manipulate the leader election process
to become the block leader. With QSV, the improvement
remains significant as the quantum-seeded constraint prevents
adversaries from biasing leader selection through brute force,
thereby protecting market security.

Finally, in the Network-stress scenario, which simulates
high communication delay and congestion, QSV maintains
lower imbalance costs. This performance is crucial for ge-
ographically distributed P2P energy markets with varying
communication quality.

B. Monte Carlo Evaluation of QSV Reliability Bound

To quantitatively validate that QSV meets the low-latency
requirement for P2P energy trading, this section compares its
empirical performance against theoretical reliability guaran-
tees. A significant delay in finality causes trades to be missed,
directly leading to imbalance costs.

For each configuration of rounds n and input variance,
we generate 10° samples and computed the empirical tail
probability Ptail(€), defined as the fraction of trials where the



mean deviation exceeded . Fig. 3 compares the analytical
Azuma-Hoeffding bound with Monte Carlo estimates of the
tail probability. The results show close agreement across time
horizons.

-

o &
| o
- >
L L

,_.

o
o
.

H

2
L
h

Empirical
Azuma bound

Fork probability (log)
=
o

10754

,_.
5}
&

10 20 30 40 50
Depth t (blocks)

Fig. 3. Azuma Bound vs Empirical Tail Probability

o

Quantitatively, for ¢ = 50 blocks and ¢ = 0.05, the
measured tail probability is approximately 1.3 x 10~4, while
the theoretical prediction is 1.6 x 10~%, indicating close
alignment between empirical and analytical results. Such
agreement verifies the soundness of the stochastic formulation
and demonstrates that the QSV consensus operates well within
its theoretical reliability bound, ensuring temporal stability
even under high-variance network conditions.

C. Randomness Buffer Availability

The entire liveness of the QSV consensus hinges on a
continuous supply of quantum randomness for leader election,
as it is a finite physical resource. A depletion of the random bit
buffer leads to a critical failure state, which we term entropy
starvation. Consequently, no new leader can be elected and
block production halts, leading to a complete freeze of the
P2P market.

To validate the practical viability of the QKD-based ran-
domness supply chain, we first evaluate the performance of the
randomness buffering mechanism. This mechanism is critical
for decoupling the continuous, steady generation of quantum
random bits from the bursty, on-demand consumption by the
consensus protocol. We model the buffer as an M/M/1/Cbuf
queue, as is described in Section III-D, to analyze the proba-
bility of entropy starvation (FPiqie)-
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Fig. 4. Pq1e versus Chyr under various load factors ¢.

As shown in Fig. 4, Pg. decays exponentially with Chye
across load factors ¢, confirming the analytical model. The
resilience of the system is highly sensitive to ¢. These results
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confirm that increasing buffer capacity effectively mitigates
outage risk even at ¢ = 0.93, providing a guideline for system
provisioning.

V. CONCLUSION

This paper presents QSV consensus, a protocol that uses
physical-layer randomness from QKD to achieve fairness and
near real-time finality in P2P energy trading.

QSV climinates inherent predictability and computa-
tional manipulation risks by replacing algorithmic pseudo-
randomness with quantum randomness. Our theoretical anal-
ysis, supported by the Azuma-Hoeffding bound, models rapid
finality at approximately 2.7 seconds. Simulations demonstrate
QSV resilience to grinding attacks and entropy depletion,
while reducing imbalance costs across multiple market sce-
narios. Therefore, QSV is a practical and robust solution for
secure P2P energy trading.
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