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Abstract—Direct current (dc) protection hardware must mea-
sure, process, and respond to faults in tens of microseconds. This
paper validates that modern microcontrollers can execute a dc
protection scheme within this strict constraint. The hardware
implementation of a novel protection algorithm is designed
and evaluated in a real-time, hardware-in-the-loop (HIL) en-
vironment, specifically addressing the challenges involved in
transitioning from theory to a real hardware prototype.

Index Terms—dc distribution, microgrid, fault, protection.

I. INTRODUCTION

C microgrids are gaining popularity as an alternative to
D ac distribution grids due to advantages in efficiency and
ease of control when integrating inverter-based generation [1]],
[2]. However, dc fault currents lack a natural zero-crossing
point and rapidly surpass circuit breaker limits over tens of
microseconds [3]. Power electronics used within a dc micro-
grid are susceptible to damage caused by these fault currents
[4], 15]. These limits present the need for protection schemes
that respond quickly, selectively, and without communica-
tion. To the authors’ knowledge, this work presents the first
microcontroller-based hardware implementation of a single-
ended fault location algorithm that samples and executes fault
logic at a 1 MHz rate. This sampling rate presents a significant
computational burden, requiring measurement and response to
microsecond transients before safe limits are exceeded. Devel-
opments [7]], [8] show that although dc microgrid protection
is a relevant topic, the relay response speed constraints are
so stringent that any post-processing introduces latency and
heavily impacts trip speed. Other methods [9]-[13] operate
properly in external hardware, but rely on communication,
post-processing, or machine learning methods that impede
the rapid, single-ended execution speed necessary for this
application. To advance the state of the art in dc feeder
protection, this paper implements a local measurement-based
low-voltage dc (LVdc) protection scheme on a microcontroller.
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Fig. 1: Two bus dc system fed by converters

The scheme uses a single-ended fault location theory [|6] that
determines fault location using only three post-fault samples
and is immune to fault resistance. Sampling at 1 MHz is neces-
sary to accurately calculate di/dt. The paper demonstrates this
relay in a real-time HIL environment, building on preliminary
hardware results in [14]] by including further filter analysis,
addition of a third processing core to the pipelining process,
and dissection of latency sources, quantization, and scaling
effects at protection boundaries. The results and analyses
aim to provide a benchmark for future commercial hardware
designs.

II. THEORY OF NOVEL DC PROTECTION SCHEME

The system is a 200-meter, two-bus dc feeder with 20 kHz
switching converters at each end (Fig.[I)). Details are provided
in [[14].

’Ul(tl) 7:1(7,‘1)—]0
t i1 (to) — I
o(t2) = T alfe)_4lt) & M
l- le=t, +7-d1(t1) d1(t1) — Lo
.
2, i) i) — I

dt

The algorithm uses to determine fault location z from
Bus 1. Inputs are three sequential post-fault voltage (v1)
and current (¢1) samples, line parameters (r,[), and pre-fault
current (Ip). The equation is closed-form and independent of
fault resistance Rp. Under normal conditions, x is negative
or > L. Upon fault, z converges to the location within
three samples. For security, the relay requires five consecutive
distance results within the zone (0 < z < L). This prevents
false trips caused by “junk” values that can appear when the
pre-fault data has not been completely flushed out of the fault
location equation.

In practice, the microcontroller executes a continuous loop
calculating x as well as enacting the trip logic. It increments
a counter if x is in-zone, tripping only after five sequential
counts. The protection scheme relies on accurate x results to
perform the relay logic successfully, and accurate x calculation
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Fig. 2: Overview of HIL implementation

relies on quality inputs, assuming effective noise attenuation
to capture the transient [|6] before limits are exceeded.

III. HARDWARE IMPLEMENTATION OF PROTECTION
SCHEME IN REAL-TIME HIL ENVIRONMENT

The hardware is the TT TMS320F28379D microcontroller [[15]
(DSP board), featuring multiple independent analog-to-digital
(ADC) channels and a control law accelerator (CLA) to per-
form calculations in parallel with the main CPUs. Pipelining
processes across dual CPUs and the CLA allows the designed
firmware to execute the complete relaying algorithm within
the 1 us interval.

A. HIL Configuration with RTDS

The HIL environment (Fig. ) validates the DSP performance
by connecting it to a real-time simulation, emulating a real
analog signal environment. The process involves: 1) Simulat-
ing the circuit on the Real Time Digital Simulator (RTDS);
2) Wiring RTDS analog output (AO) signals to hardware; 3)
Executing the protection algorithm; 4) Sending the trip signal
back to RTDS, completing the loop. The circuit (Fig. [I) is
simulated at a 1 us time step to match the relay’s sampling
rate. To avoid “time-step overflow” errors, the simulation was
divided across multiple RTDS cores, introducing 1 us time
step of inter-core latency between each substep box. The
scheme uses only local measurements, ensuring scalability. A
software version of the relay was also simulated in one core of
the RTDS for direct comparison with the presented hardware
implementation.

B. Simultaneous Input Waveform Sampling and Filtering

To simultaneously sample voltage and current, two distinct
ADC modules on the DSP were configured to sample in
response to the global system clock initiating a “start of
conversion” (SOC) flag every microsecond. The identically
configured ADC peripherals both complete their sampling,
holding, and quantization tasks in the same number of clock
cycles before the next SOC flag is set, ensuring time alignment
across both channels. Analog samples are quantized at 12-
bit resolution, providing 4096(= 2'2) quantization levels
that divide the 3.3V ADC input range into 0.8mV steps.
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The DSP does possess a 16-bit differential ADC module.
However, it requires a floating input common-mode voltage
that is explicitly incompatible with the grounding scheme of
this experiment configuration [[15[]. To use the 16-bit mode,
additional hardware complexity would be required to shift
this common-mode voltage, and was determined to be out-
side of the scope of this prototype. The 16-bit ADC also
requires a greater number of clock cycles to process each
sample which impact the algorithm’s distribution across the
processors. In practical implementations, noise is introduced
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Fig. 3: Digitized values calculated di/dt from unfiltered cur-

rent input for a 100m fault

from DSP quantization error, analog artifacts, and clock-phase
mismatch between RTDS AO and DSP ADC modules. High-
frequency noise impacts the raw samples and the calculation
of di/dt (Fig. . To address the impact of noise, a digital low-
pass (LP) filter must be applied to the input data. Applying
a standard digital filter to these signals presents a unique
challenge, as classical digital filters are designed to operate
on periodic signals, not the exponential characteristics of dc
fault currents. Therefore, filter tuning required an iterative
process to balance noise attenuation with minimum group
delay, along with the restriction of whether the microcontroller
could perform the required constant coefficient difference
equation (3) within a single microsecond operation cycle.
Multiple filters were tested and implemented on the software
relay to gain an understanding on how an ideal filter would
modify the signals input to the relay and then passed to the
distance-to-fault equation (I). The result of this process was a
12th-order LP finite impulse response (FIR) filter. Unlike an
infinite impulse response (IIR) filter used in previous versions
of this hardware relay, the chosen FIR filter does not rely on
previously calculated outputs. The general recursive form of
an IIR filter is shown in (2), where the filtered output (§[n])
is dependent on the raw input (x[n]), the filter coefficients
(ak, Br), and the filter poles (p) and zeros (q).

gln) = Brrln — k] =Y axgln — k| )

In contrast, the FIR filter implemented in this work removes
the feedback term, as defined by @) Here, the filtered pre-
diction (g[n]) depends solely on the weighted sum of current
and past inputs (z[n]) defined by the coefficients (5y) and the



filter order (V).
gln] = ZiloBraln — K] 3)

Due to this lack of a “lagging average,” FIR filters can quickly
flush out the pre-fault samples when compared to its IIR
counterpart. The reduction in latency is clearly seen in Fig. [
Applying a linear digital filter to a non-periodic transient
signal inherently distorts the resulting time-domain data. This
fact is relevant because the accuracy of fault location theory
entirely depends on the samples just after fault, which are the
measurements that are most impacted by the filter’s smearing
effect. To the authors’ understanding, the inability for simple
digital filters to pass exponential signals means that this error
is inevitable.
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C. Input Scaling and Calculation

The RTDS AO module outputs analog values over a range
of £10V [16], but the DSP’s ADC only accepts 0V to 3.3V
[17]. This dynamic range mismatch is resolved through analog
scaling settings of the RTDS and an external voltage divider.
Mapping a large fault current range into the narrow input range
introduces a trade-off between the measurable range and the
resolution of a signal. The input scaling limit of 800 A was
selected to minimize clipping in the near-end fault cases, and
quantization noise in the far end fault cases.

D. Multi-Core Pipelined Execution

The protection algorithm operates as a continuous, syn-
chronous loop that begins by obtaining the filtered voltage and
current values. Then, the relay approximates di/dt, calculates
the distance-to-fault = using (I), and validates whether the
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result lies within the protected zone (0 < x < L). To meet the
strict < 1 us execution constraints, these tasks are pipelined
across the parallel processors, as shown in Fig. [5] The CLA
handles sampling and filtering, and the main CPUs (CPU1 and
CPU2) execute the serial algorithm steps. CPU1 computes the
derivative di/dt and updates the pre-fault current (Ip) during
normal operation, while CPU2 solves for the fault location (z)
and executes the trip logic. This configuration ensures that the
individual routines all take less than 1 us so that the entire
process achieves the desired 1 us throughput.
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Fig. 5: Hardware task distribution across parallel processors

IV. HIL LATENCY AND PERFORMANCE

The total latency between the moment of fault initiation and
the RTDS receiving a “trip” signal is made up of multiple
sources. These delays vary depending on the implementation:
the ideal unfiltered simulated relay; the filtered noiseless sim-
ulated relay; and the hardware relay. Certain latency sources
are common to all of the relays. These sources include the
RTDS inter-core latency (t.2. = 3 ps), caused by the transfer
of data across the control, circuit simulation, and analog
interface cores. Inter-core latency is a result of the real-
time simulation environment and would not exist in a real
deployment scenario. The other consistent latency source is the
algorithm’s inherent solution (557, = 3—4 ws), plus the time
required to accumulate five sequential in-zone fault counts
(tcount = D ws). The next delay source is found only in the
relay implementations that include the digital FIR filter. This
latency is a result of the filter’s linear group delay, in which
a % delay is added between the raw current inputs and the
filtered current data, where N is the filter order. These delays
can be observed by viewing the real-time current waveforms
measured by the software and hardware relay with respect
to the fault initiation moment (Fig. @) However, as shown
in Fig. f[a) and (c), the constant group delay in the current
signal does not translate to an equivalent constant delay in
the fault distance calculation or the final trip decision. The
effective filter latency (¢;;;) was quantified as the difference
between the trip times of the filtered simulation (¢;,,) and
the ideal unfiltered simulation (2;qear): tfitt = tsim — tideal-
Remaining sources of latency were introduced by the pipelined
hardware algorithm latency and HIL configuration. Pipelining
adds 3 ps of latency to ensure microsecond cycle throughput,



plus an extra cycle for setting the trip output pin high after
a fault is detected, totaling t4;; = 4 ps. The HIL latency
(tgrrr = 5-7 us) accounts for the time required to write and
read the digital data across devices, and is made up of the
DAC/ADC conversion times and clock synchronization of the
isolated RTDS and DSP.
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Fig. 6: Real time current waveforms that show the data
propagation through the HIL configuration during a 100m fault

V. RESULTS
A. Hardware and Software Relay Comparison

The fault location results obtained by the internal software
relay and the external hardware relay were compared within
the HIL environment (Fig. [7). The relevant time frame starts
immediately before the fault initiation and ends immediately
after the external hardware trip signal is received. When
identical filtering is applied, the hardware and software relays
exhibit similar distance-to-fault results, with a 9 us latency
between the trip signal of each relay, attributable to the
HIL interface and hardware pipelining. The hardware relay
successfully achieves trip speeds comparable to the soft-
ware simulation, validating the DSP’s ability to execute the
complete fault location calculations and protection algorithm
within the required 1 us window. Discrepancies in the final
distance-to-fault results are expected, as the hardware relay
is subject to the filtering and DAC/ADC process, while the
RTDS is using ideal noise-free data. Once the relay logic
determines that a fault is within the zone of protection for
the required duration, it prioritizes the trip command. As
a protection device, the relay ceases calculation to actuate
the breaker immediately. Consequently, the “final” distance
calculation reported in Fig. [7] and Fig. [§] represents the value
at the moment of the trip decision. Delaying the trip to allow
for further convergence would compromise protection speed
without guaranteeing a significantly more accurate location
estimate.

B. Various Fault Distance Scenarios

The hardware relay was tested across a range of fault locations
and successfully identified and located all faults within 95% of
the protection zone. The relay correctly did not operate for out-
of-zone faults, as no distance-to-fault calculations fell within
the line length for external faults. For faults occurring within
the final 5% of the protection zone (near the 200m boundary),
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Fig. 7: Fault location and resulting trip signal produced within
the HIL configuration for fault at 100m

the relay exhibited inconsistent tripping performance within
the 35 ps window. This boundary effect is detailed in Section
[V-C] and is a consequence of the HIL signal chain constraints,
rather than a flaw in the firmware design. Fig. [§] illustrates the
trajectory of the five sequential distance-to-fault calculations
leading to the trip decision. For all successful operations, the
relay confirmed the fault and issued a trip signal in less than
35 ps after inception, satisfying the design requirements.
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Fig. 8: Distance-to-fault results from hardware relay at trip
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C. Boundary Performance and Quantization Effects

While the hardware relay exhibits expected performance for
a majority of faults (3m to 190m), boundary faults near the
200m zone limit reveal the practical precision limits of the
prototype. For a fault at 197m, the calculated distance value
correctly transitions from an undefined value to a result near
the boundary. However, as the distance from the bus increases,
the magnitude of the current derivative (di/dt) decreases,
reducing the denominator of the fault location equation [T and
increasing the result’s sensitivity to quantization noise from
the 12-bit ADC. The 0.8mV quantization steps are scaled to
meet the entire range of current magnitudes that the relay
could obtain. When this scale is widened to allow accurate
measurement of very high (> 2 kA) current magnitudes in
near-end cases, the distance-to-fault result fluctuates across
the 200m protection threshold in far-end cases. The current
trip logic requires five consecutive counts for security, where
the momentary excursions outside the zone reset the counter,
delay the trip, and cause the relay to miss the window where



the fault location is most accurate (e.g., the stable period
between 6 ps and 17 ps post-fault shown in Fig. [c)).
This highlights a design trade-off: a higher counter threshold
improves security and effectively removes “junk” values, but
reduces dependability at the edge of the protection zone under
high-noise conditions. Future iterations could mitigate these
challenges by improving the ADC resolution, input signal
dynamic range, and a system-specific, zone-based trip logic.

VI. CONCLUSION

This paper presents the design, implementation, and valida-
tion of a high-speed dc protection relay capable of 1 MHz
sampling and processing. The prototype utilizes a multi-core
microcontroller to sample analog voltage and current, apply
FIR filtering, and execute a novel single-ended fault location
algorithm, all within a strictly enforced 1 us loop.

A review of current literature and commercial technology
suggests that this is one of the first hardware implementations
to achieve a complete protection logic cycle within this time
constraint. This work bridges the gap between theory and
practice, validating that the high sampling rates and derivative-
based methods often proposed in simulation are achievable on
commercial hardware. Experimental validation in a real-time
HIL environment demonstrated the relay’s dependability, secu-
rity, and speed. The system successfully detected and cleared
all in-zone faults in less than 35 ps while remaining in normal
operation for out-of-zone faults and non-fault conditions.

However, the study also highlights that such an implementa-
tion is non-trivial. The results quantify the significant impact of
signal processing on transient-based fault location, specifically
exposing the limitations of applying classical linear filters to
the non-periodic, exponential characteristic of dc faults.

Future work will focus on addressing the boundary perfor-
mance limitations identified in this study. Objectives include
developing specialized filter tuning methods and improving
ADC modules to maximize dynamic range and minimize
quantization noise. Additionally, further research is required to
refine zone-boundary logic and establish system-specific post-
trip coordination procedures.
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