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Abstract—Non-Intrusive Load Monitoring (NILM) estimates
appliance-level energy usage from aggregate measurements, pro-
viding critical insights for smart grid energy management and
demand response. However, the aggregate load data can also
expose sensitive behavioral patterns, such as occupancy, appliance
usage, or socio-economic status, raising growing cybersecurity
and privacy concerns. This paper presents a unified privacy-
preserving framework for NILM that integrates both traditional
probabilistic models and modern machine-learning architectures
under a common selective protection mechanism. The framework
injects calibrated differential-privacy noise into aggregated power
signals before third-party transmission, while providing autho-
rized entities with noise metadata (e.g., variance) as lightweight
access keys. These metadata allow authorized NILM models
to perform noise-aware inference, maintaining disaggregation
accuracy, whereas unauthorized models experience intentional
degradation. Evaluations on the GREEND dataset demonstrate
that the proposed framework effectively balances data utility and
privacy, preserving accurate disaggregation for trusted analytics
while mitigating behavioral leakage to untrusted observers.

Index Terms—Non-Intrusive Load Monitoring, Differential
Privacy, Cybersecurity

I. INTRODUCTION

Non-Intrusive Load Monitoring (NILM) [1] has emerged as
a key technique for inferring appliance-level energy consump-
tion from aggregate power measurements, thereby reducing the
need for costly per-appliance instrumentation. It supports con-
sumption optimization, strategic load scheduling, and demand-
side management for utilities [2]. With high-resolution smart
meters and large public datasets [3], [4], NILM has advanced
from probabilistic models such as Factorial Hidden Markov
Models (FHMMs) [5] to deep architectures like sequence-
to-point Convolutional Neural Networks (CNNs) [6], greatly
improving accuracy and scalability. Yet these powerful algo-
rithms also enable adversaries to infer sensitive behaviors, such
as residential occupancy, appliance usage, or socio-economic
status [7], [8], making NILM both a tool for grid intelligence
and a potential privacy threat.

Specifically, as utilities increasingly outsource analytics
tasks (e.g., load forecasting, anomaly detection, and NILM) to
third-party providers with specialized machine-learning (ML)
expertise and high-performance computing infrastructure [9],
[10], power consumption data become vulnerable during trans-
mission, storage, and processing [11]. These external vendors
often operate outside traditional regulatory oversight, creating
privacy and accountability gaps. In fact, the unauthorized shar-
ing of raw power usage data has already prompted residents to
file lawsuits against utility companies [12]. Recent incidents,
including the 2025 Nova Scotia Power breach [13] and the

2023 MOVEit data leak affecting Texas utilities [14], also
highlight this risk. Once exposed, aggregated power data can
be exploited by advanced NILM algorithms to reconstruct
household routines and behaviors [7], [15], underscoring the
urgent need for privacy-preserving NILM frameworks com-
patible with ML-driven grid operations.

To safeguard customer privacy in NILM applications, exist-
ing research falls into two main categories. The first targets
the training phase, where federated learning frameworks such
as Fed-NILM [16] and FederatedNILM [17] keep data local
while sharing only model updates. DP2-NILM [18] further
integrates differential privacy into the federated setting to
provide formal guarantees against information leakage. While
effective in reducing training-time privacy risks, these ap-
proaches do not protect data during the inference phase,
when trained models process new residential data. The second
category addresses this setting by perturbing aggregate signals
before transmission to third-party NILM systems. Prior studies
have applied differential privacy through calibrated noise in-
jection [8] or adversarial perturbations that mask appliance
signatures while preserving aggregate-level statistics [19].
However, these methods primarily seek to degrade NILM
accuracy universally, without considering how to selectively
preserve disaggregation accuracy for authorized parties while
blocking unauthorized inference.

For enabling selective privacy preservation in NILM, we
propose a framework that perturbs aggregated power data
with calibrated Gaussian noise while sharing compact sta-
tistical descriptors, such as the mean and variance of the
injected noise, with authorized parties that conduct NILM
algorithms. These metadata serve as lightweight access keys
that allow trusted entities to incorporate the noise model into
their NILM inference process and recover accurate appliance-
level consumption. These keys are easier to protect than
raw power data and can be periodically refreshed to prevent
leakage. Unauthorized parties (e.g., attackers) that lack this
information must rely on the obfuscated signal, leading to
degraded disaggregation performance, as illustrated in Fig. 1.
Unlike conventional obfuscation schemes that uniformly de-
grade accuracy, the proposed approach achieves asymmetric
protection by preserving data utility for authorized users while
hindering unauthorized inference, and it can be efficiently
implemented at the utility side by perturbing aggregated data
before transmission to third-party NILM service providers.

To demonstrate the generality of the proposed framework,
we adapt both traditional and modern NILM algorithms into

979-8-3315-8138-1



Customer Utility

Meter

Authorized party Unauthorized

Perturbed aggregation data 

Perturbation 
metadata

Data breach

NILM
Granular energy insights

Privacy-preserved load disaggregation

Fig. 1. Overview of the selective privacy-preserving NILM framework.

noise-aware versions that compensate for differentially private
perturbations. For probabilistic models such as the FHMM,
the emission distribution is modified to include the variance
of the injected Gaussian noise. During inference, the emis-
sion likelihood is evaluated using the combined intrinsic and
noise variance, ensuring statistical consistency between the
perturbed aggregate signal and the latent appliance states. This
allows authorized entities to recover accurate disaggregation
results without retraining. For machine-learning-based NILM,
such as CNN models, the noise metadata are incorporated
as auxiliary conditioning variables within a noise-aware loss
function, enabling the models to learn mappings that ac-
count for known noise statistics while naturally degrading
performance when metadata are absent. Conceptually, the
framework parallels asymmetric cryptographic schemes but
offers greater computational efficiency and compatibility with
real-time smart grid operations.

We validate the proposed framework on the publicly avail-
able GREEND dataset [4], evaluating NILM performance
under both authorized and unauthorized conditions. In the
authorized setting, FHMM- and ML-based models are adapted
to the injected noise statistics, while in the unauthorized
setting, standard (vanilla) counterparts are applied directly to
the perturbed data. Results show that the framework satisfies
formal differential-privacy guarantees, significantly degrading
unauthorized inference while maintaining high disaggregation
accuracy for authorized users.

The remainder of this paper is organized as follows. Sec-
tion II formulates the NILM problem and introduces the differ-
ential privacy framework used to quantify privacy guarantees.
Section III describes the proposed noise calibration procedure
and the adaptation of both FHMM- and CNN-based NILM
models for noise-aware inference. Section IV presents the
experimental results, and Section V concludes the paper.

II. PRELIMINARIES

A. System Modeling of NILM

NILM aims to estimate the power usage of individual
appliances from the total power measured by a single sensor
over time. Consider M known appliances, each consuming
power pm[n] ∈ R for m = 1, . . . ,M at time step n.
The aggregated household power is given by pagg[n] =∑M

m=1 pm[n] + e[n] =
∑M+1

m=1 pm[n], where e[n] := pM+1[n]
represents measurement noise or the contribution of unmod-
eled devices (also referred to as ghost power [20]). The goal
of NILM is to recover the individual appliance consumptions
pm[n] for m = 1, · · · ,M , using only the aggregate signal

pagg[n] [1]. NILM can achieve this disaggregation because
individual appliances exhibit characteristic power signatures,
such as distinct activation patterns, magnitudes, and temporal
dynamics, which can be learned or modeled from data [5],
[6]. Although such disaggregation provides valuable insights
for energy management, it also introduces privacy risks: fine-
grained load patterns can reveal occupant presence, activity
schedules, and lifestyle habits. This motivates the need to
integrate formal privacy guarantees into NILM algorithms.

B. Differential Privacy as a Privacy Metric

To quantify privacy protection, we adopt the framework of
differential privacy (DP) [21], which offers worst-case guaran-
tees against information leakage. In this setting, the objective
is to prevent adversaries from inferring the contribution of
any single appliance to the aggregated power signal. Two
aggregate signals pagg[n] and p′agg[n] at time n are defined
as neighboring if they differ in the consumption of exactly
one appliance, i.e., there exists m0 ∈ {1, . . . ,M} such that
pm0 [n] ̸= p′m0

[n], while all other appliance consumptions
remain identical. Let M : R → R denote a randomized
mechanism that perturbs pagg[n] before data sharing. M is
said to satisfy (ε, δ)-differential privacy if, for any pair of
neighboring inputs and any measurable subset S ⊆ R,

P[M(pagg[n]) ∈ S] ≤ eεP[M(p′agg[n]) ∈ S] + δ. (1)

This condition ensures that the output distribution changes
only slightly when any single appliance’s power value is
modified, thereby limiting an adversary’s ability to infer its
presence or magnitude. The parameter ε > 0 is the privacy
budget: smaller ε corresponds to stronger privacy, while δ > 0
captures the probability of rare violations.

III. METHODOLOGY

A. Differentially Private Data Perturbation at the Utility Level

To mitigate adversarial inference risks, we propose a noise-
injection framework that perturbs the aggregate power signal
before transmission to third-party NILM services (see Fig. 1).
Instead of accessing the raw aggregate data pagg[n], external
NILM algorithms operate on a perturbed version

p̃agg[n] = M(pagg[n]) = pagg[n] + η[n], (2)

where η[n] ∼ D is a zero-mean random noise. The distribution
choice of D and its parameters determine the privacy-accuracy
trade-off. We adopt Gaussian noise here due to its analyti-
cal tractability and natural compatibility with FHMM-based
NILM models, where appliance emissions are often assumed
Gaussian.

Proposition 1. Let η[n] ∼ N (0, σ2) be independent Gaussian
noise added to each time step pagg[n] of the aggregate signal.
Then the mechanism in (2) satisfies (ε, δ)-differential privacy

provided that σ ≥ ∆·
√

2 log(1.25/δ)

ε [22], where ∆ is an upper
bound on the change in pagg[n] resulting from modifying one
appliance’s power usage [22].
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This result follows directly from the classical Gaussian
mechanism in differential privacy [22]. In practice, a con-
servative choice for ∆ is ∆ = maxm P rated

m , where P rated
m

denotes the rated power of appliance m. This ensures strong
protection against appliance-level inference while allowing the
utility to tune σ according to the desired privacy budget ε.
The mechanism is easily implementable by system operators,
since it only requires adding calibrated random noise to the
aggregate signal before data sharing, without altering existing
metering or communication infrastructure.

We further note that since the aggregate signal p̃agg[1 : N ]
is released as a sequence of N independently perturbed
values, the total privacy loss accumulates across time. Under
the advanced composition theorem [22], the full-sequence
guarantee satisfies (εtot, δtot)-differential privacy with: εtot =√
2N ln(1/δ′) ·ε+Nε(eε−1), δtot = Nδ+δ′, for any δ′ > 0.

This provides a formal quantification of privacy degradation
due to repeated releases of perturbed data.

Despite the privacy protection, the injected noise inevitably
degrades the accuracy of all NILM algorithms, even for
authorized third parties [8]. To mitigate this effect, we pro-
pose that the utility shares perturbation metadata, such as
the known noise variance σ2, with authorized entities. This
side information acts as a lightweight correction key that
enables authorized NILM algorithms to perform noise-aware
inference, whereas unauthorized parties who lack access to σ2

operate on obfuscated signals with degraded performance. As
illustrated in Fig. 1, this selective protection framework allows
utilities to share aggregate power data in a privacy-preserving
way. In the next sections, we detail how the NILM inference
process can be adapted to account for the noise variance σ2

in order to maintain accuracy.

B. Noise-Aware Adaptation of FHMM-Based NILM

The FHMM [5] provides a classical probabilistic formu-
lation of NILM, modeling household power consumption as
the superposition of multiple appliance-level processes. Each
appliance m ∈ {1, · · · ,M} is represented by a discrete-
time hidden Markov chain with latent state sm[n] ∈ Sm that
captures operating modes such as off, idle, and active. The
aggregate power is expressed as a Gaussian emission centered
on the sum of the mean appliance powers:

P(pagg[n] | s[n]) = N (pagg[n] |
M∑

m=1

µsm[n], τ
2), (3)

where µsm[n] denotes the mean power of appliance m in state
sm[n], τ2 represents intrinsic modeling variance, and s[n] =
(s1[n], . . . , sM [n]) is the joint latent state.

Under the proposed privacy mechanism, the aggregate sig-
nal is perturbed according to Eq. (2), introducing independent
Gaussian noise with variance σ2. To maintain statistical con-
sistency between the perturbed observations and the FHMM
emission model, the likelihood function in Eq. (3) is modified
to include the total observation variance:

P(p̃agg[n] | s[n]) = N (p̃agg[n] |
M∑

m=1

µsm[n], τ
2 + σ2). (4)

This adjustment accounts for the independent privacy noise
by inflating the emission variance while keeping the emission
mean unchanged. Since the FHMM is trained on clean data,
this modification is applied only during inference and requires
no retraining. Authorized users, who possess the correct σ2,
evaluate likelihoods using the total variance τ2 + σ2, main-
taining relatively accurate disaggregation. Unauthorized users,
unaware of the noise statistics, assume incorrect variances and
experience likelihood mismatch and degraded performance.
C. Noise-Aware Adaptation of ML-Based NILM

To illustrate compatibility with modern machine-learning
(ML)-based NILM, we extend the same principle to a data-
driven model, represented by the sequence-to-point convolu-
tional neural network (CNN) [6]. Given a sliding window
of aggregate power readings, the CNN learns a nonlinear
mapping to the target appliance’s power:

p̂m[n] = fθ(p̃agg[n− w : n+ w]), (5)
where fθ denotes the neural network parameterized by weights
θ, and 2w + 1 is the input window size.

For authorized parties, to explicitly incorporate the known
perturbation, the noise level σ is provided to the model as an
auxiliary conditioning variable through input concatenation:[
p̃agg[n − w : n + w]; σ

]
. This conditioning allows the

CNN to adapt its internal representations to different privacy
levels without modifying its architecture, enabling seamless
deployment under varying noise magnitudes.

To further capture the uncertainty introduced by the per-
turbation, the model is optimized using a Gaussian negative
log-likelihood (NLL) loss:

LNLL =
1

N

N∑
n=1

(pm[n]− p̂m[n])2

2(τ̂2[n] + σ2)
+

1

2
log(τ̂2[n] + σ2), (6)

where τ̂2[n] is an additional output predicted by a parallel
branch of the network that estimates the intrinsic data variance.
This formulation jointly models data noise and predictive
uncertainty, allowing the CNN to produce calibrated and robust
estimates even under privacy-preserving perturbations.

The two case studies demonstrate the versatility of the
proposed privacy-preserving framework. Probabilistic NILM
models, such as FHMM, incorporate noise statistics using vari-
ance correction during inference, while data-driven models,
such as CNN, embed them during training through condition-
ing and uncertainty-aware optimization. This unified design
ensures compatibility across NILM methods and supports
practical real-world deployment.

The proposed framework also supports customer-specific
noise injection to enhance robustness and deployment flexibil-
ity. Rather than using a uniform noise level, each household
can adopt a personalized variance σ2

i . This allows utilities to
offer user-specific trade-offs between privacy and data fidelity
according to customer preferences or contractual requirements.

IV. NUMERICAL RESULTS

To evaluate the proposed privacy-preserving NILM frame-
work, experiments are conducted on the GREEND dataset [4],
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a standard benchmark for residential energy disaggregation.
GREEND contains active power measurements at both appli-
ance and aggregate levels across multiple European house-
holds, originally sampled at 1 Hz. To emulate realistic smart
meter reporting and mitigate high-frequency noise, the data
are downsampled to 1-minute intervals. A continuous 1-month
segment is used for model training, followed by a 10-day
testing period during which privacy-preserving perturbations
are applied. For the authorized-party scenario, both FHMM-
and CNN-based NILM models [5], [6] are evaluated using
the noise-aware adaptations in Sections III-B and III-C. For
unauthorized scenario, the same models are tested in their
standard forms, operating without access to the noise statistics.
A. Noise Calibration for Differential Privacy

Gaussian noise is injected into the aggregate data under
three variance settings, σ ∈ {500, 1000, 1500}W, based on
an estimated single-appliance sensitivity of ∆ ≈ 103 W over
the 10-day GREEND test window. With the privacy parameter
fixed at δ = 10−2, the corresponding privacy budgets ε
are computed using Proposition 1. Table I summarizes the
resulting configurations and their qualitative privacy strengths.

TABLE I
NOISE CONFIGURATION AND ACHIEVED PRIVACY GUARANTEES

Noise Std. (σ) Sensitivity ∆ ε (with δ = 10−2) Privacy Level

500 W 1000 W 6.21 Weak
1000 W 1000 W 3.11 Moderate
1500 W 1000 W 2.07 Strong

These calibrated noise magnitudes enable systematic evalua-
tion of the privacy-accuracy trade-off for unauthorized parties.
As σ2 increases, the privacy strengthens (lower ε), while disag-
gregation accuracy deteriorates. Fig 2 illustrates this effect by
visualizing the inferred on/off states of a television under three
noise levels using a standard FHMM without noise awareness.
Each dot marks an inferred “on” moment, with the ground
truth shown in the bottom row. At σ = 500 W, the model still
partially recovers activation patterns, whereas at 1000 W and
1500 W, the inferred transitions become increasingly distorted
and misaligned with the ground truth. This confirms that
privacy-preserving noise significantly hampers the ability of
unauthorized parties to reconstruct appliance-level activity.
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Fig. 2. Television on/off state inferred by a standard FHMM under Gaussian
noise with σ ∈ {500, 1000, 1500}W.

B. Binary On/Off State Recovery of Appliances

We first evaluate binary disaggregation accuracy at the
appliance on/off state level. Fig. 3 shows the inferred on/off
state of nine appliances over a 10-day window. Black dots

denote ground-truth on events, while red and pink indicate
predictions from the noise-adapted (authorized) and standard
(unauthorized) FHMM models, respectively. The authorized
model accurately recovers appliance usage patterns despite
injected noise, performing well on both continuous loads (e.g.,
fridge freezer) and sporadic devices (e.g., coffee maker, vac-
uum cleaner). Only minor degradation appears for low-power
appliances such as the kettle. In contrast, the unauthorized
model produces frequent false positives and misses short or
subtle on/off events. These results confirm that access to noise
statistics allows authorized parties to maintain NILM accuracy,
fulfilling the objective of selective privacy preservation.

Fig. 3. Inference of on/off state of appliances between noise-adapted
(authorized) and standard (unauthorized) FHMM models. σ = 1000w.

C. Continuous Power Disaggregation of Appliances

Beyond binary state detection, we further assess time-series
fidelity of appliance-level power reconstruction. Fig. 4 com-
pares disaggregated power traces for (left) the ground truth,
(middle) the authorized noise-adapted CNN, and (right) the
standard unauthorized CNN. Each trace represents one of nine
appliances over the 10-day evaluation window. The authorized
model closely follows true consumption patterns, particularly
for dominant appliances such as the fridge freezer, dishwasher,
and television. Despite the added perturbation, key temporal
patterns and activation cycles remain well preserved. By con-
trast, the unauthorized model exhibits systematic distortion:
short-duration or low-power activities are lost, and baseline
consumption is consistently overestimated. It indicates the
unauthorized model’s inability to compensate for the injected
noise, reinforcing the framework’s effectiveness in achieving
selective privacy protection.

D. Sensitivity Analysis to Perturbation Noise Variance

To quantify the effect of privacy-preserving noise on NILM
performance, we conduct a sensitivity analysis by varying the
noise variance σ2 and measuring binary on/off inference accu-
racy using two standard metrics: F1 score (higher is better) and
Hamming loss (lower is better). The reported results represent
the average performance of the FHMM and CNN models. As
shown in Table II, authorized NILM models maintain high F1
scores (above 0.77) and low Hamming loss, indicating that
the noise-aware adaption effectively compensates for injected
perturbations. In contrast, unauthorized users experience a
marked performance decline as σ increases: the F1 score drops
from 0.76 at 200 W to 0.41 at 1500 W, accompanied by
a steady rise in Hamming loss. This widening performance
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Fig. 4. Disaggregation of appliance-level power for authorized-party and unauthorized party using FHMM-based NILM algorithms.

gap confirms the ability to preserve disaggregation accuracy
for trusted entities while progressively degrading unauthorized
inference under stronger privacy settings.

TABLE II
DISAGGREGATION ACCURACY UNDER VARIOUS NOISE LEVEL.

σ (W) Authorized Party Unauthorized Party
F1 Score Hamming Loss F1 Score Hamming Loss

200 0.796 0.092 0.759 0.112
500 0.798 0.093 0.643 0.174
1000 0.783 0.097 0.523 0.241
1500 0.776 0.102 0.407 0.331

V. CONCLUSION

This paper presents a principled privacy-preserving frame-
work for Non-Intrusive Load Monitoring (NILM) that enables
selective disaggregation under formal privacy guarantees. A
calibrated Gaussian noise injection mechanism is introduced
to obfuscate aggregate power data, deterring unauthorized
NILM inference while allowing authorized entities to recover
appliance-level usage through noise-aware inference using
shared noise statistics. The approach extends naturally to
both probabilistic and machine-learning-based NILM models,
achieving differential privacy and lightweight, real-time com-
patibility. Experiments on the GREEND dataset show that the
proposed method effectively balances privacy protection with
NILM accuracy. It maintains high disaggregation accuracy for
authorized users while substantially degrading performance for
unauthorized ones.
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