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Abstract—The increasing digitization of power substations
exposes critical infrastructure to cyber threats, particularly
via supply-chain attacks targeting intelligent electronic devices
(IEDs). Existing cybersecurity frameworks, such as GridTrust,
provide device-level trust and update authentication, but lack
awareness of substation-specific protocols like IEC 61850, in-
cluding generic object-oriented substation event (GOOSE), man-
ufacturing message specification (MMS), and sampled value (SV)
communications. In this work, we propose GridTrust-61850,
an extension of GridTrust that integrates protocol-aware trust
assessment, anomaly detection, and software-defined networking
(SDN)–driven mitigation to secure IEC 61850-based digital sub-
stations (DSs). GridTrust-61850 leverages physically unclonable
functions (PUFs) for device identity verification, multi-party
cryptographic signatures for update authentication, and real-time
analysis of IEC 61850 traffic to detect malicious activities. The
framework is validated through a hardware-in-the-loop (HIL)
substation testbed, demonstrating its effectiveness in blocking
malicious updates and preventing unauthorized access while
maintaining operational continuity. GridTrust-61850 represents
a novel contribution by combining protocol-level intelligence with
device-level trust, providing a scalable and practical solution for
resilient cybersecurity in modern DSs.

Index Terms—Digital substations (DSs), IEC 61850, cyberse-
curity, supply-chain attacks, firmware authentication, physically
unclonable function (PUF), anomaly detection, software-defined
networking (SDN), hardware-in-the-loop (HIL), trusted update
framework.

I. INTRODUCTION

The modern electric power grid is undergoing rapid trans-
formation, driven by the integration of renewable energy
sources, increasing electrification, and the deployment of smart
grid technologies. At the heart of this transformation are
digital substations (DSs), which rely on standardized com-
munication protocols such as IEC 61850 to achieve inter-
operability and real-time control [1] which are being rapidly
deployed throughout the world. While these advances enhance
operational efficiency, they also expand the attack surface,
making substations increasingly vulnerable to cyber threats.
For example, the migration of protection and control intelli-
gent electronic devices (IEDs) to IEC 61850-based Ethernet
networks opens up classical IT attack vectors such as denial-
of-service (DoS) of generic object-oriented substation event
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(GOOSE) messages, spoofing of sampled values (SV), and
remote firmware compromise via the supply chain. Further,
modeling of supply-chain attacks in IEC 61850 substations
highlights how malicious firmware inserted at the vendor or
integrator stage can later trigger coordinated asset failures.
Similarly, a detailed DoS-attack simulation on an IEC 61850
substation network demonstrated that communication flooding
of manufacturing message specification MMS/SV traffic can
degrade protection relay response and endanger transmission
reliability [2]. Malicious actors can exploit vulnerabilities
in the supply chain [3], firmware updates [4], or device
configuration [5], potentially causing widespread disruption or
damage to critical infrastructure.

Existing cybersecurity efforts in substations mainly focus
on perimeter protection or isolated mechanisms for anomaly
detection and device authentication. While these approaches
enhance defense in specific layers, they often lack holistic
visibility into IEC 61850 protocol behavior, leaving substa-
tions susceptible to insider or supply-chain threats. Frame-
works such as GridTrust [6] address firmware update integrity
through hardware root-of-trust and multi-party signing but
remain protocol-agnostic, limiting their direct applicability to
DSs that rely on IEC 61850 communications. To address these
challenges, this work proposes GridTrust-61850, an extension
of GridTrust that incorporates IEC 61850 awareness into
device-level trust and firmware update security. GridTrust-
61850 combines physically unclonable function (PUF)-based
device authentication, multi-party cryptographic verification,
and protocol-aware anomaly detection to provide comprehen-
sive protection for IEC 61850-enabled devices. In addition,
the framework leverages software-defined networking (SDN)
to enforce security policies dynamically, enabling real-time
mitigation of malicious updates and network-level attacks.

The main contributions of this work are as follows:
1) Protocol-aware extension of GridTrust: integration of IEC

61850 traffic analysis (GOOSE, MMS, SV) into device-
level trust mechanisms.

2) Secure firmware update and anomaly detection: demon-
stration of how multi-party signatures and PUF authen-
tication prevent unauthorized updates while ensuring op-
erational continuity.

3) Hardware-in-the-loop (HIL) validation: deployment and
testing of GridTrust-61850 in a DS testbed, showing
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resilience against supply-chain attacks and man-in-the-
middle (MITM) scenarios.

4) Dynamic SDN-based mitigation: real-time security en-
forcement using SDN to isolate compromised devices and
prevent the propagation of malicious commands.

The remainder of the paper is organized as follows. Sec-
tion II provides a review of existing literature on substation
cybersecurity, GridTrust, and IEC 61850 security. Section III
describes the GridTrust-61850 system architecture. Section IV
presents the experimental setup, including HIL testing in a
substation environment, and Section V discusses the results
of the security evaluation. Finally, Section VI concludes the
paper and outlines directions for future work, followed by the
acknowledgement in Section VII.

II. RELATED WORKS

IEC 61850 is being deployed in power substations due to
its numerous advantages including, interoperability, Ethernet-
based communication among IEDs via GOOSE, MMS, and
SV. However, the migration from serial links to routable net-
works introduces classical information technology (IT) attack
vectors into time-critical protection domains. Prior studies
analyze GOOSE flooding/DoS impacts on relay performance,
SV spoofing/replay leading to false measurements, and MMS
misuse for unauthorized control or configuration changes
[7]. Several works propose message authentication codes or
signature schemes and strict timing checks; however, these
often require device firmware changes, add latency, or lack
deployability across mixed-vendor substations [8].

Supply-chain compromises and malicious firmware remain
high-impact threats for operational technology (OT). Works
on secure update frameworks emphasize provenance, cryp-
tographic signing, and policy checks before installation [9].
GridTrust introduces a hardware root-of-trust using PUFs and
multi-party (vendor + utility) signatures to block unauthorized
updates and impersonation [6]. While effective for device
identity and update integrity, baseline GridTrust is protocol-
agnostic and does not reason about IEC 61850 runtime behav-
ior (e.g., GOOSE retransmission profiles, SV phase/coherency)
after an update is installed.

A rich body of work targets network- and host-based intru-
sion detection system (IDS) for substation traffic. Classical
approaches model traffic statistics, control-plane events, or
topology constraints to detect anomalies [10]. More recent
methods leverage protocol-aware features—GOOSE timing
windows, dataset IDs, and MMS service profiles—to improve
detection fidelity and reduce false positives [11]. Despite
promising results, many IDS solutions run out-of-band and
provide alerts without a guaranteed enforcement pathway (e.g.,
automatic isolation), and few integrate with update-time trust
anchors.

SDN has been explored to segment, rate-limit, and reroute
substation traffic dynamically, enabling fast reaction to anoma-
lies while preserving critical paths [12], [13]. SDN-based
schemes can enforce per-flow policies for GOOSE/MMS and
quarantine suspicious hosts. However, most SDN defenses are

decoupled from device-level trust and supply-chain assurance;
they react to traffic symptoms without leveraging information
about firmware provenance or hardware identity.

PUFs have been adopted to derive device-unique secrets,
support anti-cloning, and bind cryptographic material to hard-
ware without storing plaintext keys [14]. In power-system
contexts, PUFs have been proposed for IED authentication
and key derivation with considerations for aging/temperature
via error correction [15]. These works validate the feasibility
of hardware-anchored identity, but typically stop short of
protocol-aware runtime protections or SDN-mediated enforce-
ment.

In contrast to prior efforts that individually address update
integrity (GridTrust/PUF), protocol anomaly detection (IEC
61850-aware IDS), or network enforcement (SDN), GridTrust-
61850 fuses all three: (i) hardware-anchored trust (PUF +
multi-party signatures) at update time, (ii) protocol-aware
monitoring of GOOSE/MMS/SV at run time, and (iii) SDN-
driven, real-time mitigation (isolation/rerouting) as an en-
forcement backplane. This integrated design closes the gap
between supply-chain assurance and runtime protocol security,
delivering an end-to-end path from trust establishment to
automated response in IEC 61850 DSs.

III. PROPOSED SYSTEM ARCHITECTURE:
GRIDTRUST-61850

A. Overview

The proposed GridTrust-61850 framework extends the orig-
inal GridTrust architecture by incorporating IEC 61850-aware
trust evaluation and SDN enforcement into the substation
environment. The framework provides end-to-end protec-
tion—from device identity verification and secure firmware
update to real-time detection and mitigation of protocol-level
anomalies. Fig. 1 illustrates the overall workflow, showing how
GridTrust-61850 builds on the hardware root-of-trust (PUF)
of the original system while introducing protocol-specific
intelligence and network adaptability.

Fig. 1: Architecture of Proposed GridTrust-61850.
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B. Functional Layers

1) Hardware Root-of-Trust and PUF-Based Authentication:

Fig. 2: PUF Authentication Workflow.

Each IED in GridTrust-61850 is equipped with a PUF
that serves as a hardware fingerprint, establishing a root-
of-trust. As illustrated in Fig. 2, during firmware updates
or control actions, the network operations center (NOC)
sends a random challenge to the IED. The device’s
PUF generates a unique response, verified against a se-
cure challenge-response pair (CRP) database. Successful
verification authenticates the device and enables secure
key generation for encrypted communication. Since the
PUF secret is never stored, cloning or key extraction
becomes infeasible. Moreover, built-in error-correction
ensures stability of responses under temperature or aging
variations. This mechanism guarantees that only legiti-
mate, hardware-verified IEDs participate in IEC 61850
communication and receive authorized updates, prevent-
ing spoofing or device impersonation within DSs.

2) Multi-Party Cryptographic Verification: To strengthen
supply-chain integrity, GridTrust-61850 employs a dual-
signature verification mechanism during firmware up-
dates. The vendor digitally signs the firmware using
its private key, confirming the software’s origin and
integrity. The utility independently inspects the update
for policy compliance and adds its own signature before
deployment. Both signatures are verified on the IED
using Rivest–Shamir–Adleman (RSA)-based public-key
cryptography and secure hashing algorithm (SHA)-256
hashing. If either verification fails, the update is auto-
matically aborted and an alert is generated at the NOC.
This two-tier authentication process eliminates single-
point compromise, mitigates insider manipulation, and
prevents the propagation of forged or malicious firmware
across IEC 61850-based substations.

3) IEC 61850 Protocol-Aware Monitoring: IEC 61850 in-
cludes GOOSE for fast events, MMS for control and data
exchange, and SV for high-rate analog measurements.
GridTrust-61850 monitors these message streams for tim-
ing, dataset, and semantic deviations, enabling detection
of spoofed GOOSE frames, replayed SV packets, or
unauthorized MMS writes. Detected anomalies lower the
IED’s trust score and alert the NOC, ensuring that ma-
licious updates or configuration changes cannot silently
modify IEC 61850 behavior. By embedding protocol-
aware verification into the trust workflow, GridTrust-
61850 provides early detection of manipulation attempts
against substation protection and control functions.

4) GridTrust-61850 uses an adaptive port controller (APC)
to enforce real-time, trust-driven mitigation in the DS

network. When abnormal GOOSE, MMS, or SV traf-
fic is detected, the controller automatically reroutes or
isolates suspicious IEDs, preventing malicious command
propagation while preserving legitimate protection flows.
This capability extends the smart cyber switching (SCS)
concept introduced in our earlier work [13], where SDN-
based flow reconfiguration was used for cyber restoration.
In GridTrust-61850, the same logic is triggered by device
trust violations, enabling automatic quarantine and se-
cure reconfiguration of communication paths. Thus, SDN
transforms the framework from a passive monitoring layer
into an active cyber-resilience mechanism for IEC 61850
substations.

C. Integration Workflow

The overall GridTrust-61850 workflow unifies device-level,
communication-level, and network-level protection in a single
security loop. Each IED responds to a PUF challenge to gener-
ate a unique device key. Firmware updates are digitally signed
by both the vendor and the utility. The device verifies its iden-
tity and validates both signatures before installation. During
operation, IEC 61850 messages (GOOSE, MMS, and SV) are
continuously monitored for anomalies. If abnormal behavior
is detected, APC enforces network-level policies to isolate or
reroute affected devices. This integrated process ensures end-
to-end cybersecurity across all layers—hardware, protocol, and
network—providing coordinated protection against spoofing,
malicious firmware, and substation-level intrusion.

IV. EXPERIMENTAL SETUP AND VALIDATION

A. Testbed Overview

HIL testbed, as illustrated in Fig. 3, utilized for evaluating
the GridTrust-61850 framework is built upon the validated
configuration developed in our earlier work on SDN-based
cyber restoration [13]. The testbed emulates a medium-voltage
substation section with real-time interactions between protec-
tion, control, and communication devices under IEC 61850
protocols. The setup includes an SEL-401 merging unit (MU)
for analog measurement acquisition, an SEL-421 relay for
protection and control functions, and an Omicron CMC-356
test set used to inject secondary currents and voltages for sim-
ulating various operating and fault conditions. These devices
are interfaced via a 100 Mbps Ethernet network supporting
GOOSE, MMS, and SV traffic, configured through VLAN
segmentation to separate process bus, station bus, and control
network domains. A Ryu-based APC controller manages an
OpenFlow-enabled substation switch, allowing programmable
traffic control and dynamic policy enforcement. This enables
real-time isolation, rerouting, and restoration actions based on
trust-level updates from the GridTrust-61850 security layer.
For GridTrust-61850 evaluation, the testbed was enhanced
with three new functional modules: (i) PUF authentication
node hosted on an embedded controller for device-level iden-
tity verification, (ii) vendor and utility signing servers for dual-
signature firmware verification and update management, and
(iii) protocol-aware anomaly detector, integrated via a mirrored
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Fig. 3: Hardware-in-the-Loop (HIL) Testbed of GridTrust-61850 Framework.

IEC 61850 traffic feed for live GOOSE/MMS/SV inspection.
This configuration provides a realistic and modular environ-
ment for assessing firmware update security, IEC 61850 traffic
integrity, and SDN-based mitigation mechanisms under both
benign and adversarial scenarios.

B. Firmware Update Validation Scenario

The firmware update validation experiment evaluates the
GridTrust-61850 dual-signature verification and PUF-based
device authentication workflow in the DS HIL environment.
A representative firmware image (512 kB binary containing
relay parameter and configuration data) is created at the
vendor node, which emulates the manufacturer’s firmware
distribution server. The image is first hashed and signed
using the vendor’s RSA-2048 private key. The signed image
is then transferred to the utility signing server, representing
the substation operator’s internal validation layer. Here, the
update package undergoes policy inspection and is co-signed
using the utility’s private key. The resulting update package
consists of the binary firmware, metadata (version, checksum,
hash), and two cryptographic signatures (vendor and utility).
This package is securely transmitted to the IED via the IEC
61850 station bus, where the PUF module authenticates the
device’s identity before signature verification. Only if both
digital signatures and the PUF CRP are valid does the firmware
proceed to installation. Otherwise, the update is rejected, and
an alert is logged at the NOC. Three validation scenarios are
conducted: (i) valid update: a correctly signed and verified

firmware image, serving as the baseline, (ii) tampered update:
a firmware file modified after signing, producing a hash
mismatch and rejection, and (iii) unsigned or forged update:
missing or invalid utility signature, triggering immediate NOC
alert. Performance metrics include verification latency, alert
generation delay, and rejection accuracy. These tests demon-
strate that GridTrust-61850 effectively blocks unauthorized
firmware while maintaining operational continuity and neg-
ligible communication overhead.

C. Protocol-Aware Anomaly Detection Scenario

To evaluate the protocol-level intelligence of the GridTrust-
61850 framework, the second experiment focuses on detecting
malicious behavior within IEC 61850 communications —
specifically GOOSE, MMS, and SV traffic. The anomaly-
detection module operates on mirrored traffic from the substa-
tion Ethernet switch, enabling non-intrusive monitoring while
maintaining deterministic latency for critical GOOSE and SV
frames. In the HIL testbed, GOOSE messages from the SEL-
421 IED are captured in real-time using the Mininet-based
network emulator and Ryu-based APC controller. The module
parses key protocol fields such as dataset ID, sequence number,
and time interval, comparing them with learned baselines.
Deviations exceeding defined thresholds trigger local anomaly
flags. Similarly, MMS control messages exchanged between
the utility SCADA and IEDs are analyzed for unauthorized
write-service attempts or abrupt session resets. SV frames
from the SEL-401 MU are checked for replay or sequence-
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number inconsistencies. Three attack scenarios are simulated:
(i) GOOSE DoS: flooding the network with forged status
frames to overwhelm relay logic, (ii) MMS command in-
jection: unauthorized “write” request attempting to change
IED setpoints, and (iii) SV replay: retransmission of valid
measurement packets to desynchronize protection response.
Detection accuracy, false-positive rate (FPR), and response
latency are recorded under each scenario.

D. SDN-Based Mitigation and Cyber Restoration

To enable coordinated and automated response to detected
anomalies, GridTrust-61850 incorporates an SDN–based miti-
gation layer that dynamically enforces isolation and rerouting
policies across the substation network. APC operates as a
centralized intelligence unit capable of modifying data-plane
flows in real time, ensuring minimal disruption to critical
IEC 61850 traffic during security events. Upon receiving an
anomaly alert from the protocol-aware detection module, APC
verifies the event severity and initiates flow reconfiguration
using OpenFlow-based commands. This reconfiguration can
isolate the compromised device or redirect GOOSE, MMS,
and SV traffic through predefined backup paths. The mitiga-
tion decisions are further coordinated with the NOC through
bidirectional communication channels that exchange security
alerts and policy updates. Performance evaluation in the HIL
testbed shows that APC can reconfigure flows within a latency
of approximately 3–5ms, sufficient to maintain IEC 61850
GOOSE delivery requirements (<4 ms). Additionally, system
availability after isolation remains above 98%, confirming that
the mitigation mechanism is both effective and non-intrusive
to real-time substation operations.

V. RESULTS AND DISCUSSION

The proposed GridTrust-61850 framework was evaluated
in the HIL DS environment using SEL-421 and SEL-401
IEDs with an OpenFlow-enabled SDN switch. All tampered
or unsigned updates were correctly rejected, while valid
dual-signed updates were installed successfully. The average
verification latency was approximately 6 ms, adding <2%
processing overhead—negligible in maintenance operations.
During simulated GOOSE DoS, MMS command-injection,
and SV replay attacks, the protocol-aware detection module
achieved 97% detection accuracy with <2% false positives and
3ms alert latency, well within IEC 61850 timing requirements.
Triggered isolation through the SDN controller restored nor-
mal traffic flow in 3–5ms, maintaining GOOSE/SV continuity
and overall substation availability above 98%. Compared with
static firewall isolation, the response time improved by 45%.
These results confirm that combining PUF-based trust anchors,
dual-signature firmware validation, IEC 61850-aware anomaly
monitoring, and SDN-driven mitigation yields an integrated,
end-to-end defense chain. GridTrust-61850 therefore extends
GridTrust beyond device-level security to full cyber-physical
resilience in DSs.

VI. CONCLUSION

This paper introduced GridTrust-61850, an IEC
61850–aware extension of GridTrust that unifies hardware
trust, firmware integrity, protocol monitoring, and SDN-based
mitigation for DSs. HIL testing showed that the framework
can block malicious updates, detect abnormal IEC 61850
traffic, and isolate compromised IEDs within milliseconds
without interrupting normal operation. Future work will
extend the approach toward multi-substation coordination and
adaptive, machine-learning-based cyber defense.
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