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Abstract—When considering the resilience of present and fu-
ture power systems, cyberattacks are an evolving risk category. To
balance cyber risks against other risks, cyber security assessment
tools are needed. Existing tools tend to assume information about
the attacker, the types of vulnerabilities in the system, and
specific characteristics of the system, that in reality are often
unknown. An open-source cybersecurity decision support toolbox
called Threats2Power is therefore suggested that is designed to
allow decision makers to balance cyberattacks against other risks.
It fills the gap between highly-detailed cybersecurity tools and
qualitative risk assessments. The toolbox has been validated by
assessing it on both the CIGRE MV benchmark grid and a real-
world LV grid. The proposed tool will enable distribution system
operators to estimate the risk of incoming events before detailed
information about the nature and severity of the threat is known,
and put it side-by-side with estimates of other risks. Thanks to its
more abstract formulation, the toolbox also enables researchers
and companies to compare, share, and analyze network designs
without exposing confidential information.

Index Terms—Resilience, Decision Support Systems, Cyber-
physical Energy and Communication Systems, Monte Carlo
methods, Power System Vulnerability

I. INTRODUCTION

Resilience against cyberattacks is particularly important in
power system operation, where compromised equipment can
potentially cause blackouts. It would therefore help decision
makers to have an indicator that told them how susceptible
their communication network is to cyberattacks, compared to
other risks like extreme weather or physical attacks.

Threats2Power fills a gap between attack tree/graph-based
cybersecurity tools and Cyber-Physical Power System (CPPS)
simulations. Monte Carlo (MC) simulations have been used
to avoid some of limitations of these approaches by apply-
ing probabilistic assessments instead of scanning for system-
specific vulnerabilities. We consolidate these MC-based meth-
ods into a reusable open-source toolbox. In addition to testing
the toolbox on a CIGRE MV grid and a real-world LV
grid, we also propose an apparent power based definition of
criticality that could help link cybersecurity results from a MC
approach to physical operations without requiring dynamic co-
simulation.

This work was funded by the Swedish Energy Agency (P2022-00692).
Computations were enabled by the National Academic Infrastructure for Su-
percomputing in Sweden (NAISS), partially funded by the Swedish Research
Council (P2022-06725).

In the critical domain of the electrical grid, cybersecurity
tools have been applied to identify vulnerabilities and improve
cyber resilience. For instance, ICSlang (a domain-specific
language in the Meta Attack Language (MAL) [1]) is applied
in [2] on a Ukrainian attack scenario and in [3] to perform a
risk assessment on a IEEE-39 bus system. MulVAL is used in
combination with network scanning and intrusion detection
systems in [4] to model the impact of cyberattacks on a
SCADA system in the energy domain. Most studies, however,
have been constructed ad hoc without a specialized toolbox.
Deep learning is for instance applied in [5] to predict network
traffic, detect anomalous activity and generate attack graphs.
Bayesian networks are constructed for 1 to 2000 bus electrical
grids in [6] to compute the probability of compromise. How-
ever, without a reusable toolbox, the methods from these ad
hoc studies cannot be readily applied.

A number of tools / frameworks have been developed
to co-simulate power systems and information systems. The
purpose of these tools is to provide detailed models of CPPS,
including the impact of communication delays [7], the impact
of cyberattacks on the data being transmitted [8], and the
impact of failed communication nodes [9]. Hardware-in-the-
loop co-simulators have been used in [10] to see how bad PMU
data can result in power system faults and in [11] to see how
data dropping, data interception and data manipulation impact
the operators ability to supply loads. While Threats2Power
could be used as a simple co-simulation tool, it is primarily
designed to be an external decision support tool for performing
cyber security assessments at a higher level of abstraction than
these cyber-physical co-simulators.

Here, and throughout this paper, the term ‘abstract’ refers
to the deliberate reduction in model precision/detail in
Threats2Power compared to previous CPPS and cybersecurity
models. As argued in [12], this improves both the analytical
tractability and transparency of the Threats2Power models,
which are desirable characteristics for a decision support sys-
tem. By making as few and as simple assumptions as possible,
we ensure the susceptibility indicator from Threats2Power re-
mains relevant under changing technologies, security policies,
and exploits.

MC-based methods have been applied extensively to an-
alyze CPPSs. In [13] sequential MC simulations are used
to determine the effect of physical and cyber failures and
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thereby derive the financial loss to the operator. In [14] a
similar sequential MC simulation is combined with a linear
programming problem to calculate maximum power flows
and, from there, derive reliability indices. The vulnerability of
specific components to cyberattacks is derived in [15] using
MC sampling. Strategies for dynamic defense allocation are
explored in [16] by sampling the rate at which attacks occur
from a Poisson distribution. These studies show that MC-based
approaches are especially valuable when little cybersecurity
data is available. We therefore apply MC simulations in
Threats2Power’s abstract approach.

In an electrical grid some components may be more critical
to maintaining power than others. Link criticality is used as
a proxy for criticality in [17]. In [18], instead of a single
missing link, the probability of function loss is proposed as
a criticality measure based on N-1, N-2 and N-3 scenario
analysis. Finally, in [19] critical components are identified in
several scenarios via a tri-level optimization problem where
attackers have finite budgets and follow a heuristic attack
strategy. However, in reality, the criticality of a component
will depend on the exact operational conditions present when
it is exploited. We therefore proposes a novel criticality metric
based on the physical characteristics of the system, rather than
one or more operational scenarios.

The Threats2Power toolbox presented in this work includes
the following contributions:

1) Development of a Monte Carlo algorithm for approxi-
mating the distribution of compromised devices for any
power system communication network. This is packaged
into a reusable, open-source toolbox that enables high-
level decision support regarding cyber risks.

2) A method for linking the compromise of specific com-
munication network devices to the impact they have on
the power system, by introducing a Maximum Theoretical
Capacity (MTC) based proxy for the criticality of power
system equipment.

3) A statistical approach for summarizing the general sus-
ceptibility of the Distribution System Operator (DSO)
to cyberattacks by analyzing the criticality distribution
produced by a Monte Carlo simulation.

II. PROCESS

Threats2Power is a cybersecurity decision support toolbox
which determines the susceptibility to cyberattacks of a power
grid and its communication network. As shown in Figure.1, it
takes a communication network topology and attacker budget
as input, runs a MC simulation on it and then produces a
statistical distribution of the number of devices that were
compromised in N simulated attacks. The communication
network can either be a real network, if the user has access
to one, or a procedurally generated one from [20]. If a power
system topology is also provided, it can produce a criticality
distribution based on the importance of the power system
equipment the communication network device monitors. The
susceptibility indicator is then defined as the average (mean)
of the criticality distribution for a grid section. This indicator

can be compared numerically between different networks, so
a higher value indicates the network is more susceptible to
cyberattacks.
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Fig. 1: Typical workflow in Threats2Power, the power system
topology is required to build a criticality distribution.

A. Effort

Effort represents the amount of time and/or resources re-
quired by an attacker to compromise an asset. Inspired by
[1], this is by default modelled by sampling an exponential
distribution:

Effort = − ln(U)

λ
(1)

were λ is a rate parameter and U is a uniform distribution
in the range (0, 1). To capture the greater security/robustness
of components higher in the hierarchy, λ is set to 0.01 for
the control centre, 0.1 for the aggregators and 1 for devices.
While expert-based numbers from [1] could be used here, this
would reduce the level of abstraction of Threats2Power.

B. Compromise

Since exploits can fail, once an attacker has expended the
necessary amount of effort in (1), the asset either becomes
compromised or not. This is evaluated based on a Bernoulli
distribution:

Compromise(k; p) = pk(1− p)(1−k)

Where p is the probability of success (0.5 by default for all
assets), and k ∈ {0, 1} is the binary outcome.

C. Criticality

The total criticality by MTC for a physical grid can be
derived as follows:

CMTC =
∑

(i,j)∈B,i̸=j

Si,j +
∑
k∈Ii

Sk (2)

Where Si,j = UiIi,jni,j lines

Si,j = Si,j,rated transformers

Sk =
»

P 2
k +Q2

k other components

were B is the set of buses and Ii is the set of components at
bus i. Si,j is the maximum magnitude of the apparent power
in the line or transformer between bus i and bus j. Ui is the
nominal voltage magnitude at bus i, Īi,j is the thermal limit
of the line, and ni,j is the number of parallel lines between
bus i and j. Sk is the maximum magnitude of the apparent
power consumed or produced by the kth component located
at substation i, which is found from the size of the real Pi and
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reactive Qi power of that component. To deduce compromised
criticality, in this study, we map one communication device to
each bus, load, line, generator, transformer, and switch.

The MTC metric is presented in action on the CIGRE MV
Benchmark [21] in Figure.2. MTC is quasi-static, since it
does not depend on the real-time state of the system. It is
also easy to evaluate and has a well-defined unit that enables
comparisons to be made between different grid sizes/voltages.
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Fig. 2: Criticality by MTC for CIGRE MV Benchmark.
D. Susceptibility

Susceptibility is defined as the average number of devices
compromised in a random cyberattack, weighted by their
criticality:

Susceptibility =

∑N
0

∑D
j=0 σjCj

N
(3)

Where N is the number of random attacks simulated (MC
runs), D is the number of devices in the communication
network, σj ∈ {0, 1} is a binary variable indicating whether
the jth device was compromised and Cj is the criticality of
the jth device. Using MTC from (2), susceptibility is thus
the average amount of apparent power capacity (in MVA) a
random cyberattack will compromise.

E. Monte Carlo Approach
The compromise distribution of a communication network

can be estimated through a MC simulation. Since the number
of attacks simulated is finite, the MC approach only approx-
imates the true compromise distribution, but is thus able to
work on larger networks.

Algorithm.1, shown in action in Figure.3, represents a
single MC simulation where the entrypoint, attack path, effort
required to compromise and probability to compromise are all
randomly sampled. The random attacker will continue until
there are no more nodes left to compromise or they have run
out of budget. The results of the attack are stored, from which
the compromise / criticality distributions are gradually built.

Algorithm 1 Pseudocode of Monte Carlo analysis algorithm

1: node = entrypoint
2: budget = total budget
3: available = set(); visited = set(); compromised = set();
4: visited.add(node)
5: if ¬node.compromised then ▷ Try to compromise
6: is successful, effort spent = node.attack(budget)
7: budget = budget − effort spent
8: if is successful then
9: available.update(node.neighbours)

10: compromised.add(node)
11: available = available − visited ▷ Difference of 2 sets
12: if budget > 0 and Length(available) > 0 then
13: node = Random(available)
14: GOTO Line 4
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Budget Budget Budget

EffortEffort Effort

NOT Compromised  Compromised Compromised

Fig. 3: Illustration of Algorithm.1 in action on a 4-node
communication network

III. TESTING

A. CIGRE MV Grid

To evaluate criticality, a physical grid is needed. For this
a communication network was generated using [20] for the
CIGRE MV benchmark [21], as shown in Figure.4.

The effect of increasing the attacker’s budget is visible
in Figure.5. Evidently, as the budget increases the number
of compromised devices tends to increase as well. As a
compromise between accuracy and computation time, a budget
of 100.0 will be used when constructing the criticality distri-
butions. A limitation of this approach is that because the real-
world variation in skill and available resources of attackers is
unknown, the actual compromise distribution may be shifted to
the right (underestimated budget) or to the left (overestimated
budget). Nevertheless, if all DSOs are evaluated with the same
budget it still enables a relative comparison between them.

By also calculating the criticality for each attack, a critical-
ity distribution can be constructed - as shown in Figure.6. Here
1, 000, 000 attacks are simulated, with each attack launched
from a randomly selected entrypoint. Computation time for
the 1, 000, 000 attacks used on the CIGRE network was 31.06
minutes on two EPYC™ Zen2 2.25 GHz 64-core processors,
with 255 CPU threads dedicated to attacks and one dedicated
to data collection. The number of compromised assets in
each cyber attack, multiplied by their individual criticality,
is aggregated into bins. Two bin widths are shown to help
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Fig. 4: CIGRE MV benchmark. Devices in the communication
network (LHS) map one-to-one to specific equipment in the
physical grid (RHS).
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Fig. 5: Variation in compromise distribution with differing
budgets of the attackers. The distributions of success prob-
ability for each component are ignored in this test.

identify smaller variations (bin width of 1) and draw focus to
the overall trends (bin width of 5). For instance, the higher-
probability region between 35 and 40 MVA is likely due to a
combination of the communication network asymmetry seen
in Figure.4 (see branch below aggregator 111) and the greater
effort required, on average, to compromise an aggregator
(internal node) compared to a device (leaf node).

The susceptibility of a DSO is then defined as the mean
of its criticality distribution, in this case it is 13.21 MVA
(compared to 191.6 MVA if the entire network were com-
promised). The 95% highest density interval, highlighted in
red, lies between 0.0 and 50.0 MVA.

B. Real LV Grid

In order to validate Threat2Power’s applicability to real
distribution grids, the non-synthetic Low Voltage (LV) grid
shared in [22] and shown in Figure.7 is considered.
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Fig. 6: Criticality Distribution for attackers with a budget
of 100.0. Susceptibility is defined as the average (mean)
criticality (red dotted line).

Fig. 7: LV Grid from [22] after conversion to PandaPower

Similar to the CIGRE network, 1, 000, 000 randomized
attacks with a budget of 100.0 are launched from one randomly
selected entrypoint at a time. This means that on average, each
node in the network will have 77 attacks that use it as an
entrypoint (compared to 8621 for the CIGRE MV network).
Due to the symmetry of the network (there is no deviation in
the no. of children per aggregator) this is likely sufficient to
capture the general susceptibility of the network, however this
does imply that the distribution may not have converged close
to the ‘true’ distribution. Computation time for the 1, 000, 000
attacks used on the full LV network was 165.73 minutes,
compared to 31.06 minute for the CIGRE network using the
same hardware.
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Fig. 8: Criticality distribution for real LV grid

As evidenced by the results in Figure.8, attackers with the
same budget as a small network will usually only be able to
compromise a much smaller fraction of a large network. This
effectively means that a larger physical grid is more resilient
against cyberattacks by virtue of having more components that
need to be compromised in order for the attacker to have a
noticeable impact on power system operation. However, this
result may not hold if the network has many components with
identical settings, for instance if they are all purchased at the
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same time from the same vendor, since an attacker can then
potentially re-use exploits.

The resulting susceptibility indicator is 0.86 MVA (com-
pared to 1511.05 MVA if the entire network were compro-
mised) which is lower than the 13.21 MVA of the CIGRE MV
network in Figure.6. The 95% highest density interval, high-
lighted in red, lies between 0.0 and 2.72 MVA. The settings
for aggregator and device defenses were identical between
the two communication networks, hence the differences in
susceptibility are most likely due to a larger network topology,
which requires longer attack paths to reach the next device.
The LV grid has more gaps in the criticality distribution than
the CIGRE MV grid. These are likely due to certain high value
(in terms of power capacity) assets such as the 30 transformers,
which in a random walk are less likely to be visited than the
greater number of single and three phase loads.

IV. CONCLUSION
Threats2Power takes a power system communication net-

work and assesses its susceptibility to cyberattacks using
a Monte Carlo approach. By associating a communication
network with physical equipment, Threats2Power can also
help determine how critical a compromised communication
component is to the operation of the grid. The resulting sus-
ceptibility indicator, weighted by criticality, enables decision-
makers to compare the risk of cyber threats to their system
to that of other threats, such as extreme weather and physical
attacks. The features of the toolbox have been demonstrated
both on a medium voltage benchmark grid and a low voltage
real world grid. In future work, the susceptibility indicator
calculated by Threats2Power could be used to improve power
system operation by weighting risks from incoming cyber
threats as they occur.
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