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Abstract—This paper proposes a cyber-resilient secondary
frequency control strategy for grid-forming inverters (GFMIs)
operating under the virtual synchronous generator (VSG) control
architecture. The reliance of VSG secondary control on inter-unit
communication leaves it susceptible to cyber threats such as re-
play attacks that can create vulnerabilities and degrade dynamic
behavior. Building on the power-balance swing dynamics with a
virtual-governor model, we represent the frequency channel as a
nominal nonlinear system, wherein link-level replay injects stale,
lagged neighbor states that bias the secondary consensus input.
A local predictor-based detector enforces time-order consistency
in the received timestamps to detect and isolate compromised
edges. Upon detection, an online deep neural network (DNN)
estimator, driven by local residuals and the frequency error,
learns and mitigates the unknown replay attack in real time.
The resulting resilient control input restores frequency while pre-
serving distributed active-power sharing. Simulation case studies
demonstrate that the scheme maintains frequency restoration and
sharing accuracy under replay.

Index Terms—Deep neural networks, frequency restoration,
replay attack, virtual synchronous generator.

I. INTRODUCTION

Power systems with high shares of inverter-based resources
(IBRs) increasingly rely on grid-forming (GFM) converters
to maintain stability during disturbances. Virtual synchronous
generator (VSG) control has become a practical way to equip
converters with inertia- and damping-like responses while
preserving fast control bandwidths and black-start capability
[1]. While VSGs provide inertia-like response, they do not by
themselves remove steady-state frequency offsets. Secondary
frequency control is therefore layered above the primary loop
to restore the nominal setpoint and coordinate active-power
sharing among multiple units. This layer implementations
have moved toward distributed designs, which eliminate single
points of failure, scale naturally, and rely on simple neighbor
messaging [2].

While inter-agent messaging improves efficiency, it simul-
taneously introduces an integrity risk, one that is not suf-
ficiently addressed by schemes that prioritize performance.
In practical networks, a capable adversary can replay previ-
ously valid neighbor states on selected links, injecting stale
but authentic-looking information that biases the secondary
consensus without triggering value-only checks. Unlike denial-
of-service (DoS) attacks, replay does not involve disrupting
communication or breaking encryption. Unlike sensor noise,
replay attack is time-structured and targets the decision chan-
nel that coordinates frequency restoration and power sharing.
This results in the slow down frequency recovery, deteriorated
power sharing, and limited visibility of operators into the
compromised edges [3], [4].
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Recent work on secondary control for grid-forming invert-
ers (GFMIs) has predominantly focused on achieving stable
performance and efficient communication in normal operat-
ing conditions [5], [6]. While distributed secondary control
schemes have gained attention for their ability to maintain
frequency restoration and active-power sharing without re-
lying on centralized supervision, the field remains relatively
underdeveloped, especially in the context of VSGs [7]. This
underdevelopment is compounded by growing concerns about
adversarial integrity in distributed coordination, which moti-
vates a closer look at attack-resilient control methods.

The attack-resilient control literature can be grouped into
model-based, data-driven, and graph-theoretic approaches.
Model-based methods rely on system models to detect and
mitigate attacks, often providing strong theoretical guarantees
such as stability and robustness. However, they typically
require accurate system models and can struggle with nonlin-
earities or unmodeled attack behaviors, such as delayed inputs.
Data-driven methods, particularly those leveraging machine
learning, can adapt to unknown disturbances and handle com-
plex, nonlinear system dynamics without relying on explicit
models. However, these methods often lack theoretical stability
guarantees and may require extensive training data. Graph-
theory-based methods focus on the network structure, using
metrics such as connectivity and topology reconfiguration to
address compromised communication links. These methods
are effective in managing distributed control systems but
can lead to communication delays or loss of connectivity,
especially when fine-grained edge isolation is needed [8].

Within this taxonomy, integrity threats do not affect the loop
uniformly. Replay keeps links available and values plausible,
yet timestamps are wrong, a realistic field condition that
value-only filters often miss and that motivates timing-aware,
edge-level control [9]. Despite recent progress, important gaps
remain. Secondary control for VSGs is still underdeveloped
from a resilience viewpoint, with most efforts centered on pri-
mary control or benign-operation performance. Replay attacks,
though underrepresented in the literature, are likely in practice
and particularly damaging for secondary consensus because
they bias the coordination input through time-shifted neighbor
states. Existing defenses emphasize DoS and FDIA, tend to act
at the node level or via coarse graph reconfiguration, and rarely
provide edge-level isolation or integrate online estimation to
cancel replay-induced disturbances.

To close this gap, we treat replay as edge tampering
and intervene exactly where stale neighbor states enter the
secondary loop. We model the VSG secondary layer as a
distributed system in which a compromised link appears as a



replay-disturbed input. Each unit runs a lightweight predictor
that enforces timestamp monotonicity and compares expected
versus received neighbor values. Violations trigger isolation
of only the offending edge, and preserve healthy connectivity
without centralized supervision. After isolation, an online deep
neural network (DNN), driven by the residuals and the local
frequency error, learns the disturbance in real time and injects
a compensating term, restoring frequency and proportional
sharing. In summary, the paper contributes a link-level replay
model for VSG secondary control, a fully distributed edge-
aware detection—isolation method, and a real-time learning-
based mitigation that maintains performance under attack.

II. SYSTEM MODELING AND CONTROL OBJECTIVES

Figure. 1 presents the structural overview of the primary
control loop implemented via the VSG strategy. In contrast
to traditional droop-based methods, VSG control incorporates
a dynamic model inspired by synchronous machines directly
into the control architecture of IBRs. This enables the inverter
to mimic the inertial and damping responses of physical gen-
erators, thereby improving frequency support during system
disturbances. We consider a microgrid with N GFM units
operated as VSGs. Nodes are indexed by i € V := {1,..., N}.
Under this framework, the frequency behavior of each grid-
forming inverter (GFMI) is governed by the following power-
balance form of the swing equation:

d(wi — wm-)
dt

where w; denotes the instantaneous angular frequency of the
i-th GFMI, J; is the virtual moment of inertia, P/ is the
mechanical power input reference (provided by a virtual gov-
ernor), P is the measured electrical active power output, D;
is the virtual damping coefficient, and w,; is the nominal grid
frequency that will be designed by the secondary control layer.
To determine the mechanical input P/", a virtual governor is
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Fig. 1. VSG primary control structure.

adopted, which regulates power injection based on frequency
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deviation. The governing equation of the virtual governor is
given by:
Wi — wn; = k{Pf (2)

where Pf := P’ — P is an active power compensation term,
and kY > 0 is the virtual frequency droop gain.

Since primary control cannot fully eliminate steady-state
frequency deviations, a secondary control layer is introduced
to restore system frequency and enforce accurate active power
sharing. This work designs the secondary control strategy
based on a virtual governor framework, integrating both fre-
quency regulation and power coordination.

The secondary control enforces (i) frequency restoration,
My oo Wi = Wret V2 € V, amdf (ii) proportional active-power
sharing, lim;_, o, P;ﬂD_iPie — 5 D—jP,- Yi,j € V.

To facilitate systematic controller development, the system
dynamics are reformulated to incorporate external control
inputs. By differentiating both sides of (2), we obtain:

(i = Gy — kEPE (3)

Meanwhile, rearranging (1) yields the normalized swing
channel with a time-varying secondary reference:
1
w; = m(Pim—Pf—Di(wi — Wni)) + Wni- “)
To simplify notation, we introduce the nonlinear term asso-
ciated with local dynamics as:
1
i = ——(P" — Pf — D;(wi — wni)),
g:1= (B = P = Dilwi — o))
by defining an auxiliary frequency control input u{’, the
frequency dynamics to be expressed compactly as:

wi = g; +uy (5)

Similarly, the active power compensation term can be writ-
ten in terms of an auxiliary control input u? as:

ESPe =P (6)

Substituting (5) and (6) into the expression for w,;, and
integrating both sides with respect to time, the secondary
frequency reference signal is obtained as:

i = / (gi +u® —uP) dt ™

A. Edge tampering via looped segment replay

Secondary-layer consensus relies on frequent and timely
exchange of neighbors’ states across communication links.
Many practical deployments use legacy or low-cost channels
that lack strong authentication or freshness guarantees, which
creates an opportunity for an adversary to intercept and later
retransmit previously captured measurements. We refer to
such link-targeted interventions as edge tampering. Here we
consider a replay variant in which a finite recorded segment
of a neighbor’s signal is forwarded to the target node in a
loop. Replay attacks are straightforward to mount and can be
difficult to detect with purely local checks.



To analyze this effect, consider the nominal secondary
distributed consensus signal for frequency control of VSGs

U nom = Cw( Z aij(wj — wi) + (Wref — W'é)) -9, ()
JEN;
with dynamics w; = g; +u;’. We omit the time argument when
clear from context and write w; for w;(t).

Consider a directed edge (j — ¢), a record window h;; =
[Tri5, Tr.ij+Lij) with length L;; > 0, and an activation time
Tai5 > Ty 5+ Ls;. After activation, the attacker replaces fresh
data with a looped replay of the recorded segment

_ w;(1), t < Thaij,
Wji(t) =
w](Trvz] + WrapLij (t - Ta,ij))7 t Z Ta,ij~
where wrap; (z) =  — L |z/L] € [0,L). So, the received

signal can be written as w;_,; = w;(t — 7;;(¢)) with effective
delay values 7;;(t) =t — T.;5 — wrapy, (¢t — Tai5).

Within each replay cycle the delay is Constant and it jumps
by L;; at loop resets. If attacked data are forwarded without
changing link trust, the computed secondary input at node ¢ is

uy = Cw( Z ij (@i — wi) + (Wret — Wi)) —gi- 9
JEN;
Subtracting the nominal input yields the exact replay-
induced control error
replay

i = Cu E :a” w;(t
JEN;

consequently, the attacked continuous-time normalized dy-
namics at node ¢ can be compactly written as:

. w replay
wi =gi +ui + f;

III. DETECTION AND DNN-BASED MITIGATION

Tij)—wj‘), (10)

(1)

A local detection mechanism and an online learning-based
estimator structured as a DNN are developed to mitigate
replay-induced disturbances. The detection model assumes
the effective delays 7;; are uniformly bounded, and under
the looped replay model 7;; is piecewise constant within
each cycle and jumps by L;; at loop resets. Replay episodes
are intermittent, so persistent isolation is feasible. When a
replay window begins, the link is initially treated as trusted
(a;; = a;;) until detection triggers. Where useful, the small-7
linearization w; —w, (t —7;;) &~ 7;;w; may be used only when
7;; is small relative to the dominant electromechanical time
constants. The estimator operates directly on reconstructed
disturbance samples and does not rely on small-delay approx-
imations.

A. Predictor-based event detection

Each node i maintains, for every incoming link (j — i),
a one-step predictor, a residual test and two simple counters
for misses and flags. The most recent received sample and

its reception time are stored as w;aj,tz and tlast The predictor

is initialized at £;3" with w;)f? = wist, and propagated for
1
t> tjft accordmg to
d . pred X
%"J?r—?? =gj + u;{nomﬂ (12)
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where @, is the nominal control terms derived from node
7’s local model. For each received measurement w’®S., with

J—
timestamp t,g, form the raw residual

rec _ ~pred
w]—m

Tij = on*)Z (13)

To reduce false alarms from measurement noise the raw
residual is passed through a simple exponential filter,

_)\ 7pred_~_(1_Ar)7=ij, O<Ar<17

7pred

(14)

where 7 is the predicted filtered residual at reception, from
propagatlng 7;; between receptions. If a measurement carries
a timestamp number ti; < tlz‘St it is immediately counted
as suspicious. Otherwise the filtered residual is compared
to a threshold 7;; and the flag counter cwag is incremented
when |F;;| > m;; (reset to zero otherwise). When no data
arrives within the expected interval Atexp (the nominal inter-
arrival time), the miss counter c;‘;m is incremented and the
predictor continues propagation (last-value hold if g;, 47,
are unavailable). Isolation is triggered when either counter
exceeds its design threshold:

if less > Npies OF 128 > Niag =

iy ag; 0. (15)

A previously isolated link is reinstated only after M ecoy
consecutive healthy receptions (no flags) and strictly increas-
ing timestamps. Miecov 1S @ design parameter that determines
how many consecutive valid receptions (without flags or
timestamp violations) are required before a previously isolated
link can be trusted again. The threshold 7);; and filter parameter
A, are tuned from nominal predictor-error statistics to balance
sensitivity and false alarms.

B. DNN-based Replay Attack Estimation and Mitigation

To counteract the additive disturbance induced by replay
attacks, each node ¢ is equipped with an adaptive DNN esti-
mator integrated within the secondary control loop. Leveraging
universal approximation function, the replay effect is modeled

as
fireplay — WiTo'(‘l’i((bi)) + &,

where ¢; € RP denotes the local feature vector, ¥;
RP — RLm is a nonlinear feature extractor implemented by a
multilayer feedforward network, o(-) is a bounded activation
function, W; € R is the output-layer weight matrix, and &;
is the bounded approximation error. The inner mapping is

q’z((bz) = quz( '(/)m 11( '(/]1 z(‘/l 1¢z)" ))a

m hidden layers

where the layer widths are {Lj }}" o with Lo = p and L,, the
last hidden width, Vj, ; € REF=1%Lx for k = 1,... m, and each
Yri : R85 Rk acts elementwise. We adopt the following
designer-specified bounds for weights and activations:

Willa < W, Veillr <V, lo(z

(16)

Mo <

with || - |2 (vectors) and || - || (matrices). The local feature
vector is selected to capture both replay-related residuals and
local operating conditions:

= T
¢i = [{Tij}iens: wis Unom] €RP,



where w7’ .., is the nominal consensus input, and p = |V |+2.
These features provide direct indicators of link anomalies and
their impact on the local frequency channel.

The mitigation requires a real-time estimate of the replay
disturbance from locally available features. The DNN provides
this estimate as . X X

fi = Wil a(Wi(¢1), a7
with W; and ¥; the online output and inner-layer parameters,
respectively. The DNN’s objective is to minimize the replay
disturbance by continuously adapting its weights using the
local frequency error as a training signal. To enable the
DNN to learn the unknown disturbance in real time, both
the outer- and inner-layer weights are continuously adapted
based on the local frequency error e; = w; — wyef. The
adaptation follows a gradient-descent-like update that drives
the estimated disturbance f; to counteract the replay effect
observed through e;. Motivated by results in [10], the output-
layer weights evolve as

Wi = Tw, o(Bi(61)) e, (18)

where I'yy, >0 is the learning-rate matrix governing the speed
of adaptation. The inner-layer weights are updated in real-time
using the feature vector ¢; and the frequency error e;, ensuring
that the DNN accurately tracks the disturbances over time.
The inner-layer parameters are tuned through a continuous
adaptation law of the form

Vii = vii(9iei),  vwallr < pllesl)llell,

where p(-) is a user-defined nondecreasing bounding function
that constrains the adaptation rate and ensures smooth param-
eter evolution. Conditioned on detector activation, the nominal
input is corrected to reject replay effects and restore frequency
by subtracting the DNN estimate and adding proportional
damping:

19)

u‘zu = u({jnom - fl - kdeiv (20)
with kg > 0.
TABLE I: MG parameters
Description GFM 1&2 GFM 3&4
Active power droop gain (kf) 20.3 x 10—2 25.4 x 10~2
Virtual damping coefficient (D;) 52.6 x 103 52.6 x 103

Virtual moment inertia (.J;) 1.5 1.5

Voltage loop (Kpy, Krv) (0.05, 390) (0.1, 410)
Current loop (Kpc, Krc) (10.5, 16000) (12, 18000)
Loads (P1,2/Ps3.4) 45 x 103 35 x 103

IV. SIMULATION RESULTS

To assess the effectiveness of the proposed method, sim-
ulations are performed on the IEEE 33-bus feeder using
MATLAB/Simulink. The system comprises four VSG units
positioned at various nodes within the microgrid, each supply-
ing power to a specific load. Primary and secondary control
layers are employed to manage frequency regulation and
active power sharing. The GFMI communication network is
represented as an undirected ring graph, facilitating distributed
consensus-based secondary control. Key system parameters
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Fig. 2. Performance of conventional distributed method under
replay attack on in GFMIs: (a) frequency, (b) active power (c)
GFMI2 frequency during attack.

are provided in Table I. The study includes two cases: first,
examining the performance of the secondary VSG in providing
effective frequency control and fair active power sharing, and
its limitations in handling replay attacks; second, evaluating
the performance of the proposed method.

In the first case, the system initially operates under pri-
mary control with a quasi-steady-state frequency error. At
t = 0.5s, the secondary control layer is activated to restore
the nominal frequency. After a short activation period, the
system frequency reaches the nominal value of 50 Hz, and
active power sharing is achieved based on the droop coefficient
(see Fig. 2). A step load change at t = 2s decrease Load
1 and 3 by 50%, causing an decrease in active power and
frequency overshoot, where the effect is quickly damped
by the secondary control. At ¢ = 3s, a replay attack is
introduced, replaying frequency data from VSG 2 to VSG 1.
This creates disturbances, leading to additional oscillations in
the VSG units’ frequencies. Although no step load changes
occur, the frequency signal displays oscillations resembling
those from a load change, which could deceive the system
operator or trigger unintended actions. Without detection or
mitigation, the system’s performance deteriorates, highlighting
its vulnerability to replay attacks.

In the second case, the system again undergoes a step
load change at ¢t = 2s, followed by a replay attack at
t = 3s. However, this time, the system incorporates the
proposed detection and mitigation method. In this way, the



DNN estimator is configured as a 4-layer tanh MLP with
layer sizes of [8,9,11,9], an outer-layer learning gain of
Pw, = 5 x 10% 1pp, inner-layer gains T'y,, = 50,
inner-layer weight bounds are set between [10~%,102], with
randomized initial weights WW;(0), V; ;(0) ~ U[—1073,1073],
and secondary control gains are k; = 5 and ¢, = 10. The
attack detection and isolation rely on thresholds N,,;ss = 5
and Nyj,g = 5. The detection mechanism, based on a
local predictor, identifies the replay attack by comparing
the incoming data to predicted values. Once the attack is
detected, the compromised communication link is isolated.
After isolation, the DNN estimator is activated to mitigate the
replay-induced disturbances. The DNN dynamically adjusts
in real-time, learning from residuals and frequency errors to
counteract the replay effect. This method successfully restores
the system frequency to its nominal value and ensures accurate
active power sharing, despite the ongoing replay attack. The
results in Fig. 3 demonstrate the effectiveness of the proposed
method in isolating the compromised link and mitigating the
replay attack, maintaining stable frequency and power sharing.

V. CONCLUSION

A detection-and-mitigation control scheme for VSG-based
secondary frequency control is developed to effectively
counter edge-level replay tampering. Mathematically, replay
enters the closed loop as an additive input disturbance. Our
one-step predictor and filtered residual provide a scalar de-
cision signal whose thresholding enables link isolation with
minimal modeling burden. On top of this, an adaptive DNN
uses locally available features, the error, and a constrained
continuous-time update to approximate and compensate the at-
tack online, yielding a resilient law that preserves the nominal
consensus objectives: frequency restoration and proportional
active-power sharing. The algorithm requires only neigh-
bor messages, local clocks for monotonic-timestamp checks,
and lightweight counters, making it compatible with legacy
communication links. Simulations confirm that the controller
maintains stability and sharing performance under bounded,
intermittent replay windows.
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